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4.4 Control of access to presence information

In the Presence Service, access control to presence information is achieved through access rules. The Presence Service clearly separates the presence information from what is required to control access to the presence information. Watchers who receive presence information are shielded from the mechanism used to grant them access to that information. This is desirable as the presentity publishing presence information may not want its watchers to be aware of how it categorizes them. Additionally, an implementation may rely on existing authorization servers and protocols to achieve authorization and access control.

Manipulations of access rules by the presentity’s principal together with updates to presence information by the presentity should allow the presentity to publish different presence information content to different watchers. This means that the presentity’s principal may control what parts of the presence information (attributes) are seen by what watchers. By manipulating access rules, some watchers may see some updates to presence information while others may not see them. As a consequence, watchers having access to the same presence attributes may see different attribute values.
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Figure 5: Controlling access to presence information

Figure 5 illustrates how a presentity’s principal may provide different presence information to different watchers. The presentity’s principal has allowed access to his presence information to two groups of watchers. At the beginning, both groups of watchers have access to the user status value of the presentity and they can see the presentity as available. They also have access to the user location attribute. However while the group of wife watchers can see both the country and city components of the presence location attribute, the group of co-workers watchers can only see the country component of the presence location attribute. The wife can see that the presentity’s principal is located in city1 in country1 while the co-workers can only see him in country1. Then the presentity’s principal manipulates his access rules and updates his presence information. As a result of this, the group of wife watchers can still see the presentity’s user status as available while the co-workers of the presentity’s principal can now see him as busy. Similarly, the wife can see that presentity’s principal has moved to city2 in country2 while the co-workers group of watchers can still see the presentity’s principal at the same location; i.e., country1. 

Actually what is ultimately seen by the watcher depends also on what the watcher requests. For instance, although the group of wife watchers is granted access to user status and location presence attributes, any watcher in this group may receive updates to user status and/or location presence attributes or none of them. For example, the only watcher in the wife group of watchers may decide to watch only the user status attribute even if she is also granted access to the location attribute. In this case, updates to the location presence information attribute will not trigger any presence updates to the wife watcher.

How access rules are expressed, their manipulations and how they are combined with presence information to provide different presence information to different watchers is an implementation decision.
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