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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1 Introduction

This specification defines the requirements for support of digital rights management in 3GPP.

Digital Rights Management can be formally defined as “Control of the use and onward distribution of objects”. As such, the main focus in the wireline world has traditionally been on copyright management, and making sure that valuable assets are not used or distributed without the permission of the rights holder. Absence of good copyright protection mechanisms on the Internet has so far prevented exploitation of valuable content, such as music, books or videos.

In a wireless context, the value of digital rights management goes beyond copyright protection. It can also provide communication service providers (CSP) with the missing link for exploitationof lower‑value content such as images, screen savers and so on. 

A good framework for digital rights management enables secure copying (e.g. “pass on to a friend”), enforced previews with billable upgrades, renewal procedures (e.g. periodic subscriptions), and so on. All of which are key components in allowing CSP and content providers alike to enhance the user experience by providing quality content.

Further, a framework for digital rights management can help a CSP to leverage its customer base, providing content providers with a secure, billable outlet for media objects. It allows the CSP to provide subscribers with unique, customised content, and an attractive service. 

2 Scope

This TS defines the stage one description for digital rights management. Stage one is the set of requirements which shall be supported to enable the exploitation of digital rights management, seen primarily from the users’, content providers’ and home environments’ points of view.

This TS includes information applicable to the home environment, content providers, device and network manufacturers which are sufficient to provide complete support of digital rights management.

Additional functionalities not documented in this TS are considered outside the scope of this TS. Such additional functionality may be on a network-wide basis, nation-wide basis or particular to a group of users. Such additional functionality shall not compromise conformance to the requirements of digital rights management defined in this specification.

3 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.905: 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications

[2]
3GPP TS 22.121: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects Service Aspects; The Virtual Home Environment”

4 Definitions, symbols and abbreviations

4.1 Definitions

Media Object: Image, music, game, video, book, article, screen saver, background image or similar content. 

Protected Object: A media object together with associated usage rights.

Usage Rights
: Permissions associated with a media object (e.g. play/copy/store, forward etc.), constraints for its use (e.g. play for 10 hours), and so on. 
4.2 Abbreviations

For the purposes of this document the following abbreviations apply:

CSP


Communications Service Provider

DRM


Digital Rights Management

IETF


Internet Engineering Task Force

LAN


Local Area Network

UE


User Equipment

5 DRM Models

Editor’s note:
This text is proposed by the editor.

This clause provides informative examples of potential DRM models as depicted in figure 1, giving an overview of the models that could be used to deliver DRM material, and the issues that it raises concerning rights, trust control, charging etc. It also walks through some specific high-level end-to-end scenarios that need to be considered.
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Figure 1: Example high-level functional model for digital rights management. 
The possible actors in digital rights management are:

· User Equipment

The UE may act both as receiver and sender of protected objects.  For example, it can receive protected objects from an origin server as a result of a pull for content, or it may send protected objects using some messaging mechanism (e.g. MMS or Email).

· Origin Server

The origin server is some content provider, serving up protected objects. It may reside inside or outside of the home environment.

Objects may be provided through a variety of methods, e.g. client pull, streaming objects or messaging (MMS, Email etc.).

· Digital Rights Service

The home environment may provide a digital rights service, that acts as an intermediary and assists the sender of protected objects with UE trust, billing etc.

· Messaging servers 

In messaging scenarios, messaging servers may be involved in digital rights management (see below).

From a functional modelling perspective, digital rights management can be provided in two basic ways:

· End-to-end

In this case the origin server deals with all issues regarding digital rights management on its own. This is only in the scope of 3GPP standardisation in so far as any interoperable method for digital rights management defined by 3GPP may be used end-to-end by origin servers.

· With support in the home environment

Here a digital rights service in the home environment assists with digital rights management in an intermediary role. For example, it can deal with UE trust and authentication, billing etc. on behalf of origin servers.

With an intermediary digital rights service in the home environment, a number of different scenarios need to be considered:

· Object pull

A UE pulls protected content from an origin server. There must be a mechanism that:

· Allows an origin server to return protected objects

· Allows an intermediary to recognise that a protected object is being returned, and potentially deal with UE trust, billing etc. on behalf of the origin server

· Allows the UE to recognise that a protected object is returned, and deal with it accordingly.

· Origin Server to UE messaging

A protected object is sent to a UE using some messaging mechanism, e.g. MMS or email. There must be a mechanism that:

· Allows an origin server to send a protected object within the messaging protocol (e.g. within an MMS or an email message).

· Allows a messaging server to recognise that a protected object is being returned, and potentially deal with UE trust, billing etc. on behalf of the origin server

· Allows the destination UE to recognise that a protected object is returned, and deal with it accordingly

· UE to UE messaging

A protected object is sent from one UE to another UE (in accordance with the usage rights of the object) using some messaging mechanism (e.g. MMS or Email). This is similar to the previous case, but with one important difference. Depending on the UE trust model, it may not be feasible to assume that a UE can determine whether the destination UE can be trusted or not. This must be considered when designing solutions for this case.

· UE to UE file transfer

A protected object is sent from one UE to another UE (in accordance with the usage rights of the object) using direct file transfer (e.g. IrDA, Bluetooth, serial cable or similar). There must be a mechanism that:

· Allows a UE to send a protected object (i.e. an object together with usage rights) within a file transfer session

· Does not break the UE trust model

· Allows the destination UE to recognise that a protected object is returned, and deal with it accordingly

· Object streaming

This is similar to pull, but instead of returning the object in its entirety, it is returned a piece at a time using some real time streaming mechanism. There must be a mechanism that:

· Allows an origin server to return usage rights during set-up of the streaming session

· Allows an intermediary to recognise the streamed object as being protected, and potentially deal with UE trust, billing etc. on behalf of the origin server

· Allows the destination UE to recognise that a protected object is returned, and deal with it accordingly

5.1 Copying Scenarios

Editor’s note: This current text comes from the Openwave Systems input.

The act of copying a protected objects can be desireable in some cases, primarily as a way to achieve wide, targeted distribution (e.g. “pass on to a friend”). However, it hinges on guaranteeing that any usage rights are upheld, that appropriate payment is made by the receiving party and so on.

In the context of digital rights management, copying becomes an end-to-end problem. There are a number of different scenarios for copy that need to be addressed separately:

· Free copy.

Free copy means that a protected object (an object with usage rights) may be given away for free to anyone. 

The use case is for objects with little or no intrinsic value, e.g. a film clip or a low resolution image used for previews, but which still utilises digital rights management to provide an easy upgrade path to the “full” version (at a price).

· Protected copy/forward.

Protected forward means that a protected object (an object with usage rights) may be copied to another UE, but only if the receiving UE is trusted.

The use case for protected copy/forward is “pass on to a friend”, when the sender owns a full version of the object and not a preview. Since the object has actual value in this case, the object itself must not be forwarded. Instead, only an object descriptor should be passed on, which can be used by the receiving UE to request (and pay for) a fresh version from the rights owner/distributor.

· Transfer.

The use case for transfer is when an object, e.g. a piece of music, is transferred from one device to another. A user may have changed her phone, or she wants to listen on an MP3 player instead of her phone.

This is similar to protected copy, but in this case it is still the same user. In other words, it is more complex in that there are, for example, special authentication and billing considerations to be addressed.

5.2 Preview Scenarios

Editor’s note: This current text comes from the Openwave Systems input.

The purpose of a preview is two-fold; it allows users to make informed choices before committing to purchasing an object, and it allows an easy way to upgrade to a full version.

From the point of view of digital rights management, previews come in two forms:

· Preview object

A preview object is some limited version of the object itself with little or no intrinsic value, e.g. a film clip, a music snip, a low resolution image or similar. Digital rights management still has an important role to play in providing an easy way to upgrade to a “full” version.

· Constrained rights

In this case, the “full” object is used, e.g. a ring tone, but with constrained usage rights. For example, it may allow ten views, or fifteen minutes play.

In either case, digital rights management provides the means for enforcing constrained rights, but more importantly it must also provide a means for upgrading usage rights.

5.3 Upgrade and Renewal Scenarios

Editor’s note: This current text comes from the Openwave Systems input.

A traditional part of digital rights management is to provide copyright protection. However, its true potential is unleashed when this is augmented with mechanisms allowing users to easily upgrade constrained rights or renew expired usage rights.

This provides an extremely flexible framework for building many kinds of business models. Here are just a few examples:

· Previews

An object can be provided with constrained usage rights; or with limited functionality. The constraints may be removed by upgrading the usage rights or the object.

· Periodic subscriptions

An object may be provided with a temporal constraint, e.g. view for thirty days. When the time runs out, the usage rights may be renewed.

· Pay per view

An object is provided with rights for only a limited number of views. When the number of views run out, the usage rights may renewed.

6 High level requirements

Editor’s note:

These high level requirements are simply a compilation of all currently proposed requirements, roughly organised into categories, and with source references. The intention is that this will allow an overview and easy merging of overlapping requirements, and facilitate the phasing of requirements for release 5, while at the same time ensuring that all proposed requirements are at least considered.

The next step in working this draft specification would involve converting the collated input requirements into the normal format expected of a Stage 1 specification, explicitly covering:-

· user requirements

· operator requirements

· security requirements

· charging requirements

· provisioning requirements

· etc..

6.1 User requirements

The following user requirements for the digital rights management framework shall be supported:

	Req. Id.
	Description
	Source
	Phase

	DRM-USER-1
	DRM shall be transparent and non-intrusive for users.
	Openwave
	Release 5?

	DRM-USER-2
	The solution shall support seamless operation by the end-user (i.e., the end-user should not be bothered by DRM where not necessary).
	Emblaze
	Release 5?

	DRM-USER-3
	The DRM system SHOULD be convenient to use for the end user.
	Ericsson-9
	Release 5?

	DRM-USER-4
	The solution should also protect end-user rights (e.g., in case of content provider failures).
	Emblaze
	???

	DRM-USER-5
	Notifying – the system should permit users to be informed about the rights status of both content and users (e.g., don’t block access without apparent reason).
	Emblaze
	Release 5?

	DRM-USER-6
	Support of DRM levels and optional protective features selected by the end user (e.g., encryption).
	Emblaze
	???

	DRM-USER-7
	The solution shall support easy interaction with content from different sources without swapping of physical modules; that is without requiring action on the part of the end user. Addition of modules is acceptable if it requires a one-time action, if the device supports it, and if the cost is reasonable.
	MPEG4-2
(via WMF)
	Release 5?

	DRM-USER-8
	The solution shall support protection of user privacy. Note: In many countries legislation requires that no user information shall be disclosed without the explicit consent of the end user.
	MPEG4-3
(via WMF)
	Applicable?

	DRM-USER-9
	The solution shall support service models in which the end user's identity is not disclosed to the service/content provider and/or to other parties.
	MPEG4-4
(via WMF)
	Later?

	DRM-USER-10
	The solution shall support the preservation of user rights. Notes: 1) For instance, the solution shall support preservation of user rights in such events as the provider going out of business. 2 ) It is believed that an important requirement of end users is that their rights to interact with the content not be revoked for alleged misuse when the burden of disproving misuse is entirely on the end user. However, MPEG does not currently see any implications for these requirements.
	MPEG4-5
(via WMF)
	In 3GPP scope?

	DRM-USER-11
	The solution shall support the content and the end user’s rights to interact with it to survive common accidents, e.g. an operating system crash, or a flat battery.
	MPEG4-6
(via WMF)
	???

	DRM-USER-12
	The solution shall support MPEG-4 terminal mobility, e.g. end users should be able to use the same device in different locations.
	MPEG4-7
(via WMF)
	In 3GPP scope?


6.2 General requirements

The following general requirements for the DRM framework shall be supported:

	Req. Id.
	Description
	Source
	Phase

	DRM-GEN-1
	The PSS Rel5 DRM system (in the following called “the DRM system”) MUST provide mechanisms that enable content producers and content distributors to signal copyright information and usage rules to PSS terminals.
	Ericsson-1
	Release 5?

	DRM-GEN-2
	The solution shall enable content owners to control which of their assets are available when, where and under what conditions.
	MPEG4-13
(via WMF)
	Release 5?

	DRM-GEN-3
	The solution shall enable content owners to change business rules whenever and however they wish.
	MPEG4-16
(via WMF)
	???

	DRM-GEN-4
	The framework shall be extensible and modular to allow future additions of 

· New packaging mechanisms

· New UE trust models

· Other transport mechanisms.
	Openwave
	Release 5?

	DRM-GEN-5
	The solution shall support implementations that are cost effective with regard to the value of the content to be managed and protected.
	MPEG4-17
(via WMF)
	Release 5?

	DRM-GEN-6
	The solution shall support fast development of products and services.
	MPEG4-18
(via WMF)
	Release 5?

	DRM-GEN-7
	The DRM system MUST be extensible to a complete DRM system fulfilling the needs of content providers for premium content. It MUST NOT define mechanisms that block a later extension of the DRM system to provide improved protection and enforcement of the rules.
	Ericsson-7
	Release 5?

	DRM-GEN-8
	The solution shall support the flexible expression of different business models/rules, which might yet be unknown and which may change over time, markets and geography. Note: Some business models are envisaged to involve ‘super distribution’, in which content and rights to interact with it are passed along from one user to another
	MPEG4-15
(via WMF)
	???

	DRM-GEN-9
	Adequate security for lower value content shall be used, not perfect – focus on ease of use to promote adoption.

 Assume trust based on a controlled UE environment (sandbox).
	Openwave
	Release 5?

	DRM-GEN-10
	The solution shall support persistent security over time and renewability of that security.
	MPEG4-14
(via WMF)
	???

	DRM-GEN-11
	Support free copy (preview)
	Openwave
	Release 5?

	DRM-GEN-12
	Support protected copy/forward
	Openwave
	Release 5?

	DRM-GEN-13
	Support transfer of protected objects
	Openwave
	Later?

	DRM-GEN-14
	The solution shall support transferring, temporarily or permanently, content and the rights to interact with it to another party.
	MPEG4-12
(via WMF)
	Later?

	DRM-GEN-15
	The solution shall support content mobility across MPEG-4 terminals, e.g. end users should be able to move to a different terminal and keep their rights to interact with the content. Note: Assuming easy access to the content, this mainly applies to the portability of the rights to interact with it.
	MPEG4-9
(via WMF)
	Later?

	DRM-GEN-16
	Sharing – the ability to authorize an end-user for limited or unlimited sharing of content, or to enable him/her to forward protected contents (to be separately authorized for others).
	Emblaze
	Forward: Release5?

Transfer: Later?

	DRM-GEN-17
	Support usage rights upgrades/renewals
	Openwave
	Release 5?

	DRM-GEN-18
	Support object upgrades/renewals
	Openwave
	Release 5?

	DRM-GEN-19
	The DRM system SHOULD provide mechanisms that can also be used for protection of MMS content and downloaded content. There SHOULD NOT be incompatible DRM systems for MMS, PSS, and download (Note: work for a basic DRM solution has started in T2 (MMS standardization) , and S3  and should be coordinated with this effort.)
	Ericsson-8
	Release 5?

	DRM-GEN-20
	The framework for digital rights management shall be transport independent, and shall be possible to apply to different transports such as secure/unsecure pull from a browser, messaging (MMS, Email), file transfer etc.
	Openwave
	Release 5?

	DRM-GEN-21
	Support for common existing transport.
	Emblaze
	

	DRM-GEN-22
	There is a need to use public (known & tested) algorithms.
	Emblaze
	

	DRM-GEN-23
	The solution shall support the separation between identifying rights and protecting them (e.g., the ability to turn off protection while still managing full right information).
	Emblaze
	???

	DRM-GEN-24
	The solution shall support separation between contents and rules (the capability to store separately, to modify independently, and to assign different sets of rights to same content, or vice versa).
	Emblaze
	???

	DRM-GEN-25
	The ability (at the server side) to easily “turn off” DRM altogether, resulting in non-serving protected material.
	Emblaze
	???

	DRM-GEN-26
	Support for common existing multiple content formats.
	Emblaze
	???

	DRM-GEN-27
	The solution shall apply the same semantics of rights (and especially not ignore rights altogether) for different platforms and/or file formats.
	Emblaze
	Release 5?

	DRM-GEN-28
	The solution shall support access to and interaction with content while keeping the amount of hardware to a minimum. There shall be no duplication of similar devices to interact with similar content from different sources. To a lesser extent, the same applies to software. Examples of interaction with content are playback, copy, edit, create and so forth.
	MPEG4-1 
(via WMF)
	Release 5?

	DRM-GEN-29
	The DRM system SHOULD impose low signalling and computation load.
	Ericsson-10
	Release 5?

	DRM-GEN-30
	The solution shall support implementations into devices that have a long life cycle, i.e. at least five years.
	MPEG4-19
(via WMF)
	Release 5?

	DRM-GEN-31
	The solution should not strongly rely on a specific hardware device internal id (e.g., end user will be able to change hardware player without inherently affecting his/her rights).
	Emblaze
	Release 5?

	DRM-GEN-32
	The solution shall support content and the end user’s rights to interact with it to survive changing to a new version of similar hardware or software. Note: Assuming easy access to the content, this mainly applies to the renewability of the rights to interact with it.
	MPEG4-10
(via WMF)
	???

	DRM-GEN-33
	The solution shall support content and the end user’s rights to interact with it to survive changing to a different type of MPEG-4 hardware. Note: Assuming easy access to the content, this mainly applies to the survivability the rights to interact with it.
	MPEG4-11
(via WMF)
	???

	DRM-GEN-34
	DRM processing should not affect (or have little influence on) the performance and quality of delivered content.
	Emblaze
	Release 5?

	DRM-GEN-35
	The solution should apply all right protection features in real-time, while content is received by the end user (for streaming and live modes).
	Emblaze
	Release 5?

	DRM-GEN-36
	The solution should withstand loss of fragments of information (due to communication problems).
	Emblaze
	Release 5?

	DRM-GEN-37
	There should be some management tools using standard interfaces for rights and rules management.
	Emblaze
	In scope?

	DRM-GEN-38
	The solution should not be limited in deployment and usage due to existing export license regulations.
	Emblaze
	???


6.3 UE Requirements

The following requirements shall be supported by a UE:

	Req. Id.
	Description
	Source
	Phase

	DRM-UE-1
	Terminals and players declared compliant to 26.233 and 26.234 (“3GPP players”) MUST follow the signalled rules. They MUST NOT ignore or modify the rules.
	Ericsson-2
	Release 5?

	DRM-UE-2
	The UE shall enforce usage rights associated with a protected object.
	Openwave
	Release 5?

	DRM-UE-3
	The ability to play “old” unprotected content on current system.
	Emblaze
	Release 5?

	DRM-UE-4
	Terminals and players not declared compliant to 26.233 and 26.234, but using the standard protocols and codecs (excluding the 3GPP extensions) that are defined in 26.234 (“Internet players”), SHOULD NOT be able to play protected content. They MAY be able to play unprotected content.
	Ericsson-3
	Release 5?

	DRM-UE-5
	Preventing play of protected content in “old” systems.
	Emblaze
	Release 5?

	DRM-UE-6
	The ability to prevent unauthorized redistribution of contents.
	Emblaze
	Release 5?

	DRM-UE-7
	The ability to force the presence of certain content segments as a condition for playing it (e.g., author details or copyright information), even if content is allowed to be modified.
	Emblaze
	Later?

	DRM-UE-8
	The ability to automatically “cut and paste” rights information together with content segments data to which they apply. Specifically - the ability to track rights information in cut parts of an original larger piece of content.
	Emblaze
	Later?

	DRM-UE-9
	The ability to apply rights and tracking capabilities to a larger piece of content into which the original protected content is merged.
	Emblaze
	Later?

	DRM-UE-10
	The ability to search in a protected content should also be controlled by the DRM rules (e.g., allowed or not, with or without displaying partial search results).
	Emblaze
	Later?

	DRM-UE-11
	The same rights should be applied and similarly protected for the same piece of content, no matter where it currently resides (on disk, in memory, etc.).
	Emblaze
	Release 5?


6.4 Authentication

The following requirements for authentication shall be supported

	Req. Id.
	Description
	Source
	Phase

	DRM-AUTH-1
	Standard authentication methods shall be used.
	Openwave
	Release 5?

	DRM-AUTH-2
	Basic authorization and authentication – the ability to prevent unauthorized usage (this is historically the “foundation” of DRM).
	Emblaze
	Release 5?


6.5 Packaging

The following requirements for packaging of protected objects shall be supported:

	Req. Id.
	Description
	Source
	Phase

	DRM-PACK-1
	Provide a transport independent packaging mechanism for bundling an object with its usage rights.
	Openwave
	Release 5?

	DRM-PACK-2
	It SHOULD be possible to specify separate rules for each media element in a multi-media presentation.
	Ericsson-6
	Release 5?

	DRM-PACK-3
	Encryption – the ability to scramble content while not played (e.g., against eavasedropping/interception). Note: Encryption technologies are typically used to achieve other goals, such as reliable authentication. In this specific requirement, we refer to the functional need of encrypting data if viewed by an unauthorized body.
	Emblaze
	Later?

	DRM-PACK-4
	Digital signature / fingerprinting – the ability to later prove end-user selections or actions, in front of a 3rd party.
	Emblaze
	Later?

	DRM-PACK-5
	Tracking / watermarking – the ability to mark content (visibly or not) for later tracking of rights or right violations. The marking should be inseparable of the content.
	Emblaze
	Later?


6.6 Expressing Usage Rights

The following requirements for expressing usage right shall be supported

	Req. Id.
	Description
	Source
	Phase

	DRM-UR-1
	Limited usage – the ability to block usage by various parameters (e.g., number of times content played, expiration date, etc.).
	Emblaze
	Release 5?

	DRM-UR-2
	Partial asset protection – the ability to apply different rules/rights to parts of a larger piece (e.g., protect streams within a session, for example for preview purposes).
	Emblaze
	Later?

	DRM-UR-3
	The solution shall support conveying to end users which conditions apply to what types of interaction with the content. An example is payment for playback.
	MPEG4-3
(via WMF)
	Later?

	DRM-UR-4
	The set of possible rules MUST include the following rules

· a rule that allows/disallows storage of the media elements on the device

· a rule that allows transfer/export of the media elements to another device and playback only on that device

· a rule that allows transfer/export of the media elements to another device and sub-rules to restrict the playback (e.g., playback only on the device that the content has been exported to, playback only using the USIM of the subscriber, playback only on DRM enabled devices)

· a rule to control further copying/exporting/transfer of data exported to another device
	Ericsson-5
	Release 5?

	DRM-UR-5
	Usage rights shall be expressed in a way that is extensible, allowing future addition of other permissions, constraints and other features.
	Openwave
	Release 5?

	DRM-UR-6
	Support play permission.
	Openwave
	Release 5?

	DRM-UR-7
	Support view permission.
	Openwave
	Release 5?

	DRM-UR-8
	Support execute permission.
	Openwave
	Release 5?

	DRM-UR-9
	Support “maximum-number-of-times” constraint.
	Openwave
	Release 5?

	DRM-UR-10
	Support “accumulated-time” constraint.
	Openwave
	Release 5?


7 Charging

The digital rights management framework shall be able to support various charging mechanisms. The following charging characteristics shall be considered (this list is not exhaustive):

	Req. Id.
	Description
	Source
	Phase

	DRM-CHARG-1
	The system should have some interface to promote billing and payment for royalties.
	Emblaze
	Release 5?

	DRM-CHARG-2
	The set of possible rules MUST be flexible enough to express rules as needed for content distributor business models, like subscription or pay-per-view business models.
	Ericsson-4
	Release 5?

	DRM-CHARG-3
	Billing on object download
	Openwave
	Release 5?

	DRM-CHARG-4
	Billing on usage rights upgrades/renewals
	Openwave
	Release 5?

	DRM-CHARG-5
	Billing on object upgrades/renewals
	Openwave
	Release 5?


8 Security

FFS

9 Administration

FFS




_1065539503.doc
[image: image1.wmf][image: image2.wmf][image: image3.wmf][image: image4.wmf][image: image5.wmf]





UE to UE file transfer







UE







� EMBED MS_ClipArt_Gallery  ���







Digital Rights Service







Origin Server







� EMBED MS_ClipArt_Gallery  ���







Messaging Servers







UE







� EMBED MS_ClipArt_Gallery  ���











End-to-end DRM







Object pull







UE to UE messaging







OS to UE messaging







Object streaming











_1011094040



_1011094123




