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	Reason for change:
	NPN can be deployed as a completely standalone network, it can be hosted by a PLMN, or it can be offered as a slice of a PLMN. In the letter two cases, the NPN relies on a PLMN. This WID only considers the NPN that is made available via a PLMN, which is a prevalent deployment option. 

NPN customers can request the dedicated NFs to be deployed in private premises (i.e. the edge of the PLMN) and perform private O&M for performance, privacy, and security reasons. One common scenario is UPF sinking, where a dedicated UPF is deployed in the private premises to enable ultra-low latency communications. In addition, they may want the sinking of CP NFs, such as the dedicated AMF for access control with customized blacklist/whitelist. The use of dedicated CP NFs reduces the operational and configuration complexity associated with the diverse and highly customized requirements of NPN. The NPN with sank NFs in the private premises is not a standalone network as some NFs and RAN are shared between the NPN and the host PLMN.  

Existing protection mechanisms only focus on inter-PLMN communications (e.g. SEPP), which cannot address the risk in this intra-NPN scenario. The physical security of private premises is usually weaker than that of traditional MNO CN facilities. Moreover, if NPN customers are unable to provide a secure O&M procedure, there is a risk of unauthorized control to the dedicated NFs by attackers. Through anomaly operation of the dedicated NFs, they may obtain sensitive information from the shared NFs in the host PLMN, such as their typology information. Attackers may also attempt to send unauthorized service or data requests, or generate abnormal traffic, to the shared NFs. This could result in resources of these shared NFs being used to reject these dedicated NFs and thereby not be available for other NPNs hosted by the same PLMN. 

Therefore, the dedicated NFs are not always trusted by the NFs in the host PLMN, despite belonging to the same NPN, and the communication between them may result in excessive data exposure. It is proposed to add a new service requirement in TS 22.261 for preventing excessive data exposure during the communication between the dedicated NFs and the shared NFs within one NPN.

	
	

	Summary of change:
	Stage 1 specifications to be updated to prevent excessive data exposure during the communication between two NFs within one NPN.

	
	

	Consequences if not approved:
	The communication between two NFs within one NPN leads to excessive data exposure.
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Begin of Change
[bookmark: _Toc122684363][bookmark: _Toc61885671][bookmark: _Toc59116852][bookmark: _Toc52638767][bookmark: _Toc45387722]6.25.1 	Description
[bookmark: _GoBack]Non-public networks are intended for the sole use of a private entity such as an enterprise, and can be deployed in a variety of configurations, utilising both virtual and physical elements. Specifically, they can be deployed as completely standalone networks, they can be hosted by a PLMN, or they can be offered as a slice of a PLMN. In the letter two deployment options, operators may support the deployment of dedicated core network entities in a private premise such as enterprise campus.
In any of these deployment options, it is expected that unauthorized UEs, those that are not associated with the enterprise, will not attempt to access the non-public network, which could result in resources being used to reject that UE and thereby not be available for the UEs of the enterprise. It is also expected that UEs of the enterprise will not attempt to access a network they are not authorized to access. For example, some enterprise UEs can be restricted to only access the non-public network of the enterprise, even if PLMN coverage is available in the same geographic area. Other enterprise UEs can access both a non-public network and a PLMN where specifically allowed.
In addition to the requirements in this section, all requirements and KPIs in other sections of TS 22.261, that are not exclusively for PLMNs (i.e. explicitly using the term PLMN) also apply to (i.e. are in scope of) non-public networks, except the requirements in sections 5.1, 6.2.4 and 6.3.2.2. However, hereby it is important to realize that requirements and features are optional to be supported by a non-public network, since non-public network deployments can include different subsets of 5G system requirements and services described in the sections of TS 22.261. The deployment choices are dependent on verticals needs and regulation.
6.25.2 	Requirements
The 5G system shall support non-public networks.
The 5G system shall support non-public networks that provide coverage within a specific geographic area.
The 5G system shall support both physical and virtual non-public networks. 
The 5G system shall support standalone operation of a non-public network, i.e. a non-public network may be able to operate without dependency on a PLMN.
Subject to an agreement between the operators and service providers, operator policies and the regional or national regulatory requirements, the 5G system shall support for non-public network subscribers:
- access to subscribed PLMN services via the non-public network;
- seamless service continuity for subscribed PLMN services between a non-public network and a PLMN;
- access to selected non-public network services via a PLMN;
- seamless service continuity for non-public network services between a non-public network and a PLMN.
Subject to an agreement between the operators and service providers, operator policies and the regional or national regulatory requirements, the 5G system shall enable a UE, with multiple subscriptions, to simultaneously access multiple non-public networks and corresponding services, via those NPNs or via a different network (PLMN or NPN).
Subject to regional or national regulatory requirements for emergency services, 5G system shall be able to support IMS emergency services for non-public networks.
A non-public network subscriber to access a PLMN service shall have a service subscription using 3GPP identifiers and credentials provided or accepted by a PLMN.
The 5G system shall support a mechanism for a UE to identify and select a non-public network.
NOTE:	Different network selection mechanisms may be used for physical vs virtual non-public networks.
The 5G system shall support identifiers for a large number of non-public networks to minimize collision likelihood between assigned identifiers.
The 5G system shall support a mechanism to prevent a UE with a subscription to a non-public network from automatically selecting and attaching to a PLMN or non-public network it is not authorized to select.
The 5G system shall support a mechanism to prevent a UE with a subscription to a PLMN from automatically selecting and attaching to a non-public network it is not authorized to select. 
The 5G system shall support a mechanism for a PLMN to control whether a user of a UE can manually select a non-public network hosted by this PLMN that the UE is not authorized to select automatically.
The 5G system may broadcast a human readable network name that a UE may display for manual selection of a non-public network.
The 5G system shall support a change of host of a non-public network from one PLMN to another PLMN without changing the network selection information stored in the UEs of the non-public network.
The 5G system shall enable an NPN to support multiple third-party service providers.
In the event of a loss of communication between RAN and core network, the 5G system shall be able to provide capability to securely re-connect an NPN network function within a short period of time (< 1s).
The 5G system shall be able to prevent excessive data exposure when a core network entity dedicated to an NPN communicates with a core network entity shared by this NPN and another network.
NOTE:	A core network entity in an NPN can be shared by the host PLMN. It can also be shared by another NPN when the two NPNs are hosted by the same PLMN.
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