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introduction

IP has been seen as one of the major opportunities to integrate service delivery for many services and features in both the wired and wireless networks. The 3GPP SA group and SMG have discussed the options to provide an all IP based UMTS solution within the R2000 (reference 3GPP doc.Tdoc99334). This paper provides a view of the user and network requirements for the R2000 standards within 3GPP and SMG, with the objective of realizing an all-IP-based architecture encompassing both real-time and non-real-time, existing and innovative services.

1 Services and user requirements

1.1 Existing Services

The existing services implemented in the present day mobile telecommunication networks shall be provided in an equivalent way. The intention is to have for the user the same look-feel as experienced in 2G systems regardless the implementation.. This may includes:

· Voice services

The proposed all-IP system will provide at least the same set of voice services to the users that are available from circuit-switched mobile systems. These shall include services that render at least the same Quality of Service (QoS) as those available from circuit switched systems. Additional user voice services that are readily enabled by the packet switched nature of the underlying bearers (e.g. voice dispatch services) shall also be provided

· Access to external data services

· The proposed all-IP system will be required to provide the types of services that have been mandated by the regulatory agencies, such as location reporting and priority access. 

· Multiparty Services

The proposed all-IP system shall be able to provide a range of multiparty services such as the following: 

·  the services associated with conventional circuit (voice) services that allow control of multiple simultaneous connections; e.g. call waiting, call hold, conference calling. 

· user group applications (e.g.: 

· Dispatch operation (voice or other)

· Multicasting of user data

· Abbreviated addressing (dialing) plans

· Virtual Private Networks (VPNs)

· Private Network Services  

· Prepaid services

· Supplementary services

· IN services

· SMS

1.2 Additional Services

The All-IP-Based network offers new opportunity for the provisioning of innovative services. This includes Release 99 services (that will be implemented in the PS domain). :

For example the proposed all-IP system shall be able to provide a range of multimedia services such as the following, including traditional messaging (SMS) services and new messaging  (e-mail) services: 

· Image transmission

· Streamed video

· Multiple types of voice service

· Non-voice audio services (e.g., music delivery)

· Interactive real-time & non-real-time transactions (e.g. online games)

· WEB access

· Multimedia extensions to messaging services (e.g., e-mail+)

· Enhanced messaging applications (e.g. MS Exchange, Lotus Notes)

· Simple numeric & alphanumeric one- & two-way messaging

These multimedia services may be provided simultaneously or separately as requested by the user or application.

1.3 Addressing & Addressing Services

The proposed all-IP system shall be able to provide a range of addressing services that may  include the following: 

· Support of addressing of calls & messaging using a variety of number and symbolic formats e.g.:

· E.164 etc. directory numbers 

· Internet e-mail addresses (e.g. john.doe@company.com) and URLs  & other e-mail address schemes (e.g., X.400)

· Natural name & geographic base address. 

· Use of one form of address for another form of communication (e.g. messaging to an E.164 directory number)

· Automated directory assistance

· User address book applications (transfer between devices, auto updating, auto entry etc).

1.4 Interworking with existing IN Services and VAS

The all-IP-Based networks, for the subset of services in common with existing networks, shall provide to the user the option to interact with the existing IN Services and VAS in the same manner as in 2G.(e.g.: a user configuring a VPN service should be allowed to use the existing 2G procedures also when the VPN contains both 2G and 3G terminals.) 

2 System operator requirements

The network shall satisfy 

· Charging, billing, & settlement requirements (all traditional requirements)

· Operations, administration, & maintenance requirements (all traditional requirements)

· Terminal Provisioning

· All traditional requirements

· Terminal provisioning shall provide a means to only allow the programming of the mobile equipment from a specific service provider.

· Over-the-air provisioning shall allow a service provider to update operational parameters in the subscriber's terminal. Examples of operational parameters include intelligent roaming databases. 

· Terminal provisioning shall provide mutual authentication such that the mobile equipment is confident that the provisioning is actually from an authorized service provider, and the service provider is confident that the terminal is the actual terminal targeted for provisioning.

· Terminal provisioning shall allow for the secure over the air generation of keys used in authentication and ciphering procedures. This includes the generation of the mobile equipment or UIM-resident "secret key"

· Terminal provisioning shall protect the confidentiality of subscription and operational data by ciphering all over the air transactions, as well as providing ciphering functions in the core network to prevent unauthorized interception of the data. End-to-end ciphering of the transactions is supported.

· Security Management

· All traditional requirements shall be satisfied

· Detect hacker activity, IP spoofing, and all other unauthorised access to the network or other improper usage of network resources and services.  

· Provide security against unauthorised changes to network provisioning tools/data and subscriber provisioning tools/data.

· Detect when services are in use and when billing triggers are circumvented within the network.  

2.1 (E)GPRS radio access

Access method. Radio access shall be an evolution of  (E)GPRS radio access, for all services.

Data rates.  Maximum bit rates available for data services should be significantly increased beyond (E)GPRS, with a target of 1 Mbps maximum. As in (E)GPRS, it may be necessary for adaptation of peak data rate based on radio channel conditions.

Radio environments.  The radio access should support at least all the radio environments that (E)GPRS supports, including TU, HT, RA, and  indoor.

Coverage capability:  should be better than (E)GPRS (for data) and GSM AMR (for voice).

Spectrum efficiency should be significantly improved compared to (E)GPRS (for data services), and current 2G cellular systems (for voice). 

Real-time handoff. The radio access shall support voice handoff with speech gap no more than current 2G cellular systems and with reliability no worse than current 2G networks.

Frequency bands. The radio access shall be designed for operation in frequency bands ranging at least encompassing 850 MHz to 2100 MHz.

2.2 Roaming

One of the basic requirements of a mobile telecommunications network is the capability to receive services while outside of the home service area, both on a national and international level. The Virtual Home Environment (VHE) concept will provide the user with a uniform and ubiquitous set of services to the extent allowed by the capabilities of the terminal and serving network. In addition, third generation terminals must also operate in legacy second generation environments to provide the user with a basic set of services no matter where they are located.

Specific requirements for roaming are as follows:

An all-IP subscriber shall have the capability to roam onto a partner all-IP network, and (service agreements and network capability allowing), be able to register on the visited network, be authenticated by the home network, and be able to obtain a full set of services while on the visited network as if they were on the home network. The visited network may either be a national roaming partner, or an international partner.

The All-IPNetwork subscriber shall have the capability to roam onto a legacy 2G system and obtain a subset of services (those services supported by the 2G system). It is considered to offer roaming and mapping of the services from the all-IP network to the 2G network with “transparent” service/feature operation; that is, the services and features should have the same look and feel to the subscriber whether they be located in the 3G network or the legacy 2G network.

2.3 Additional Security aspects for IP

Security of All-IP networks shall have three goals:

· Authentication, for the receiver of data to verify its origin and so that an intruder cannot masquerade as someone else,

· Integrity, for the receiver to verify data has not been modified, or an intruder substitutes false data for real data, and

· Non repudiation, where the sender of data cannot later deny that the data was (?)sent.

Access security:

Access security provides authentication of a subscriber accessing the network, as well as authenticating the network to the subscriber.

Access security also provides subscriber anonymity and subscriber data privacy in the access network.

Access security also provides methods to revoke or deny service to a subscriber.

Access security is provided by the carrier, and protects the carrier’s network and services.

Network security:

Network security protects and authenticates the various network elements. For example, if a request for a subscriber’s profile is made to a network database, then the requesting network element should be authenticated prior to supplying that information.

Network security also provides mechanisms to protect subscriber data contained in the various network nodes from unauthorised access, either through network or manual methods.

Application layer security:

Application layer security provides authentication of a subscriber’s subscription to an application, as well as ensuring privacy of subscription and data for the application.

Application layer security is provided by the application provider, and may occur without the knowledge of the carrier.

2.4 Backward compatibility

The proposed all-IP system must have backward compatibility with the legacy 2G systems that includes at least the following:

· Support of core set of services when roaming into a legacy 2G network

· Support of interfaces to legacy regulated or mandated services and databases

· Support of interfaces to legacy specialized services and databases

2.5 Interoperability with fixed IP networks

2.5.1 Convergence of Networks

The proposed all-IP system should support the convergence of different access technology networks.  The requirements for this convergence are as follows:

· Ability to use the most efficient voice/data coders for communications between fixed and wireless terminal devices.

· Ability to bypass transcoding for wireless to wireline voice communications.

· Ability to have either a shared or a signaling access to a common subscriber profile and service logic.

· Ability to have a common UIM card for both wireless and fixed terminals.

· Provide end user services (where appropriate) independently from fixed or wireless access.

· Provide subscriber access to service controls (e.g., feature codes, menus) to wireless applications via either fixed or wireless terminals.

2.5.2 Services

The proposed all-IP system should support the same services as available from the fixed network domains, to the extent possible within the bandwidth constraints. However, this does not necessarily imply that the same system or protocols must be used to support those services.  The service requirements for interoperability with fixed IP networks are as follows:
· Provide service levels equivalent to those supplied by wired connectivity for a limited range of services in order to allow the proposed all-IP system to be used as a wireline replacement. 

· Provide wireless extension of fixed connections to customer locations (e.g., PBS), or extensions of "fixed" services provided by the proposed all-IP system or other radio network access techniques. 

· Provide customer with common identities for both the proposed all-IP system provided & fixed provided services (e.g. single-number operation). 

· Provide a user transparent transfer of operation between these various modes of connectivity.

2.5.3 Intranet & Internet Interoperability

The proposed all-IP system must support the delivery of IP based services to the mobile terminal, or to an extension of the mobile terminal that includes the following:

· Provide capability to connect the mobile terminal to the public Internet.

· Provide capability to connect authorized mobile terminals to Internet Service Providers (ISPs).

· Provide capability to connect authorized mobile terminal to corporate Intranets.

· Provide capability for the all-IP system to appear as a Network Access Server (NAS) to the private networks
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