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The following document presents the primary contents of a potential work item for 
IMS Enhancements for Security Requirements in Support of Cable Deployments in 3GPP release 8. It is presented at the IMS joint workshop to solicit feedback on the work item scope and content, and to progress towards a consensus for a formal submission and approval in SA. Note that portions of the work described below are contained within CT1 and CT4, so a separate work item for CT may be advised. 
Work Item Title: IMS Enhancements for Security Requirements in Support of Cable Deployments
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3GPP Work Area

	
	Radio Access

	X
	Core Network

	X
	Services
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Linked work items
The Configuration and Management Requirements for Cable Clients work item utilizes security enhancements developed in this work item for client configuration. 
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Justification
Cable networks support successful deployment models and client types that are currently not completely supported or enabled by 3GPP R7 IMS specifications. This work item enhances the IMS to address security aspects of clients in cable network deployments.  
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Objective
The objective of this work item is to enhance IMS security specifications to support cable clients in network deployments where:

· The subscriber first selects and installs a UE independent of the Service Provider and without pre-provisioning of Service Provider information or credentials  
· The Service Provider is then able to provide emergency, informative or trial services without requiring pre-configuration of information
· The UE downloads necessary configuration data at boot-time

· The UE configuration can be changed across reboots, or via real-time management interface
In order to support the needed range of cable client types and deployment models, IMS will to be enhanced to create a security framework in which security options can be negotiated. These requirements include:
· Support for cable clients with UICCs

· Support for a range of authentication schemes related to cable clients
· Support for cable clients without UICCs, such as:
· Clients using passwords to enable user authentication

· Clients with digital certificates


Security requirements will also support a range of secure signalling options to address the following cable network requirements:
· Ease of implementation

· IP layer independence

· NAT Traversal

· Predominant solution in the market

· The capability to disable signalling security when access is granted via the cable network
Relevant information on the cable deployment models and associated service, operational and platform security related requirements are documented in following CableLabs specifications. These specifications can provide guidance and help clarify the scope and nature of security aspects for cable service, operational and architectural requirements. 
· PacketCable™ Security Technical Report
· PacketCable™ IMS Delta Specifications 3G security; Access security for IP-based services Specification 3GPP TS 33.203
· PacketCable™ IMS Delta Specifications 3G Security; Network Domain Security; IP network layer security Specification 3GPP TS 33.210
· PacketCable™ IMS Delta Specifications Generic Authentication Architecture (GAA); Generic bootstrapping architecture Specification 3GPP TS 33.220
· PacketCable™ Provisioning, Activation, Configuration and Management Specification
· PacketCable™ 2.0 IMS Delta Specifications Organization of subscriber data Specification 3GPP TS 23.008
· PacketCable™ 2.0 IMS Delta Specifications Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3 Specification 3GPP TS 29.109
· PacketCable™ IMS Delta Specifications IP Multimedia Subsystem (IMS); Stage 2 Specification 3GPP TS 23.228
· PacketCable™ IMS Delta Specifications Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3 Specification 3GPP TS 24.229
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Service Aspects
Service requirements related to this work item for cable networks are described in PacketCable™ Provisioning, Activation, Configuration and Management Specification and the PacketCable™ Security Technical Report.
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MMI-Aspects
No MMI aspects are expected in the context of this WI.
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Charging Aspects
No charging aspects are expected in the context of this WI.
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Security Aspects
Security aspects to support this work item are described above in the work item objectives.
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Impacts 
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	23.008
	
	Changes to address the security requirements for cable deployment models
	CT#38 (Nov 2006)
	

	23.228
	
	Changes to address the security requirements for cable deployment models
	SA# 36 (June 2006)
	

	29.109
	
	Changes to address the security requirements for cable deployment models
	CT#38 (Nov 2006)
	

	33.203
	
	Changes to address security requirements for cable deployment models
	SA# 36 (June 2006)
	

	33.210
	
	Changes to address security requirements for cable deployment models
	SA# 36 (June 2006)
	

	33.220
	
	Changes to address security requirements for cable deployment models
	SA# 36 (June 2006)
	

	24.229
	
	Changes to address security requirements for cable deployment models
	CT#38 (Nov 2006)
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Work item rapporteurs



To be discussed
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Work item leadership

SA 3
