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	Reason for change:
	In the case of access token based authorization, TS33.501 mandate the support of Access Token signature using MAC based on symmetric keying. No further information is provided in TS33.501.

This CR provides clarification that the symmetric keys are pairwise summetric keys between the NRF and the NF service Producer and the provisioning of such keys are outside the scope of this document.


	
	

	Summary of change:
	Adding the following Note for clarity:

NOTE: Securing the access token using Message Authentication Codes (MAC) based on JSON Web Signature (JWS) as described in RFC 7515 [45] requires a pairwise pre shared symmetric key between the NRF and the NF service producer. The provisioning of such pre-shared symmetric key(s) is outside the scope of this document.
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	Confusion of what is required to support Access Token Signature based on MAC with symmetric keys.
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*************** Start of Change 1 ****************

[bookmark: _Toc19634886][bookmark: _Toc26875954][bookmark: _Toc35528721][bookmark: _Toc35533482][bookmark: _Toc45028846][bookmark: _Toc45274511][bookmark: _Toc45275098][bookmark: _Toc19634888][bookmark: _Toc26875956][bookmark: _Toc35528723][bookmark: _Toc35533484][bookmark: _Toc45028848][bookmark: _Toc45274513][bookmark: _Toc45275100]13.4.1	OAuth 2.0 based authorization of Network Function service access
[bookmark: _Toc19634887][bookmark: _Toc26875955][bookmark: _Toc35528722][bookmark: _Toc35533483][bookmark: _Toc45028847][bookmark: _Toc45274512][bookmark: _Toc45275099]13.4.1.0	General
The authorization framework described in clause 13.4.1 allows NF service producers to authorize the requests from NF service requestors. 
The authorization framework uses the OAuth 2.0 framework as specified in RFC 6749 [43]. Grants shall be of the type Client Credentials Grant, as described in clause 4.4 of RFC 6749 [43]. Access tokens shall be JSON Web Tokens as described in RFC 7519 [44] and are secured with digital signatures or Message Authentication Codes (MAC) based on JSON Web Signature (JWS) as described in RFC 7515 [45].
NOTE x: Securing the access token using Message Authentication Codes (MAC) based on JSON Web Signature (JWS) as described in RFC 7515 [45] requires a pairwise pre-shared symmetric key between the NRF and the NF service producer. The provisioning of such pre-shared symmetric key is outside the scope of this document.
The basic extent provided by the authorization token is at service level (i.e. the "scope" claim includes allowed services per NF type). Depending on the NF service producer configuration, higher level of granularity for the authorization token can be defined adding "additional scope" information within the token e.g. to authorize specific service operations and/or resources/data sets within service operations per NF consumer type.
NOTE 1: The additional scope(s) included within the access token add additional security checks at the NF service producer that authorizes the services operations, resources and NF consumer type related to the additional scope(s). 
The authorization framework described in clause 13.4.1 is mandatory to support for NRF and NF.
*************** End of Change 1 ****************

