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Abstract:	Discusses the issues related to the Security Enhancement on RRCResumeRequest Message Protection (SERP) WI of SA3.

1. Disscussion
SA3 has discussed protection of RRCResumeRequest from Rel-15. The main goal was to protect the resumecause value included in the RRCResumeRequest message to address potential Man-in-the-Middle (MitM) attacks. This feature has been discussed over four releases, yet introduction of this feature in 5GS at the current time is not justifiable considering the following aspects of the solutions discussed in SA3: 
First, the security benefit, if any, of the RRC Resume Request message protection is not commensurate with the complexity introduced into 5G system. Potential attacks manipulating the resumecause value in the RRCResumeRequest can be detected by the UE and/or network even without introducing the feature. Furthermore, the feature requires all involved entities in the RRC Resume procedure including the UE, source NG-RAN node and target NG-RAN node to support the feature. In other words, if any one of those entities does not support the new feature, the feature does not work. Detailed analysis can be found in the rationale section of S3-214151.  
Second, the RRCResumeRequest message protection can be circumvented by attackers via bidding down attack. The feature relies on the SIB1 indication to inform UEs of the support of the new protection by the target NG-RAN node. If this indication is modfied by an attacker (i.e. by removing such indication in SIB1), the UE has to fall back to the legacy protection since the UE will have to support backwards compatibility with legacy NG-RAN nodes. Note that there is a legacy protection of RRCResumeRequest, which is used for UE authentication at the NG-RAN node.
Third, additional complexity introduced to 5G system by the proposed mechanism should not be understated. Introduction of the feature impacts:  SIB1, existing RRC procedures (UE Radio Capability, RRC Release message, RRCResumeRequest message, two different ways of  calculating ResumeMAC-I (i.e., existing legacy method and the proposed new method)), and the XnAP protocols and corresponding behaviors at NG-RAN nodes. It also requires a negotiation mechanism between UE and NG-RAN node. Furthermore, legacy protection mechanism and procedures still need to be supported by both the UE and NG-RAN nodes.
2. Proposal
Considering the above aspects, it is proposed to not pursue the RRCResumeRequest message protection and close the Rel-18 SERP WID of SA3 with no CR agreed.
