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1.	 Discussion / Background
TS 23.542 includes security requirements (listed in Annex A below) that require architectural work from SA3.

At SA6 #55, SA6 sent an LS to SA3 (S6-232076). In the LS, SA6 asked SA3 “to consider the provided information and consider developing the appropriate security mechanisms addressing PINAPP requirements”.

At SA6 #56, SA6 received an LS reply from SA3 (S6-232520). In the LS, SA3 stated that “SA3 has not considered developing security mechanisms addressing PINAPP security requirements specified in TS 23.542”.

Note that the timeline of SA6 liaison interactions with SA3 is provided in Annex B below.
2.	 Proposal
[bookmark: _Hlk144814585]It is proposed that SA Plenary request that SA3 allocate time to developing security mechanisms addressing PINAPP security requirements specified in TS 23.542 in Rel-18. A draft LS is submitted in SP-231118


3.	 Annex A
The security requirements defined in TS 23.542 are provided below for convenience:
[AR-5.2.7.2-a]	Communication between the functional entities of the application layer architecture shall be protected.
[AR-5.2.7.2-b]	Access control mechanisms for authenticating functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-c]	Access control mechanisms for authorizing interactions between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-d]	Mutual authentication and authorization between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-e]	Mechanisms for replay protection of messages exchanged between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-f]	Mechanisms for integrity protection of messages exchanged between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-g]	Mechanisms for privacy protection of the user shall be provided.
[AR-5.2.7.2-h]	Mechanisms for confidentiality protection of the user’s sensitive information (e.g., identity, location) shall be provided.
4.	 Annex B
The LS timeline is provided below for convenience.
	Date
	Document number
	Groups
	Subject

	2022-10-20
	S6-223028 (S3-223196)
	SA6 to SA3
	LS on Support PIN application architecture and interaction

	2022-11-24
	S3-223196 (S6-223028)
	SA3 to SA6
	Reply LS on Support PIN application architecture and interaction

	2023-03-05
	S6-230792 (S3-231714)
	SA6 to SA3
	LS on Alignment of SA3 security aspects for Personal IoT Networks

	2023-04-27
	S3-232118 (S6-231665)
	SA3 to SA6
	Reply LS on Alignment of SA3 security aspects for Personal IoT Networks

	2023-05-26
	S6-232076 (S3-233528)
	SA6 to SA3
	Reply LS on Alignment of SA3 security aspects for Personal IoT Networks

	2023-09-01
	S3-234158 (S6-232520)
	SA3 to SA6
	Reply LS on Alignment of SA3 security aspects for Personal IoT Networks
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