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************************** Start of changes ************************

[bookmark: _Toc19634835][bookmark: _Toc26875895][bookmark: _Toc35528662][bookmark: _Toc35533423][bookmark: _Toc45028776][bookmark: _Toc45274441][bookmark: _Toc45275028][bookmark: _Toc51168285][bookmark: _Toc137474233]12	Security aspects of Network Exposure Function (NEF)
[bookmark: _Toc19634836][bookmark: _Toc26875896][bookmark: _Toc35528663][bookmark: _Toc35533424][bookmark: _Toc45028777][bookmark: _Toc45274442][bookmark: _Toc45275029][bookmark: _Toc51168286][bookmark: _Toc137474234]12.1	General
In the 5G system, the Network Functions securely expose capabilities and events to 3rd party Application Functions (AF) via NEF. The NEF also enable secure provision of information in the 3GPP network by authenticated and authorized Application FunctionsAFs.
NOTE:	If a token is generated for AF authorization, such a token can include specific information depending on the procedure, e.g. clause 16.6.3.
Requirements on security aspects of NEF are captured in clause 5.9.2.3. 
[bookmark: _Toc19634837][bookmark: _Toc26875897][bookmark: _Toc35528664][bookmark: _Toc35533425][bookmark: _Toc45028778][bookmark: _Toc45274443][bookmark: _Toc45275030][bookmark: _Toc51168287][bookmark: _Toc137474235]12.2	Mutual authentication
For authentication between NEF and an Application FunctionAF that resides outside the 3GPP operator domain, mutual authentication based on client and server certificates shall be performed between the NEF and AF using TLS.
Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [5], clause 6.1.3a. The identities in the end entity certificates shall be used for authentication and policy checks. The structure of the PKI used for the certificate is out of scope of the present document. 
[bookmark: _Toc19634838][bookmark: _Toc26875898][bookmark: _Toc35528665][bookmark: _Toc35533426][bookmark: _Toc45028779][bookmark: _Toc45274444][bookmark: _Toc45275031][bookmark: _Toc51168288][bookmark: _Toc137474236]12.3	Protection of the NEF – AF interface 
TLS shall be used to provide integrity protection, replay protection and confidentiality protection for the interface between the NEF and the Application FunctionAF. The support of TLS is mandatory. 
Security profiles for TLS implementation and usage shall follow the provisions given in clause 6.2 of TS 33.210 [3].
[bookmark: _Toc19634839][bookmark: _Toc26875899][bookmark: _Toc35528666][bookmark: _Toc35533427][bookmark: _Toc45028780][bookmark: _Toc45274445][bookmark: _Toc45275032][bookmark: _Toc51168289][bookmark: _Toc137474237]12.4	Authorization of Application Function’s requests
After the authentication, NEF determines whether the Application FunctionAF is authorized to send requests for the 3GPP Network Entity. The NEF shall authorize the requests from Application FunctionAF using OAuth-based authorization mechanism, the specific authorization mechanisms shall follow the provisions given in RFC 6749 [43]. 

[bookmark: _Toc19634840][bookmark: _Toc26875900][bookmark: _Toc35528667][bookmark: _Toc35533428][bookmark: _Toc45028781][bookmark: _Toc45274446][bookmark: _Toc45275033][bookmark: _Toc51168290][bookmark: _Toc137474238]12.5	Support for CAPIF
When the NEF supports CAPIF for external exposure as specified in clause 6.2.5.1 in TS 23.501[2], then CAPIF core function shall choose the appropriate CAPIF-2e security method as defined in the sub-clause 6.5.2 in TS 33.122[53] for mutual authentication and protection of the NEF – AF interface.
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