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************** START OF CHANGES
[bookmark: _Toc112794713][bookmark: _Toc119926817][bookmark: _Toc119927050][bookmark: _Toc119927516][bookmark: _Toc129620735]4.2		Deployment options
The following deployment options need to be considered in intra-PLMN communication: 
- Direct communication within the same PLMN vs direct communication in Inter-PLMN scenario, i.e. i.e., without SCP behind SEPP.
- Indirect communication in the same PLMN vs indirect communication in Inter-PLMN scenario: For both, SCP standalone and service mesh need to be considered.
The following deployment options need to be considered in inter-PLMN communication: 
SEPP to SEPP communication is secured on N32-c via TLS and on N32-f via TLS (i.e. i.e., transport layer security) or PRINS (i.e. i.e., application layer security on top of NDS/IP or TLS). TLS also provides for authentication between two entities. Thus, securing at transport layer provides hop-by-hop security between two SEPPs.
TLS encryption can be applied for N32-f  where the operator only allows for IP level routing by intermediaries. Otherwise, in deployments with intermediaries tasked to provide additional services, hop-by-hop TLS security alone would allow any intermediary to see and modify messages. PRINS provides end-to-end application layer security between two SEPPs. More precisely, 
Hhop-by-hop security introduces the additional risk of allowing an entity on the path to gain full access to signalling messages exchanged. An intermediary node can read, hide, or modify the originator information.
Since there exist also deployments where intermediaries need to see or modify messages, PRINS was designed. The PRotocol for N32 Interconnect Security (PRINS) provides end-to-end application layer security between two SEPPs and hence an operator-controlled possibility for intermediaries to read and modify messages. 

************** END OF CHANGES


