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************************** Start of first changes ************************
1	Scope
The present document identifies key security issues, potential security and privacy requirements and solutions with respect to network slicing Phase 3 work. Specifically, 
-	It studies potential security impact/requirements/solutions (e.g. Steering of Roaming) to support the HPLMN to provide a roaming UE the VPLMN slice information in a secure manner 
-	It studies potential security impact/requirements/solutions to support temporary slices, slice service areas mismatched with Tracking Area (TA) boundaries, and slices where Network Slice Selection Assistance Information (S-NSSAI) are not available in some TAs of a Registration Areas (RA). 
-	It studies potential security impact/requirements/solutions to support secured Network Slice Admission Control (
NSAC) procedures in the cases of NSAC for multiple service areas and network- controlled UE behaviours. 

[bookmark: _Toc139271102]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] 	3GPP TS 22.261: "Service requirements for next generation new services and markets; Stage 1".
[3]	3GPP TR 23.700-41: "Study on enhancement of network slicing; Phase 3".
[4]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[5]	3GPP TS 23.502: "Procedures for the 5G System (5GS)".
[6]	3GPP TS 23.501: "Security architecture and procedures for 5G system".

[bookmark: definitions][bookmark: _Toc139271103] 3	Definitions of terms, symbols and abbreviations

[bookmark: _Toc139271104]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

The following definitions are adopted from TS 23.501 [6] and TS 33.501 [4]:
Access and Mobility Management Function (AMF)
Availability check and update (ACU) 
Data Network (DN)
Network Function (NF)
Network Slice Admission Control (NSAC) 
Network Slice Admission Control Function (NSACF)
Network Slice Selection Assistance Information (NSSAI) 
New Radio (NR) Node B (gNB)
Operations, Administration, and Maintenance (OAM) 
Registration Area (RA) 
Session Management Function (SMF)
Single Network Slice Selection Assistance Information (S-NSSAI)
Unified Data Management (UDM)
Unified Data Repository (UDR)

3.2	Symbols
Void

[bookmark: _Toc104890780]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
DDoS 	Distributed DoS
DoS	Denial of Service
hNSACF	HPLMN NSACF
vNSACF			VPLMN NSACF



******************************* End of first changes *******************
************************** Start of second changes ************************

[bookmark: _Toc139271121]5.1	Solution #1: Verification by Primary NSACF 
[bookmark: _Toc139271122]5.1.1	Introduction
This solution addresses the key issue #3. 
In this solution, it is proposed that the Primary NSACF at HPLMN should verify UE registration information or PDU session information in the requests from the VPLMN NSACF (VPLMNvNSACF). The proposed solution supports NSAC procedure with security enhancement linking increased home control.
[bookmark: _Toc139271123]5.1.2	Solution details
In a roaming scenario, multiple and hierarchical NSACFs can be deployed over different PLMNs to support NSAC in multiple areas. And the primary NSACF can be deployed in the HPLMN whereas local/distributed NSACFs can be deployed in the VPLMN.
With reference to figure 5.1.2-1, the steps of the solution are described as follows:  
1-2) The AMF or SMF triggers the availability check and update (ACU) procedure and sends the update request to vNSACF as described in TS 23.502 [5]. 
3) vNSACF performs the ACU procedure against its local quota. 
[bookmark: _Hlk140247781]4) Based on the local configuration, vNSACF may send an update request to the home NSACF (hNSACF) for verification or availability check and update. 
5) The primary NSACF should verify the validity of the information carried in the update request before performing the availability check and update procedure. If the update request carries UE registration information or PDU session information for an S-NSSAI, the Primary NSACF can verify through UDM/UDR whether the UE has registered in the vPLMN or whether the UE is a legitimate subscriber of the S-NSSAI. The ACU procedure will proceed after the verification is successful. 
NOTE:	The UDM stores authentication results of UEs after authentication as described in TS 33.501 [4]. The primary NSACF can distinguish a message is from the local/distributed NSACF in visited network based on the serving network name. The primary NSACF can request to fetch UE authentication results to the UDM in HPLMN.
6) The primary NSACF responses to the vNSACF. It may provide an updated quota if needed. 
7) In case quota information is updated, vNSACF should perform ACU again and update its records accordingly. 
8) The vNSACF sends the update response as in TS 23.502 [5]. 
[image: ]







Figure 5.1.2-1: Procedure for Home NSACF verification
[bookmark: _Toc139271124]5.1.3	Evaluation
This solution addresses the KI#3 through Primary NSACF verification of the quota information provided by vNSACF. 
The procedure is in line with the NSACF procedure specified in TS 23.502 [5]. 
******************************* End of Second changes *******************

************************** Start of third changes ************************
[bookmark: _Toc139271125]5.2	Solution #2: Protect NSAC procedure in multiple NSACFs deployment scenario
[bookmark: _Toc139271126]5.2.1	Introduction
The solution addresses KI#3 Network Slice Admission Control (NSAC), in which malicious/compromised NSACF(s) in specific area(s) of a PLMN or in a VPLMN may launch DoS attack towards the Primary NSACF. The solution suggests the primary NSACF to validate the number of UEs or PDU sessions for a S-NSSAI when received the numbers from a NSACF.
When received NSAC number update request from a NSACF in a serving area/VPLMN, based on pre-configured policy the Primary NSACF may cross check with UDM to confirm the number reported by the NSACF is matched to actual number recorded in UDM for a network slice.
If the numbers are not matched, the primary NSACF may stop normal NSAC procedure with the identified NSACF and may send event to management system.
[bookmark: _Toc139271127]5.2.2	Solution details


[bookmark: _MCCTEMPBM_CRPT63370008___2]Figure 5.2.2-1 workflow to validate number reported by NSACF
Precondition:
-	Policies, which related to whether trigger cross check with UDM after received number update request from a NSACF, are pre-configured in a primary NSACF. The policies may be defined according to threat surface, security control and security posture of the VPLMN or specific serving area the NSACF located, or other criteria. 
-	Assume S-NSSAI information of registered UEs/PDU sessions is available in UDM.
Procedure:
0a. After received UE registration request and completed primary authentication and authorization for the UE, the AMF sends Nudm_UECM_Registration request to UDM. Once Nudm_UECM_Registration is completed and AMF decides on allowed slice, the AMF sends registration update message or Ack message to UDM to inform about the allowed slices list. The S-NSSAI in this list is the HPLMN mapping of the S-NSSAI in allowed NSSAI of the registration.
0b. After creating PDU session for a UE on a slice, the SMF sends Nudm_UECM_Registration request to UDM to register the PDU session with parameters including a S-NSSAI.
1. A NSACF in a VPLMN or specific serving area sends Nnsacf_NSAC_NumberOfUEsUpdate_Request or Nnsacf_NSAC_NumberOfPDUsUpdate_Request to the Primary NSACF. That implies the local maximum or upper threshold number of UEs/PDUs is reached.
2. The primary NSACF check the local policies pre-configured as described in precondition. If cross check with UDM is not needed according to the policies, the primary NSACF go to step 10a directly to perform NSAC for the S-NSSAI and update quota for the NSACF if needed.
3. If cross check with UDM is needed according to the policies, the primary NSACF either scans all possible UDMs of the HPLMN or probably discover UDMs based on pre-configured rules. 
4. The primary NSACF sends request to each UDM to get number of registered UEs/PDU sessions in specific VPLMNs or AMFs/SMFs for the S-NSSAI. 
5. The UDM generates report for number of registered UEs /number of PDU sessions in a VPLMN/AMF/SMF List for the S-NSSAI.
6. The UDM returns the report to the primary NSACF.
7. The primary NSACF consolidates the numbers collected from all impacted UDMs, and gets the total number of registered UEs/PDU sessions in specific VPLMN/serving area for the S-NSSAI.
8. The primary NSACF compares the total number of registered UEs/PDU sessions based on UDM reports and the maximum number in the Nnsacf_NSAC_NumberOfUEsUpdate_Request (or may be stored locally in primary NSACF).
9a. If the two numbers are matched or deviation is not crossing the configured threshold, the primary NSACF performs NSAC for the S-NSSAI and update quota for the NSACF if needed.
9b. If the two numbers do not match or deviation is crossing the configured threshold, the primary NSACF stop NSAC procedure with the potential malicious NSACF, and may adjust the quota for the NSACF, and report the anomaly to OAM.
10. The primary NSACF sends update response to the NSACF, with success or failure. 
[bookmark: _Toc139271128]5.2.3	Evaluation
The solution addresses KI#3 Network Slice Admission Control (NSAC) to mitigate the risk that malicious/compromised NSACF(s) in specific area(s) of a PLMN or in a VPLMN may launch DoS attack towards the Primary NSACF. The solution proposed that the primary NSACF validates the number of UEs/PDU sessions for a S-NSSAI when received NSAC_NumberOfUE/PDUsUpdate_Request from a NSACF. The primary NSACF validates the number by comparing the number from the (distributed) NSACF and numbers from UDM.
This solution does not prevent the AMF/SMF providing incorrect information to both the UDM and vNSCAF to provide incorrect information on slice usage. However, with home control proposed in the solution, the issue caused by the AMF/SMF providing incorrect information to the vNSCAF can be partially mitigated, 
For example, a malicious SMF may provide incorrect information on slice usage to UDM, that may impact the accuracy of PDU session numbers of a slice reported by UDM in some extent. However, with security feature introduced in 5G for linking home control to subsequent procedures during/after primary authentication procedures (see clause 6.1.4 of TS 33.501 [4]), and authorization on slice usage for a UE, as well as feature for limiting number of PDU sessions for a registered UE, the contribution of malicious AMF/SMF to the DoS attack in NSAC case can be limited, and its influence on the decision of primary NSACF can be restricted but not fully prevented. 
Impacts on existing entities and interfaces:
Primary NSACF: 
-	 be capable to get the number of registered UEs/PDU sessions for a network slice in a specific VPLMN or AMF/SMF from the UDM and validate the number from the (distributed) NSACF with numbers from UDM.
NOTE 1: 	How does the Primary NSACF validate the numbers from the (distributed) NSACF with numbers from the UDM, and handle the abnormal scenario are implementation dependant.
UDM: 
-	support a new service to report the number of registered UEs/PDU sessions for a network slice in specific VPLMN or AMF/SMF.
Note NOTE 2: 	How does UDM acquire the number of registered UEs for a S-NSSAI is not addressed in the present document.
gNB: None
UE: None
******************************* End of third changes *******************

************************** Start of fourth changes ************************
Solution #3: Home control mechanism for hierarchical NSAC architecture
[bookmark: _Toc139271130]5.3.1	Introduction
This solution addresses KI#3.
In this solution, before updating the quota of a specific NSACF, the primary NSACF will check whether the quota of the NSACF is reached.
To enable the primary NSACF to verify the reach of quota of a specific NSACF, the primary NSACF should be able to be informed by the AMF/SMF served by the NSACF of the actual allowed NSSAI/the established PDU session ID and the corresponding UE IDs.
[bookmark: _Toc139271131]5.3.2	Solution details
0). 	The AMF/SMF served by the NSACF sends the allowed NSSAI/the established PDU session ID and the corresponding UE IDs to the primary NSACF.
	Once the AMF stores the allowed NSSAI about a specific UE after the network slice access control is successfully performed by a specific NSACF, the AMF sends its NF ID, NSACF ID, the increase indicator, the UE-ID and the corresponding allowed NSSAI to the primary NSACF, among which the S-NSSAI indicates the network slice in which the number of UEs is increased.
	Once the AMF deletes the allowed NSSAI about a specific UE (either the UE is deregistered or the UE is handed over to another AMF) after the network slice access control is successfully performed by a specific NSACF, the AMF sends its NF ID, NSACF ID, the decrease indicator, the UE-ID and the corresponding allowed NSSAI to the primary NSACF, among which the S-NSSAI indicates the network slice in which the number of UEs is decreased.
	After a new PDU session was established for a UE, the related SMF sends its NF ID, the increase indicator, NSACF ID, the UE-ID, the PDU session ID, and S-NSSAI to the primary NSACF, among which the S-NSSAI indicates the network slice for which the number of PDU Sessions is increased.
	After an established PDU session was released for a UE, the related SMF sends its NF ID, the decrease indicator, NSACF ID, the UE-ID, the PDU session ID, and S-NSSAI to the primary NSACF, among which the S-NSSAI indicates the network slice for which the number of PDU Sessions is decreased.
1-2) The AMF or SMF triggers the Availability Check and Update (ACU) procedure and sends the update request to the NSACF as described in TS 23.502 [5]. 
3) 	The NSACF performs the ACU procedure against its local quota.
4) 	Based on the local configuration, the NSACF may send an update request to the primary NSACF for availability check and update. 
5) 	The Primary NSACF should check if the quota allocated to the NSACF is reached. 
[bookmark: _MCCTEMPBM_CRPT63370020___3]In specifics, if the NSACF requests to increase the quota for the number of UEs in a specific S-NSSAI, the primary NSACF should check if the total number of UEs belonging to the specific S-NSSAI has reached the quota. The total number of UEs belonging to the specific S-NSSAI can be calculated using allowed NSSAI and UE-IDs provided by the AMF controlled by the requesting NSACF (per NSACF ID provided by the AMF). If the verification of the reach of quota is successful, the primary NSACF performs NSAC for the S-NSSAI or update the quota of the UE for the requesting NSACF if needed. Otherwise, the primary NSACF terminates the procedure.
If the NSACF requests to increase quota for the number of PDU sessions in a specific S-NSSAI, the Primary NSACF should check if the total number of PDU sessions belonging to the specific S-NSSAI has reached the quota. The total number of PDU sessions belonging to the specific S-NSSAI can be calculated using PDU session IDs provided by the SMF controlled by the requesting NSACF (per NSACF provided by the SMF). If the verification of the reach of quota is successful, the primary NSACF performs NSAC for the S-NSSAI or update the quota of PDU session for the requesting NSACF if needed. Otherwise, the primary NSACF terminates the procedure.
6) 	The primary NSACF responds to the NSACF. It may provide an updated quota if needed. 
7) 	In case that the quota information is updated, the NSACF should perform ACU again and update its records accordingly. 
8) 	The NSACF sends the update response as in TS 23.502 [25]. 


Figure 5.3.2-1: Home control mechanism for hierarchical NSAC architecture
[bookmark: _Toc139271132]5.3.3	Evaluation
This solution has no impact on the UDM. The Primary NSACF can check the number of UEs and the number of PDU sessions per S-NSSAI via interactions between the AMF and the SMF.
The solution has the following drawbacks.:
The AMF/SMF may send fake information to the primary NSACF.
The impacts of this solution are given as follows.
The AMF needs to report the number of UEs per S-NSSAI to the primary NSACF.
The SMF needs to report the number of PDU sessions per S-NSSAI to the primary NSACF.
The Primary NSACF should be able to compare the information provided by the NSACF with the one provided by the AMF/SMF. 
******************************* End of fourth changes *******************
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