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*** BEGIN CHANGES ***
[bookmark: _Toc138757687]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: definitions][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.700-08: "Study on enhanced support of Non-Public Networks; Phase 2".
[3]	3GPP TS 22.261: "Service requirements for the 5G system".
[4]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[5]	IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)".
[6]	3GPP TS 23.501: "System architecture for the 5G System (5GS)".
[7]	3GPP TS 23.502: "Procedures for the 5G System (5GS)".
[8]	NIST Special Publication 800-90A (2015): "Recommendation for Random Number Generation Using Deterministic Random Bit Generators".
[x]	3GPP TS 23.003: "Numbering, addressing and identification"
[y]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes"
[z]	IETF RFC 2903: "Generic AAA Architecture"

*** NEXT CHANGES ***

[bookmark: _Toc138757708]6.1.4	Evaluation
UE can send an anonymous value SUCI/onboarding SUCI to N3IWF based on configuration.
SNPN identifier is sent to the N3IWF.
The AMF can choose 5G AKA, EAP-AKA', or any other key-generating EAP authentication method to authenticate UE.
If EAP-AKA' or key-generating EAP authentication method is used for authentication, the AUSF shall needs to be able to send an EAP-Success message to AMF.

*** NEXT CHANGES ***
[bookmark: _Toc138757721]6.4.2	Potential solution details
For N5CW device in a PLMN, the authentication procedure only include EAP-AKA', which is defined in clause 6.1.3.1 of TS 33.501 [4]. However, in SNPN scenarios, N5CW supports key-generating EAP authentication methods. 
This solution reuses the authentication procedure in clause 7A.2.4 of TS 33.501 [4] with the following modifications. 
-	As described in clause I.2 of TS 33.501 [4], the authentication mechanisms utilized in step 8 of clause 7A.2.4 of TS 33.501 should include key-generating EAP authentication methods. 
-	In step 2, NAI includes identifier of SNPN (i.e. PLMN ID and the NID of the SNPN). 
-	N5CW sends UE identity (e.g. SUCI/on boarding SUCI) and AN parameters to the TWAP/TWIF. And SNPN identifier, which consists of PLMN ID and NID, should be included in AN parameters. Moreover, in SNPN scenarios, if the construction of SUCI as described in clause 6.12 of TS 33.501 cannot be used and if the employed EAP method supports SUPI privacy, the UE can send an anonymous value SUCI based on configuration.
-	If the UE is accessing 5GS for Onboarding, the AN parameters sent from UE to TWAP /TWIF shallneeds to include Onboarding indication. And the Registration Type should needs to be set as "SNPN Onboarding".
-	The TWIF shall create a 5GC Registration Request message on behalf of the N5CW device. The TWIF shall needs to use UE identity, AN parameters, Registration Type that are received from N5CW.
Editor's Note: Whether onboarding for N5CW devices is in scope is FFS.
Editor's Note: The need for including SUPI privacy case is FFS.
NOTE a:	Whether onboarding for N5CW devices is in scope is not addressed in the present document.
NOTE b:	The need for including SUPI privacy is not addressed in the present document.
*** NEXT CHANGES ***
[bookmark: _Toc138757782]6.16.2	Solution details
The solution covers the following different scenarios of authentication related to Providing Access to Localized Services (PALS) based on TR 23.700-08.
Considering security aspects related to network access, the authentication scenarios can be broadly classified as two Cases based on the type of credentials used for the hosting network access authentication:
Case 1. The UE hosting network access relies on home network credentials.
1a: 	The hosting network can be PNI-NPN or SNPN and the home network is PLMN.
1b: 	The hosting network can be SNPN and the home network is SNPN
For both scenarios listed above, the UE can determine to use home network credentials based on TR 23.700-08 clause 8.4.5. The primary authentication for case 1 can be similar to TS 33.501 Clause I.6 i.e., based on home network credentials. The primary authentication for case 1b can be based on TS 33.501 Clause I.2, the home network acts as credentials holder using AUSF/UDM. For the above two cases, as the UE uses home network credentials, the SUPI protection with SUCI can be achieved similar to TS 33.501.
Case 2. The UE hosting network access relies on other credentials (e.g., preconfigured/provisioned using application layer outside the scope of 3GPP similar to localized service information preconfiguration described in TR 23.700-08 Clause 8.4.3). For the following cases, it can be possible that the credential holder can hold the provisioned UE credentials to support hosting network access, further it can be possible that in case 2a, the SUPI protection using SIDF functions cannot be achieved due to lack of SIDF support at the localized server provider side, but the localized service provider offers other means to ensure SUPI privacy (i.e., for the NAI). Similarly in case 2b, it can be possible that the provisioned credentials do not include hosting network public key and related information to support non-null scheme SUCI generation even if the hosting network supports UDM with SID functionality. 
2a: 	The hosting network can be the Onboarding network and the external credential holder can belong to the localized service provider.
2b: 	The hosting network can be the Onboarding network and the credential holder can belong to the hosting network itself.
For cases 2a and 2b, it is very essential to consider two main security aspects listed below:
1. 	The procedure defined in TS 33.501 Clause I.2.2.2, uses anonymous SUCI whereas per TS 23.003 [x] Clause 2.2B, the username set to either the "anonymous" string or to an empty string. Where the first option is a static string and the later one is skipping the username part. In both cases, the main threat is that an end user can launch DDoS over the network, and the network will be able to identify the UE only after executing multiple round-trips of authentication related message exchanges leading to DDoS with flooding over the network. 
2. 	According to TR 33.926 [Xy], Denial of service (DoS) attacks deny service to valid users, and it insists that, 'need to protect against certain types of DoS threats simply to improve system availability and reliability'. Further it states, 'A large number of compromised or misbehaving user equipments (UE) can cause a fault on the GNP with a consequent denial of service.'.
So, any security procedure including authentication procedure should take into account these finding to improve the security from the previous releases. Therefore, following aspects are proposed for cases 2a and 2b, if non-null schemes cannot be used for SUPI protection.
For Cases 2a and 2b if the SUPI privacy with non-null SUCI generation is not feasible, then it is proposed that, the credentials provisioned to the UE and the credential holder will contain an identifier (ID) which is associated to the actual SUPI related to the localized service subscription information. This ID do not leak any information about the UE/User (i.e., it can be anonymous or pseudonymous and it assignment is completely up to the localized service provider outside the scope of 3GPP). This ID is termed as digital identifier in general here in this solution. The UE while generating the null SUCI from the SUPI, the UE uses only the digital identifier as username part of the NAI to ensure SUPI privacy during primary authentication. 
For NAI based SUPI, if the UE is provisioned with a digital identifier, then the UE can use the digital identifier as the username part of NAI for SUCI generation. The SUCI construction related to scheme Output can be same as described in TS 33.501, but the SUPI type should be set as digital identifier based NAI type. 
For case 2a, the AUSF/UDM can forward the SUPI, which is digital identifier username based NAI, further the external CH (e.g., AAA) can fetch associated subscription information and executes primary authentication as defined in TS 33.501 [4] Clause I.2.2.2.2. 
For case 2b, the UDM on receiving the SUCI with SUPI type indicating 'digital identifier based NAI type', deconceals the SUCI as in TS 33.501, fetches the SUPI (i.e., NAI SUPI) related to the digital identifier and continues with the existing authentication procedure defined in TS 33.501 [4].
"As clearly stated in RFC 7542, the purpose of the NAI is to allow a user to be associated with an account name, as well as to assist in the routing of the authentication request across multiple domains. In alignment the proposal in this solution allows the NAI to use a digital identifier (i.e., available as part of the default credentials related to PALS service) in the username part which allows the external CH to find the default credentials related to the UE and initiate a suitable authentication. Further the realm part of the NAI facilitates to route to the right external CH."
NOTE: 	As an option if required based on the configurations available in the default credentials, the NAI can be signed by the UE and the external CH can verify the sign., e.g., legacy AAA is already capable of doing this as covered in generic AAA architecture RFC 2903 [zx]. 

*** END CHANGES ***

