3GPP TSG-SA3 Meeting #112















 
S3-234293
Goteborg, Sweden, 14 - 18 August 2023
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.501
	CR
	1767
	rev
	1 
	Current version:
	18.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Resolution of editor notes related to selection of authentication method.

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell, Xiaomi, Ericsson

	Source to TSG:
	S3

	
	

	Work item code:
	eNPN_Ph2
	
	Date:
	2023-08-07

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 












release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
…
Rel-15
(Release 15)
Rel-16
(Release 16)
Rel-17
(Release 17)
Rel-18
(Release 18)

	
	

	Reason for change:
	This CR address the editor notes concerning selection of authentication method for Untrusted, Trusted non-3gpp access and access with N5CW devices. The three access methods follow a consistent selection method namely.

· 5G AKA, EAP-AKA’, or any other key-generating EAP authentication method apply for UE authentication in SNPN.

· If SUCI is concealed, UDM deconceals through SIDF and based on subscription data selects an authentication method or decides to authentication with an external credential holder. 

· If the SUCI is anonymised, UDM selects the authentication method based on configuration or decides based on realm to authenticate with an external credential holder. 

The text references step 4 of Annex I.2.2.2.2 for selection of authentication method, but this step mainly concerns the decision by the UDM to authenticate with an external credential holder and not the selection of authentication method.

To improve readability, the CR proposes spilt the selection of authentication method and decision to authenticate with an external credential holder in two separate sentences.
Besides the clarification on authentication method selection, no further updates are needed and the EN’s can be removed.



	
	

	Summary of change:
	 Spilt the selection of authentication method and decision to authenticate with an external credential holder in two separate sentences.

	
	

	Consequences if not approved:
	Misinterpretation of the selection of authentication method.
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**** START OF CHANGES ****
I.10.2 
Security for access to SNPN services via Untrusted non-3GPP access
I.10.2.x
General
The decision to use a Credentials Holder using AAA is taken by the UDM. The selection criteria is described in step 4 of Annex I.2.2.2.2. 
I.10.2.1 
Untrusted non-3GPP access support in SNPN without CH 
Procedures for untrusted non-3GPP access authentication are described in clause 7.2.1. For SNPN the procedures are modified as follows:

Steps 1-4 are performed as described in clause 7.2.1. 

In step 5, the SUCI can be an onboarding SUCI. 

Further in step 5, the SUCI can be of type anonymous SUCI if the construction of SUCI as described in clause 6.12 cannot be used and if the employed EAP method supports SUPI privacy.

Step 6 is performed as described in clause 7.2.1. 

In step 7 of clause 7.2.1, in case the AUSF receives an onboarding indication, the AUSF shall perform steps 6-10 and 14-17 as described in Annex I.2.2.2. 


In the selection of UE authentication method in step 7 of clause 7.2.1, 5G AKA, EAP-AKA’, or any other key-generating EAP authentication method apply. When the "username" part of the SUPI is "anonymous" or omitted, the UDM may select an authentication method based on the "realm" part of the SUPI or on the UDM local policy. 

In case the AUSF received an anonymous SUCI in step 7 (but no onboarding indication was received) the AUSF shall perform steps 11-13 of Annex I.2.2.2 after a successful authentication to inform the UDM of the actual SUPI. In case anonymous SUCI and onboarding indication was received in step 7, steps 11-13 of Annex I.2.2.2 can be skipped.

In step 8 of clause 7.2.1 in case an EAP method is used for primary authentication, the AMF shall encapsulate the EAP-Success received from AUSF within the SMC message. 

Steps 9-16 are performed as described in clause 7.2.1.

**** NEXT CHANGE ****
I.10.3 
Security for access to SNPN services via Trusted non-3GPP access
I.10.3.x
General
The decision to use a Credentials Holder using AAA is taken by the UDM. The selection criteria is described in step 4 of Annex I.2.2.2.2.
I.10.3.1 
Trusted non-3GPP access support in SNPN without CH 
Procedures for trusted non-3GPP access authentication are described in clause 7A.2.1. For SNPN the procedures are re-used with the following modifications:

Steps 0-4 are performed as described in clause 7A.2.1. 

In step 5, the SUCI can be an onboarding SUCI. 

Further in step 5, the SUCI can be of type anonymous SUCI if the construction of SUCI as described in clause 6.12 cannot be used and if the employed EAP method supports SUPI privacy. 

Editor’s note: In case anonymous SUCI is used, the identifier used as UE Id in the AN parameters is FFS
Step 6-7 is performed as described in clause 7A.2.1. 

In step 8 of clause 7A.2.1, in case the AUSF receives an onboarding indication, the AUSF shall perform steps 6-10 and 14-17 as described in Annex I.2.2.2.

In the selection of UE authentication method in step 8 of clause 7A.2.1, 5G AKA, EAP-AKA’, or any other key-generating EAP authentication method apply. When the "username" part of the SUPI is "anonymous" or omitted, the UDM may select an authentication method based on the "realm" part of the SUPI or on the UDM local policy. 

In case the AUSF received an anonymous SUCI in step 7 (but no onboarding indication was received) the AUSF shall perform steps 11-13 of Annex I.2.2.2 after a successful authentication to inform the UDM of the actual SUPI. In case anonymous SUCI and onboarding indication was received in step 7, steps 11-13 of Annex I.2.2.2 can be skipped.

Steps 9-12 are performed as described in clause 7A.2.1.

In step 13, in case anonymous SUCI was used in step 5, a temporary UE identifier shall be used in the IDi payload.
Editor’s note: The value of the temporary identifier is FFS.
Steps 14-19 are performed as described in clause 7A.2.1.

**** NEXT CHANGE ****
I.10.4 
Security for access to SNPN services for N5CW devices
I.10.4.x
General
The decision to use a Credentials Holder using AAA is taken by the UDM. The selection criteria is described in step 4 of Annex I.2.2.2.2.
I.10.4.1 
Support for N5CW devices in SNPN without CH 
Procedures for authentication for devices that do not support 5GC NAS over WLAN access are described in clause 7A.2.4. For SNPN the procedures are modified as follows:

Steps 0-1 are performed as described in clause 7A.2.4. 

In step 2 of clause 7A.2.4 the SUCI can be of type anonymous SUCI if the construction of SUCI as described in clause 6.12 cannot be used and if the employed EAP method supports SUPI privacy. 

Step 3-6 is performed as described in clause 7A.2.4. 
In the selection of UE authentication method in step step 7 of clause 7A.2.4, any key-generating EAP authentication method apply. When the "username" part of the SUPI is "anonymous" or omitted, the UDM may select an authentication method based on the "realm" part of the SUPI or on the UDM local policy. 

In step 8 of clause 7A.2.4, in case the AUSF received an anonymous SUCI in step 7, the AUSF shall perform steps 11-13 of Annex I.2.2.2 after a successful authentication to inform the UDM of the actual SUPI.

Steps 9-14 are performed as described in clause 7A.2.4.
****** END OF CHANGES ****
