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Abstract of the contribution: Discusses open questions and potential risks related to the transition of the 3GPP System to next-generation cryptographic algorithms, as recently presented to SA3. Considering the potential risk of new algorithms being introduced too late or without careful consideration, it is proposed to send an LS to SA3 affirming the importance of a study required dedicated on introduction to next-generation cryptographic algorithms.
1. Introduction                                                                                      
TSG SA has received an incoming LS [1] from GSMA PQTN Task Force informing the group about the Post Quantum Telco Network Impact Assessment Whitepaper publication. The LS contains recommendations for the Telco industry on how to prepare for the future security threat posed by quantum computers. Specifically, it recommends operators and industry partners to “Plan for future implementation of the transition to Quantum-Safe [and] Deploy standardised Quantum-Safe algorithms”. This transition is going to involve the introduction of new cryptographic algorithms.
In preparation for the adoption of next-generation algorithms, it is critical to address some of the potential risks associated with such a transition. While the attached study item description on enabling a cryptographic algorithm transition to 256-bits [2] was submitted to the recent SA3#110 meeting, it was not treated due to the current Rel.18 workload. The supporters of this study item proposal foresee potential risks and open questions related to the introduction next-generation algorithms, which were not fully addressed by the related study TR 33.841[3]. Considering the potential risk of new algorithms being introduced too late or without careful consideration, it is proposed to study these aspects as soon as possible.
In addition to the above-mentioned security risks, ETSI SAGE has recently finalized its specification of 256-bit cryptographic algorithms [4]. It seems prudent, now that the first candidate algorithms are available, to start preparing for their adoption in the 3GPP technical specifications. 
[bookmark: _Toc510607461]2. Proposal
[bookmark: _Hlk51968268]Recognizing the significance of a transition of cryptographic algorithms, it is proposed for SA plenary to send an LS to SA3 affirming the importance of Study and Work items focusing on the transition to next-generation cryptographic algorithms.
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