

	
3GPP TSG-SA6 Meeting #53	S6-230805
Athens, Greece, 27th Feb 2023 - 3rd Mar 2023
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	23.283
	CR
	0067
	rev
	1
	Current version:
	18.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Correction on optional use of Non-3GPP security message response

	
	

	Source to WG:
	Sepura Ltd, Motorola Solutions

	Source to TSG:
	SA6

	
	

	Work item code:
	MCCI
	
	Date:
	2023-02-20

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	The current text can read as if a direct end-to-end non-3GPP security message response in acknowledgement is required whenever a non-3GPP security message request has been issued. However, the acknowledgement only means the non-3GPP security message was successfully received at the IWF in clause 10.12.2.2, or at the MC service client in clause 10.12.2.3.

	
	

	Summary of change:
	It is clarified that the use of an end to end non-3GPP security message response is asynchronous across the nodes

	
	

	Consequences if not approved:
	Mis-operation of LMR KMMs between interworked systems & mis-alignment between Stage 2 & Stage 3

	
	

	Clauses affected:
	10.12.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	S6-230622




Page 1






* * * Begin Change * * * *
[bookmark: _Toc106026134]10.12.2	LMR key management messages
[bookmark: _Toc106026135]10.12.2.1	General
This subclause defines end to end messaging to convey the non-3GPP, LMR security information opaquely (message contents are out of 3GPP's scope) across the MC system, between the IWF and the LMR aware MC service client. The end to end messasges are service independent, any MC service may support them.
[bookmark: _Toc106026136]10.12.2.2	MC service client initiated
Figure 10.12.2.2-1 describes the case where an MC service client sends LMR security information to the IWF.
Pre-conditions:
1.	The MC service client is registered and the user is authenticated and authorized to use the MC service server.


Figure 10.12.2.2-1: Non-3GPP security messaging, MC service client to the IWF
1.	The MC service client sends s a non-3GPP security message request to the MC service server. The contents of the message are opaque to the MC service and are out of scope of 3GPP.
2.	The MC service server forwards the contents of the non-3GPP security message request to the IWF.
3.	The IWF acknowledges with a non-3GPP security message response to the MC service server.
4.	The MC service server acknowledges with a non-3GPP security message response to the MC service client.
[bookmark: _Hlk128503030]NOTE:	The non-3GPP security message response can be asynchronous across the MC service server. 
[bookmark: _Toc106026137]10.12.2.3	IWF initiated
Figure 10.12.2.3-1 describes the case where the IWF sends LMR security information to an MC service client.
Pre-conditions:
1.	The MC service client is registered and the user is authenticated and authorized to use the MC service server.


Figure 10.12.2.3-1: Non-3GPP security messaging, from the IWF to MC service client
1.	The IWF sends a non-3GPP security message request to the MC service server. The contents of the message are opaque to the MC service and are out of scope of 3GPP.
2.	The MC service server forwards the contents of non-3GPP security message request to the MC service client.
3.	The MC service client acknowledges with a non-3GPP security message response to the MC service server. 
4. The MC service server acknowledges with aforwards the non-3GPP security message response to the IWF.
NOTE:	The non-3GPP security message response can be asynchronous across the MC service server. 


* * * End Change * * * *
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