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*************** Start of the 1st Change ****************
[bookmark: _Toc19634895][bookmark: _Toc26875963][bookmark: _Toc35528730][bookmark: _Toc35533491][bookmark: _Toc45028860][bookmark: _Toc45274525][bookmark: _Toc45275112][bookmark: _Toc51168370][bookmark: _Toc114220992]14.1.3	Nausf_SoRProtection service
The following table illustrates the security related services for SoR that AUSF provides.
Table 14.1.3-1: NF services for SoR provided by AUSF
	Service Name
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nausf_SoRProtection
	Protect
	Request/Response
	UDM



Service operation name: Nausf_SoRProtection.
Description: The AUSF calculates the SoR-MAC-IAUSF as specified in the Annex A.17 of this document using UE specific home key (KAUSF), the Steering Information List and ACK Indication received from the requester NF and delivers the SoR-MAC-IAUSF and CounterSoR to the requester NF. If the ACK Indication input is set to indicate that the acknowledgement is requested, then the AUSF shall compute the SoR-XMAC-IUE as specified in Annex A.18 of this document and return it in the response.
NOTE:	At reception of Nausf_SoRProtection_Protect request from the UDM, the AUSF constructs the SOR header, as described in clause 9.11.3.51 of TS 24.501 [35], based on the information received from the requester NF, i.e. ACK Indication and list of preferred PLMN/access technology combinations or a secured packet (if provided).
Input, Required: Requester ID, SUPI, service name, ACK Indication.
Input, Optional: list of preferred PLMN/access technology combinations or secured packet or SoR transparent container.
Output, Required: SoR-MAC-IAUSF, CounterSoR or error (counter_wrap).
Output, Optional: SoR-XMAC-IUE (if the ACK Indication input is set to indicate that the acknowledgement is requested, then the SoR-XMAC-IUE shall be computed and returned).
*************** Start of the 2nd Change ****************
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When deriving a SoR-MAC-IUE/SoR-XMAC-IUE from KAUSF, the following parameters shall be used to form the input S to the KDF.
-	FC = 0x78,
-	P0 = 0x01 (SoR Acknowledgement: Verified the Steering of Roaming Information successfully),
-	L0 = length of SoR Acknowledgement (i.e. 0x00 0x01),
- 	P1 =  CounterSoR,
-	L1 = length of CounterSoR.
The input key KEY shall be KAUSF.
The SoR-MAC-IUE/SoR-XMAC-IUE is identified with the 128 least significant bits of the output of the KDF.
*************** End of the Changes ****************
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