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**** START OF CHANGES ****
[bookmark: _Toc97115174]5.2.1.5	UUAA Revocation 
USS may trigger revocation of UUAA at any time. The below description considers only the security related parameters (for full details of the flows see TS 23.256 [3]).


Figure 5.2.1.5-1: UUAA revocation in 5GS
1. The USS sends an UUAA revocation request to UAS-NF. The request includes GPSI and CAA-Level UAV ID. 
2. The UAS NF retrieves the UAV UE's context. The UE's context contains identity mapping between the GPSI and the USS identifier that performed UUAA. The UAS-NF verifies the USS revocation request by checking whether the GPSI and the USS identifier of the USS requesting the revocation match the stored mapping of GPSI and USS identifier. The UAS-NF shall only continue the revocation procedures if they match. 
NOTE 1:	The USS identifier is based on the security link on the interface between USS NF and USS (e.g. , the identity mapped during link establishment or the identity in certificate).
The UAS NF determines whether the target NF is an AMF or an SMF. 
-	If the target NF is an AMF, the UAS NF further determines the target AMF for revocation and continues step 3a. 
-	If the target NF is an SMF, the UAS NF further determines the target SMF for revocation and continues step 3b.
3a or 3b. The UAS NF sends to either the target NF, i.e., the target AMF or the target SMF the UUAA revocation message for the UE identified by the GPSI and the PDU session identified by the GPSI and the IP address. The target NF (i.e., the target AMF or the target SMF) shall respond to the UAS NF to indicate the revocation has been successful.with the GPSI and success indication. 
3c. The UAS NF responds back to the USS indicating that authorization revocation request has been successfully initiated as in TS 23.256 [3]  and the UAS NF shall delete the UUAA context.
4. The target NF i.e., either the target AMF or the target SMF on receiving UUAA revocation notification message, determines to send UUAA revocation indication to the UE. The target NF (either an AMF or an SMF) informs the UE that UUAA is revoked and takes actions as described in TS 23.256 [3] with the following adaptations.
4a. If the target NF is AMF, the AMF shall send UUAA revocation indication in the UCU procedure as described in TS 23.5256 [3] Clause 5.2.7 and the AMF shall delete the UUAA context being revoked.
4b. If the target NF is SMF, the SMF shall send UUAA revocation indication in a network initiated PDU session release process as described in TS 23.2526 [3], clause 5.2.7 and the SMF shall delete the UUAA context being revoked.
5. The UE on receiving UAA revocation indication shall delete all UUAA related authorization data corresponding to the CAA-Level-UAV ID and the UE sends an UUAA revocation acknowledgement to the target NF which provided the UUAA revocation indication.
Editor's Note: It is FFS, if the 3GPP network need to provide the CAA-level UAV ID to the UAV when provided by the USS for the revocation.
**** END OF CHANGES ****
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