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[bookmark: _Hlk116994619]**** START OF CHANGES ****
[bookmark: _Toc19696852][bookmark: _Toc26876846][bookmark: _Toc35529476][bookmark: _Toc35529566][bookmark: _Toc51230235]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501 (Release 15): "Security architecture and procedures for 5G system".
[3]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[4]	3GPP TS 33.216: "Security Assurance Specification (SCAS) for the evolved Node B (eNB) network product class".Void
[5]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[6]	3GPP TS 38.331: "NR; Radio Resource Control (RRC) protocol specification".
[bookmark: _Hlk117165342]**** NEXT CHANGE ****
[bookmark: _Toc19696873][bookmark: _Toc26876867][bookmark: _Toc35529497][bookmark: _Toc35529587][bookmark: _Toc51230256]4.2.2.1.12	AS  algorithms selection 
Requirement Name: AS algorithms selection
Requirement Reference: TS 33.501 [2], clause 6.7.3.0 and clause 5.11.2. 
Requirement Description: "The serving network shall select the algorithms to use dependent on: the UE security capabilities of the UE, the configured allowed list of security capabilities of the currently serving network entity." as specified in TS 33.501 [2], clause 5.11.2".
"Each gNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator." as specified in TS 33.501 [2], clause 6.7.3.0.
Threat References: TR 33.926 [5], D.2.2.5 – AS algorithm selection and use
Test Case: the test case in subclause 4.2.2.1.5 of TS 33.216 [4] 
Test Name: TC-AS-alg-select_gNB
Purpose:
Verify that the gNB selects the algorithms with the highest priority in its configured list. 
Pre-Conditions:
Test environment with the gNB has been pre-configured with allowed security algorithms with priority. 
Execution Steps
1)	The UE sends registration request message to the gNB.
2)	The gNB receives UE context setup request message.
3)	The gNB sends the AS SECURITY MODE COMMAND message.
4)	The UE replies with the AS SECURITY MODE COMPLETE message.
Expected Results:
The gNB initiates the SECURITY MODE COMMAND message that includes the chosen algorithm with the highest priority according to the ordered lists and is contained in the UE NR security capabilities. 
The MAC in the AS SECURITY MODE COMPLETE message is verified, and the AS protection algorithms are selected and applied correctly.
Expected format of evidence:
Sample copies of the log files.
**** NEXT CHANGE ****
[bookmark: _Toc19696875][bookmark: _Toc26876869][bookmark: _Toc35529499][bookmark: _Toc35529589][bookmark: _Toc51230258]4.2.2.1.14	Bidding down prevention in Xn-handovers
Requirement Name: Bidding Down Prevention
Requirement Reference: TS 33.501 [2], clause 6.7.3.1 
Requirement Description: "In the Path-Switch message, the target gNB shall send the UE's 5G security capabilities, UP security policy with corresponding PDU session ID received from the source gNB to the AMF." as specified in TS 33.501 [2], clause 6.7.3.1."
Threat References: TR 33.926 [4], clause D.2.2.6 Bidding Down on Xn-Handover
Test Case: the test case in subclause 4.2.2.1.10 of TS 33.216 [4]
Test Name: TC-Xn-handover_bid_down_gNB
Purpose:
Verify that bidding down is prevented in Xn-handovers. 
Pre-Conditions:
Test environment with source gNB and target gNB, and the source gNB may be simulated. 
Execution Steps:
The target gNB sends the path-switch message to the AMF.
Expected Results:
The UE NR security capabilities are in the path-switch message. 
Expected format of evidence:
Snapshots containing the result.
[bookmark: _Toc19696876][bookmark: _Toc26876870][bookmark: _Toc35529500][bookmark: _Toc35529590][bookmark: _Toc51230259]4.2.2.1.15	AS protection algorithm selection in gNB change
Requirement Name: AS protection algorithm selection in gNB change.
Requirement Reference: TS 33.501 [2], clauses 6.7.3.1 and 6.7.3.2  
Requirement Description: "The target gNB shall select the algorithm with highest priority from the UE's 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the Handover Command message if the target gNB selects different algorithms compared to the source gNB " as specified in TS 33.501 [2], clause 6.7.3.1, and clause 6.7.3.2.
Threat References: TR 33.926 [5], D.2.2.5 – AS algorithm selection and use
Test Case: the test case in subclause 4.2.2.1.11 of TS 33.216 [4]
Test Name: Alg_select_change_gNB
Purpose:
Verify that AS protection algorithm is selected correctly. 
Pre-Conditions:
Test environment with source gNB, target gNB and AMF. Source gNB and AMF may be simulated. 
Execution Steps:
Test Case 1:
Source gNB transfers the ciphering and integrity algorithms used in the source cell to the target gNB in the handover request message.
Target gNB verifies the algorithms and selects AS algorithms which have the highest priority according to the ordered lists. Target gNB includes the algorithm in the handover command.
Test Case 2:
AMF sends the UE NR security capability to the Target gNB.
The target gNB selects the AS algorithms which have the highest priority according to the ordered lists in the HANDOVER COMMAND. 
The above test cases assume that the algorithms selected by the target gNB are different from the ones received from the source gNB.
Expected Results:
For both test cases:
1.	The UE checks the message authentication code on the handover command message. 
2.	The MAC in the handover complete message is verified, and the AS integrity protection algorithm is selected and applied correctly.
Expected format of evidence:
Snapshots containing the result.
[bookmark: _Toc19696877][bookmark: _Toc26876871][bookmark: _Toc35529501][bookmark: _Toc35529591][bookmark: _Toc51230260]4.2.2.1.16	Control plane data confidentiality protection over N2/Xn interface
Requirement Name: Control plane data confidentiality protection over N2/Xn interface
Requirement Reference: TS 33.501 [2], clauses 9.2 and 9.4
Requirement Description: "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [2], clauses 9.2 and 9.4. 
Threat References: TR 33.926 [5], clause D.2.2.1 – Control plane data confidentiality protection.
Test Case: the test case in subclause 4.2.3.2.4 4.2.2.1.1 of TS 33.117216 [34].
[bookmark: _Toc19696878][bookmark: _Toc26876872][bookmark: _Toc35529502][bookmark: _Toc35529592][bookmark: _Toc51230261]4.2.2.1.17	Control plane data integrity protection over N2/Xn interface
Requirement Name: Control plane data integrity protection over N2/Xn interface
Requirement Reference: TS 33.501[2], clauses 9.2 and 9.4
Requirement Description: "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [2], clauses 9.2 and 9.4.  
Threat References: TR 33.926 [5], clause D.2.2.2 – Control plane data integrity protection.
Test Case: the test case in subclause 4.2.3.2.4 4.2.2.1.2 of TS 33.216 117 [34].
**** END OF CHANGES ****
