

	
3GPP TSG-SA3 Meeting #109 	S3-223679
Toulouse, France, 14 - 18 November 2022
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.310
	CR
	0141
	rev
	-
	Current version:
	16.11.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Clarify SEPP intra-domain certificate profile

	
	

	Source to WG:
	Ericsson, Nokia, Nokia Shanghai Bell

	Source to TSG:
	S3

	
	

	Work item code:
	5G_eSBA
	
	Date:
	2022-11-07

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	Clarify the certificate profile for SEPP intra-domain interface.

	
	

	Summary of change:
	Add one clause to clarify that separate TLS entity certificate profile requirements may be applied for SEPP used for different use cases.

Add SEPP intra-domain certificate profile, which is same as NF certificate profile. 
SEPP does not register in NRF with its NF instance id and NF profile in Release 16. But the alignment of NF certificate profile can simplify the overall 5GC certificate handling since less profile variants need to be maintained. In addition, the alignment simplifies the SEPP intra-domain certificate management as SEPP acts as NF producer for the Nsepp_Telescopic_FQDN_Mapping Service defined in Release 16.

	
	

	Consequences if not approved:
	Inconsistent implementation which may cause interoperability problems.

	
	

	Clauses affected:
	6.1.3c.x (new), 6.1.3c.x.1 (new), 6.1.3c.x.2 (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


*** BEGIN CHANGES ***
6.1.3c.x	SEPP certificate profiles
6.1.3c.x.1 Introduction 
The TLS certificate requirements on the SEPP depend on whether the certificate is used in intra-domain or inter-domain cases.
SEPP intra-domain certificate profile requirements are applied for SEPP when connecting to other NFs/SCPs/SEPPs in the same operator domain. For example, it is applied for SEPP when providing the Nsepp_Telescopic_FQDN_Mapping service to the NFs/SEPPs in the same operator domain. 
SEPP inter-domain certificate profile requirements are applied for SEPP when connecting to SEPPs in other operator domains. 
6.1.3c.x.2 SEPP intra-domain certificate profile
TLS certificates used between a SEPP and other NFs/SCPs/SEPPs in the same operator domain shall be directly signed by the root CA or an intermediate CA whose certificate has a valid certificate chain up to this root CA in the operator domain that the SEPP entity belongs to.
The NF certificate profile requirements in clause 6.1.3c.2 and 6.1.3c.3 apply for SEPP intra-domain certificate profiles.
*** END CHANGES ***
