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* * * First Change * * * *
[bookmark: _Toc50584182][bookmark: _Toc50584526][bookmark: _Toc57673369][bookmark: _Toc105714721][bookmark: _Toc57673592][bookmark: _Toc105714948][bookmark: _Toc57673595][bookmark: _Toc105714951][bookmark: _Toc105714957][bookmark: _Toc57673689][bookmark: _Toc83408942]5.2.6.2	Requirements
[AR-5.2.6.2-a]	The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the EEC. 
[AR-5.2.6.2-b]	The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the EASs. 
[AR-5.2.6.2-c]	Communication between the functional entities of the application layer architecture shall be protected.
[AR-5.2.6.2-d]	The authentication and authorization for the use of Edge Computing services shall support the deployment where the functional entities providing the Edge Computing services are in the same trust domain as the 3GPP system, different trust domains or both. 
[AR-5.2.6.2-e]	The application layer architecture shall support the use of either 3GPP credentials or application specific credentials or both for different deployment needs, for the communication between the UE and the functional entities providing the Edge Computing service.
[AR-5.2.6.2-f]	The application layer architecture shall support mutual authentication and authorization check between clients and servers or servers and servers that interact.
[AR-5.2.6.2-g]	The application layer architecture shall support EASs to obtain user's authorization in order to access to user's sensitive information (e.g. user's location).
[AR-5.2.6.2-h]	The application layer architecture shall provide mechanisms to support privacy protection of the user.
NOTE 1:	Security and privacy related procedures are specified in 3GPP TS 33.558 [23].
NOTE x:	EAS obtained user consent requirement in [AR-5.2.6.2-g] is not supported in the current release.
* * * Next Change * * * *
8.6.2.2.2	Request-response model
Figure 8.6.2.2.2-1 illustrates the interactions between the EES and the EAS for one-time location report. 
Pre-conditions:
1.	The EAS is authorized to discover and to use UE location API provided by the EES.
2.	The EES is authorized to use Nnef Event Exposure API for UE location, based on service level agreement with MNO.
3.	UE Identifier between EAS and the EES is authorized for the UE location API (e.g. appropriate access token is received by EAS based on user's consent).


Figure 8.6.2.2.2-1: UE location API request-response model
1.	The EAS sends UE location request to the EES. The UE location request shall include the UE Identifier. It may also include location granularity to indicate requested format of the location e.g. GPS Coordinates, Cell ID, Tracking Area ID, or civic addresses (e.g. streets, districts, etc.), which can be understood by the EAS and location QoS.
NOTE 1:	The trigger condition of the UE location API is up to application service logic, which is out of scope of this specification.
2.	The EES checks the UE location:
a.	If the UE location request from the EAS includes the location granularity, the EES considers the location granularity parameter for checking the location of the UE. 
b.	If the EES has a valid locally cached location of the UE, the EES may use this cached UE location to respond to the EAS. Otherwise, the EES utilizes the capabilities of the 3GPP core network as specified in clause 8.10.3.
c.	The EES may modify the format of the UE location to fit to the location granularity requested from the EAS in the step 1, if supported. For example, if the EES receives the UE location in a format of tracking area ID or cell ID, the EES can modify the representation of the location information to the GPS Coordinates, or civic addresses (e.g. streets, districts, etc.) as requested by the EAS. 
NOTE 2:	Format modification mechanism of the UE location to fit the location granularity is outside the scope of this specification. Step 2.c. can be performed if the EES is deployed by the PLMN operator.
3.	If successful, the EES responds to the EAS with the location of the UE, and optionally the timestamp of the location.
* * * Next Change * * * *
8.6.2.2.3.2	Subscribe
Figure 8.6.2.2.3.2-1 illustrates the subscribe operation between the EAS and the EES for continuous UE location reporting. 
Pre-conditions:
1.	The EAS is authorized to discover and to use UE location API provided by the EES;
2.	The EES is authorized to use 3GPP network exposure capability (e.g. Nnef Event Exposure API) for UE location, based on service level agreement with MNO; and
3.	UE Identifier between EAS and the EES is authorized for the UE location API (e.g. appropriate access token is received by EAS based on user's consent).


Figure 8.6.2.2.3.2-1: UE location API: Subscribe operation
1.	The EAS sends UE location subscribe request to the EES for tracking a UE's location continuously. The UE location subscribe request shall include the UE Identifier or UE group Identifier and may include proposed expiration time. It may also include location granularity to indicate requested format of the location e.g. GPS Coordinates, Cell ID, Tracking Area ID, or civic addresses (e.g. streets, districts, etc.), which can be understood by the EAS and location QoS.
2.	The EES checks if the request from the EAS is authorized. If authorized, the EES sends success response to the EAS and utilizes the UE location exposure capability of the 3GPP core network as specified in clause 8.10.3. The EES requests continuous location reporting from the 3GPP system to have up to date location information of the UE. 
3.	The EES may subscribe to UE expected behaviour analytics (UE mobility) as described in 3GPP TS 23.288 [18].
4.	The response includes the subscription identifier and may include the expiration time, indicating when the subscription will automatically expire. To maintain the subscription, the EAS shall send a UE location subscription update request prior to the expiration time. If a UE location subscription update request is not received prior to the expiration time, the EES shall treat the EAS as implicitly unsubscribed. If it is not authorized, the EES sends failure response with rejection cause.
* * * Next Change * * * *
8.6.2.3.2	UE location request
Table 8.6.2.3.2-1: UE location request
	Information element
	Status
	Description

	UE ID
	M
	Identifies the UE for which location will be reported (e.g. GPSI, or an access token which not only identifies the UE, but also provides the end user's consent for reporting UE's location to a given EAS)

	Security credentials
	M
	Security credentials of the EAS

	Location granularity
	O
	indicates format of location e.g. GPS Coordinates, Cell ID, Tracking Area ID, or civic addresses (e.g. streets, districts, etc.) that can be understood by the EAS

	[bookmark: _Hlk62035918]Location QoS
	O
	[bookmark: OLE_LINK127][bookmark: OLE_LINK128]Indicate the location quality of service as described in clause 4.1b of 3GPP TS 23.273 [9].



[bookmark: _Toc37791041][bookmark: _Toc42004011][bookmark: _Toc50584353][bookmark: _Toc50584697][bookmark: _Toc57673602][bookmark: _Toc105714959]* * * Next Change * * * *
8.6.2.3.4	UE location subscribe request
Table 8.6.2.3.4-1: UE location subscribe request
	Information element
	Status
	Description

	EASID 
	M
	The identifier of the EAS

	UE ID (NOTE)
	O
	Identifies the UE for which location will be reported (i.e GPSI, or an access token which not only identifies the UE, but also provides the end user's consent for reporting UE's location to a given EAS)

	UE Group ID (NOTE)
	O
	Identifies a group of UEs (i.e. internal group ID or external group ID)

	Security credentials
	M
	Security credentials of the EAS

	Notification Target Address
	M
	Notification Target Address of the EAS where the notification is to be sent by the EES

	Event reporting information 
	O
	Event Reporting Information as specified in Table 4.15.1-1 of 3GPP TS 23.502 [3], e.g. event reporting mode.

	Proposed expiration time
	O
	Proposed expiration time for the subscription

	Location Granularity
	O
	indicates format of location e.g. GPS Coordinates, Cell ID, Tracking Area ID, or civic addresses (e.g. streets, districts, etc.) that can be understood by the EAS

	Location QoS
	O
	Indicate the location quality of service as described in clause 4.1b of 3GPP TS 23.273 [9].

	NOTE:	Either UE ID or UE Group ID shall be provided.



* * * End of Changes * * * *
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