

	
3GPP TSG-SA WG2 Meeting #152E (e-meeting)	S2-2207404
17-26 August 2022, Electronic Meeting								     (revision of S2-2206824)
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	23.304
	CR
	0114
	rev
	1
	Current version:
	17.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Updates to Policy/Parameter provisioning for CP authentication and authorisation

	
	

	Source to WG:
	Xiaomi

	Source to TSG:
	SA2

	
	

	Work item code:
	5G_ProSe
	
	Date:
	2022-08-10

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	SA#96 meeting has concluded to pursue the Control Plane based security procedures (without the PDU Session Secondary Authentication support) in Rel-17.

Control Plane Security Indicator is introduced to indicate that security procedure is performed over control plane. 
The Control Plane Security Indicator is per RSC, similar to the layer indicator, so if there are multiple RSCs provided, there are also multiple associated Control Plane Security Indicator. This should be clarified.

	
	

	Summary of change:
	· Updates to ProSe Relay Discovery policy/parameters for 5G ProSe UE-to-Network Relay
· Updates to Policy/parameters for 5G ProSe UE-to-Network Relay Discovery for 5G ProSe UE-to-Network Remote UE

	
	

	Consequences if not approved:
	Confusion on how to enforce the policy to perform security procedure;
per RSC Control Plane Security Indicator is not supported

	
	

	Clauses affected:
	5.1.4.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ...

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc517048051][bookmark: _Toc45003327][bookmark: _Toc83206728][bookmark: _Toc19171939][bookmark: _Toc27844230][bookmark: _Toc36134388][bookmark: _Toc45176071][bookmark: _Toc51762101][bookmark: _Toc51762586][bookmark: _Toc51763069][bookmark: _Toc75348567]* * * * 1st Change * * * *
[bookmark: _Toc66701831][bookmark: _Toc69883489][bookmark: _Toc73625499][bookmark: _Toc106169786]5.1.4.1	Policy/Parameter provisioning for 5G ProSe UE-to-Network Relay
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe UE-to-Network Relay:
1)	Authorisation policy for acting as a 5G ProSe Layer-3 and/or Layer-2 UE-to-Network Relay when "served by NG-RAN":
-	PLMNs in which the UE is authorized to relay traffic for 5G ProSe Layer-3 and/or Layer-2 Remote UEs.
	The authorisation for a UE to act as a 5G ProSe UE-to-Network Relay also authorizes the use of 5G ProSe UE-to-Network Relay Discovery with Model A and Model B.
NOTE 1:	It is up to UE and application implementation to select a discovery model or whether to perform both models simultaneously.
2)	ProSe Relay Discovery policy/parameters for 5G ProSe UE-to-Network Relay:
-	Includes the parameters that enable the UE to perform 5G ProSe UE-to-Network Relay Discovery when provided by PCF or provisioned in the ME or configured in the UICC:
-	5G ProSe UE-to-Network Relay Discovery parameters (User Info ID, Relay Service Code(s), UE-to-Network Relay Layer Indicator per RSC(s), optional Control Plane Security Indicator per RSC).; tThe UE-to-Network Relay Layer Indicator indicates whether a particular the associated RSC is offering 5G ProSe Layer-2 or Layer-3 UE-to-Network Relay service. If the Control Plane Security Indicator is provided for a particular RSC, it indicates that then the Control Plane based security procedure, is performed over control plane as described in clause 5.1.4.3.2,.2 is performed for UE-to-Network Relay Communication for that RSC, otherwise if it. If the Control Plane Security Indicator is not provided, for a RSC then the User Plane based security procedure, as described in clause 5.1.4.3.3, is is performed over user plane as described in clause 5.1.4.3.3for that RSC.
-	Default Destination Layer-2 ID(s) for sending Relay Discovery Announcement and Relay Discovery Additional Information messages and receiving Relay Discovery Solicitation messages;
-	For 5G ProSe Layer-3 UE-to-Network Relay, the PDU Session parameters (PDU Session type, DNN, SSC Mode, S-NSSAI, Access Type Preference) to be used for the relayed traffic for each ProSe Relay Service Code;
-	Includes security related content for 5G ProSe UE-to-Network Relay, see TS 33.503 [29].
NOTE 2:	5G ProSe Relay Discovery policy/parameters can be provided from ProSe Application Server to the 5G ProSe UE-to-Network Relay, except for the Security parameters in bullet 2).
3)	For 5G ProSe Layer-3 UE-to-Network Relay, QoS mapping(s):
-	Each QoS mapping entry includes:
-	a mapping between a 5QI value and a PQI value;
-	a PQI PDB adjustment factor, for the PC5 communication for the 5G ProSe Layer-3 UE-to-Network Relay operation;
-	optional the Relay Service Code(s) associates with the QoS mapping entry.
4)	For 5G ProSe Layer-3 UE-to-Network Relay to relay Ethernet or Unstructured traffic from 5G ProSe Layer-3 Remote UE by using IP type PDU Session:
-	Mapping of ProSe Service(s) to ProSe Application Server address information (consisting of IP address/FQDN and transport layer port number).
5)	Validity time indicating the expiration time of the Policy/Parameter for 5G ProSe UE-to-Network Relay discovery and communication.
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe Remote UE and thereby enabling the use of a 5G ProSe UE-to-Network Relay:
1)	Authorisation policy for using a 5G ProSe Layer-3 and/or Layer-2 UE-to-Network Relay:
-	For 5G ProSe Layer-3 Remote UE, indicates whether the UE is authorised to use a 5G ProSe Layer-3 UE-to-Network Relay.
-	For 5G ProSe Layer-2 Remote UE, indicates the PLMNs in which the UE is authorized to use a 5G ProSe Layer-2 UE-to-Network Relay.
	The authorisation for a UE to act as a 5G ProSe Remote UE also authorizes the use of 5G ProSe UE-to-Network Relay discovery with Model A and Model B.
NOTE 3:	It is up to UE and application implementation to select a discovery model or whether to perform both models simultaneously.
2)	Policy/parameters for 5G ProSe UE-to-Network Relay Discovery:
-	Includes the parameters for 5G ProSe Relay Discovery and for enabling the UE to connect to the 5G ProSe UE-to-Network Relay after discovery when provided by PCF or provisioned in the ME or configured in the UICC:
-	5G ProSe UE-to-Network Relay Discovery parameters (User Info ID, Relay Service Code(s), UE-to-Network Relay Layer indicator(s) per RSC, optional Control Plane Security Indicator per RSC).; tThe UE-to-Network Relay Layer Indicator indicates whether a particular the associated RSC is offering 5G ProSe Layer-2 or Layer-3 UE-to-Network Relay service. If the Control Plane Security Indicator is provided for a particular RSC, it indicates that then the Control Plane based security procedures , as described in clause 5.1.4.3.2, is performed for UE-to-Network Relay Communicationis performed over control plane as described in clause 5.1.4.3.2 for that RSC, otherwise if it. If the Control Plane Security Indicator is not provided for a RSC, then the User Plane based security procedures, as described in clause 5.1.4.3.3, is is performedover user plane as described in clause 5.1.4.3.3 for that RSC.
-	Default Destination Layer-2 ID(s) for sending Relay Discovery Solicitation messages and receiving Relay Discovery Announcement and Relay Discovery Additional Information messages;
[bookmark: _GoBack]-	For 5G ProSe Layer-3 UE-to-Network Relay, the PDU Session parameters (PDU Session type, DNN, SSC Mode, S-NSSAI, Access Type Preference) to be used for the relayed traffic without using N3IWF access, or an indication of N3IWF access, for each ProSe Relay Service Code;
-	For 5G ProSe Layer-3 UE-to-Network Relay, optionally the ProSe application Traffic Descriptor(s) (as defined in TS 23.503 [9]) to be used for the relayed traffic for each ProSe Relay Service Code;
-	Includes security related content for 5G ProSe UE-to-Network Relay, see TS 33.503 [29].
3)	Policy/parameters for N3IWF selection for 5G ProSe Layer-3 Remote UE:
-	N3IWF identifier configuration for 5G ProSe Layer-3 Remote UE (either FQDN or IP address) in the HPLMN.
-	5G ProSe Layer-3 UE-to-Network Relay access node selection information - a prioritized list of PLMNs for N3IWF selection. It also indicates if selection of an N3IWF in a PLMN should be based on Tracking Area Identity FQDN or on Operator Identifier FQDN.
NOTE 4:	5G ProSe Relay Discovery policy/parameters can be provided from ProSe Application Server to the 5G ProSe Remote UE, except for the Security parameters in bullet 2).
4)	Validity time indicating the expiration time of the Policy/Parameter for 5G ProSe UE-to-Network Relay discovery and communication.
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe UE-to-Network Relay as well as in the UE in support of the UE assuming the role of a 5G ProSe Remote UE and thereby enabling the use of a 5G ProSe UE-to-Network Relay:
1)	Radio parameters for 5G ProSe UE-to-Network Relay Discovery when the UE is not "served by NG-RAN":
-	Includes the radio parameters NR PC5 with Geographical Area(s) and an indication of whether they are "operator managed" or "non-operator managed". The UE uses the radio parameters to perform 5G ProSe Direct Discovery over PC5 reference point when "not served by NG-RAN" only if the UE can reliably locate itself in the corresponding Geographical Area. Otherwise, the UE is not authorized to transmit.
-	Default PC5 DRX configuration (see TS 38.331 [16]).
2)	Radio parameters for 5G ProSe UE-to-Network Relay communication when the UE is not "served by NG-RAN":
-	Includes the radio parameters NR PC5 with Geographical Area(s) and an indication of whether they are "operator managed" or "non-operator managed". The UE uses the radio parameters to perform 5G ProSe Direct Communication over PC5 reference point when "not served by NG-RAN" only if the UE can reliably locate itself in the corresponding Geographical Area. Otherwise, the UE is not authorized to transmit.
NOTE 5:	The validity time of these radio parameters is the same as the validity time of the Policy/Parameter listed above for 5G ProSe UE-to-Network Relay or 5G ProSe Remote UE.
3)	Policy/parameters related to privacy:
-	A privacy timer value indicating the duration after which the UE shall change each source Layer-2 ID self-assigned by the UE when privacy is required.
* * * * End of Changes * * * *

