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**** First Change ****
[bookmark: _Toc99216373][bookmark: _Toc99216374]5.3.1	Description
For different features like usage of QoS or different charging rules within the 5G Media Streaming Architecture, it is necessary for the 5G System to identify the traffic flows. The increased usage of transport encryption (e.g. HTTPS) increases the difficulty of detecting the packets for certain application flows. Existing detection methods, such as using “significant parts of the URL to be matched” (contained in a Packet Flow Description, see below), are impractical for HTTPS traffic, since the URL is carried in the encrypted payload.
Multimedia streaming applications might not be able to uniquely identify the 5-tuple of the streaming session, since the 5-tuples are often changing. This is due to factors such as load balancing, CDN distribution, multiple concurrent requests for different types of resources, etc. This study will address how to properly configure the 5G System to enable efficient detection of application flows (service data flows) e.g. for event reporting, and QoS profile usage, etc.
Note that the TS 23.50x specifications use different terminology from the TS 29.xxx specifications. Furthermore, TS 23.503 [41] uses slightly different terms than TS 23.501 [23] and TS 23.502 [24]. The two common terms are defined in TS 23.503:
-	Packet flow: A specific user data flow from and/or to the UE.
-	Service data flow: An aggregate set of packet flows carried through the UPF that matches a service data flow template.
The terms traffic detection [23] and application detection [23] refer to the process of finding matching service data flows among all packet flows. This logic is defined in TS 23.503 as an application detection filter.
The procedures in TS 23.502 use the term flow description, which is only a subset of an IP Packet Filter Set (as defined in TS 23.501).
<snippet end> 
**** Next Change **** 
5.3.2	Collaboration Scenarios
[bookmark: _Toc99216375]5.3.2.1	General Collaboration Scenarios
The 5GMSd Application Provider negotiates with the MNO an SLA to provide differentiated treatment, including network QoS and charging for its 5GMSd-Aware Application. Depending on the QoS needs and the connectivity realization between the MNO network and the Data Network hosting the 5GMS function, additional transport-level arrangements need to be considered. The SLA and transport-level arrangements are outside the scope of 3GPP. The Application Provider provides the necessary information to the MNO to detect the traffic, to ensure its correct and exclusive identification. The MNO detects the traffic correctly and applies the agreed traffic treatment.
Due to privacy concerns, the content hosting is provided by the Application Provider in an external Data Network. However, the 5GMSd Application Provider leverages the network features either via a 5GMSd AF in the external Data Network (Figure 5.9.2‑1) or via a 5GMSd AF in the trusted Data Network (Figure 5.9.2‑2).
[image: ]
Figure 5.9.2-1: Collaboration 1 (Collaboration 3 of TS 26.501)
[image: ]
Figure 5.9.2-2: Collaboration 2 (Collaboration 4 of TS 26.501)
In order to use flow-based network features (such as different QoS classes or different charging policies), the 5G System needs to detect the relevant traffic.
[bookmark: _Toc99216376]5.3.2.2	Differentiated Services/ToS-enabled Collaboration Scenarios
Differentiated Services (DS) [76, 77] is a scalable scheme for managing application traffic by classifying the traffic into a set of coarse-grained traffic classes. A Differentiated Service (DS) domain is a continuous set of DS-capable routers, which are operated with a common set of configurations. Each IP packet in a DS domain is marked and conditioned according to its traffic class. A 6-bit DS Code Point (DSCP) of the 8-bit differentiated services field (DS field) is used for marking. The DS field replaces the ToS field in the IPv4 packet headers and the Traffic Class field in the IPv6 header.
End host systems may mark IP packets with a specific DSCP value prior to transmission. DS-enabled routers treat the packet according to the DSCP value when performing routing operations on it. Border gateway routers typically mark packets with a DSCP value based on some traffic policy, overriding any value set by hosts.
NOTE:	Usage of Differentiated Services across administrative borders is technically possible. The preservation of the DSCP field by networks between the MNO network and the external Data Networks hosting the 5GMS functions is assumed to be governed by an SLA and by transport-level arrangements that are outside 3GPP scope. When the DSCP field is used only for traffic identification, preservation of the DSCP field could be achieved by using a tunnelling solution.
The RFCs defining Differentiated Services recommend a set of Per-Hop Behaviors (PHB), namely:
-	Default Forwarding (DF) PHB, defined in section 4.1 of RFC 2474 [76], is used for traffic without special treatment.
-	Class Selector PHB, defined in section 4.2.2.2 of RFC 2474 [76] is used for maintaining backwards compatibility with the IP precedence field of ToS.
-	Expedited Forwarding (EF) PHB, defined by RFC 3246 [78], is dedicated to low loss or low latency traffic.
-	Assured Forwarding (AF) PHB, defined by RFC 2597 [79], offers different levels of forwarding assurances.
The DS domain operator can also implement additional custom PHBs.
In the context of ToS-based traffic identification and separation, it is reasonable to assume the Data Network north of the UPF (N6) is DS-enabled. The 5G System is embedded in a larger DS domain, using same ToS values across multiple devices in order to provide Quality of Service Support like a DSCP-enabled link. However, it is not required to deploy DS capable routers for using in order to use the ToS field in the IP packet filter set for traffic identification.
According to clause 4.1 of TS 26.501 [15], the 5GMS functions may be deployed within the trusted Data Network or an external Data network. As noted above, DS Code Points are often reset at network domain borders, but not always. There may be deployments e.g., with localized Edge Computing or with direct peering realizations, where the DSCP values can be used up to the 5GMSd AF and/or 5GMS AS in an external Data Network. In this case, the logical DS domain is extended to include those externally-deployed 5GMS functions.
Figure 5.3.2.2-1 illustrates a deployment with a DS domain between the 5G System and the 5GMS functions deployed in the external DN. (The model is also valid for deployments in which the 5GMS functions both reside in the trusted DN.)
 [image: ]
Figure 5.3.2.2-1: 5GMS deployment within a DS domain
Figure 5.3.2.2-2 illustrates a deployment with a DS domain between the 5G System and an externally deployed 5GMSd AS. The 5GMSd AF is deployed in the trusted DN.
[image: ]
Figure 5.3.2.2-1: 5GMS deployment within a DS domain
[bookmark: _Toc99216383]**** Next Change ****
5.3.5	Potential open issues
The exact behaviour and information that needs to be provided to and by the 5GMSd AF as well as the Media Session Handler need to be specified.
The following open issues have been identified:
1.	The Npcf_PolicyAuthorization API as defined in TS 23.502 [24] only supports usage of a flow description or an application identifier. The flow description is not further defined in TS 23.501 or TS 23.502. In Stage 3 specifications, a flow description represents only a 5-tuple. Other information elements of the Service Data Flow Filter are not supported.	Comment by Thorsten Lohmar: Deleted, The flow description in stage 2 is intended as a more generic description and stage 3 should handle the realization.
2.	The Nnef_ChargeableParty and Nnef_AFsessionWithQOS APIs support usage of a flow description or an Application Identifier for referencing one or more PFDs. The flow description is not further defined in TS 23.501 or TS 23.502. Other information elements of the Service Data Flow Filter are not supported.	Comment by Thorsten Lohmar: Deleted. The flow description in stage 2 is intended as a more generic description and stage 3 should handle the realization
3.	The Npcf_PolicyAuthorization API Stage 3 as defined in TS 29.514 [42], only supports a flow description and a ToS value. However, it is not possible to define whether the ToS value should be used in uplink traffic detection or downlink traffic detection.
41.	The Nnef_AFsessionWithQOS and Nnef_ChargeableParty stage 3 APIs, as defined in TS 29.522 [43], only supports a Packet Flow Description (through the FlowInfo Type) or an Application Identifier for referencing one or more PFDs. Other information elements of the Service Data Flow Filter (like a ToS value) are not supported. Note, the FlowInfo type from TS 29.122 [44] is different from the FlowInformation type in TS 29.512 [45].
**** Next Change ****
[bookmark: _Toc99216386]5.3.6.2	Candidate IP-PFS Solution 1: Using IP ToS marking for downlink-only QoS flow mapping
This candidate solution focuses on a scenario where only downlink traffic needs to be mapped to a specific QoS Flow and handled differently by the 5G System. Related uplink traffic is handled using default QoS.
To describe the traffic identification of a unidirectional flow with ToS at the Npcf_PolicyAithorization API, a flow description element containing only the direction information should be provided in addition to the ToS property. 	Comment by r02: Preserving the learning from SA2 / CT3 around ToS and FD.
Editor’s NoteNOTE: Such a solution is counterproductive for TCP- and QUIC-based transports, i.e. protocols depending on acknowledgements. Such solutions can make sense for RTP/UDP based flows, such as in Media Production.
[bookmark: _Toc99216387]5.3.6.3	Candidate IP-PFS Solution 2: Using IP ToS marking for uplink-only QoS flow mapping
This candidate solution focuses on a scenario where only uplink traffic needs to be mapped to a specific QoS Flow and handled differently by the 5G System. Related downlink traffic is handled using default QoS.
To describe the traffic identification of a unidirectional flow with ToS at the Npcf_PolicyAithorization API, a flow description element containing only the direction information should be provided in addition to the ToS property.
Editor’s NoteNOTE: Such a solution is counterproductive for TCP- and QUIC-based transports, i.e. protocols depending on acknowledgements. Such solutions can make sense for RTP/UDP based flows, such as in Media Production.
**** Next Change ****
[bookmark: _Toc99216393]5.3.7	Conclusions
This Key Issue explored different solutions for traffic identification, so that the 5G System can detect different application flows and is enabled to apply an appropriate Policy and Charging Rules (PCC) to the associated traffic. The Policy and Changing Rules are needed, when the 5G System should tread the application traffic differently than the normal traffic, e.g. with better QoS or with different charging rules. The 5G System supports different means for direction-specific traffic detection. The use of the following traffic detection schemes is studied in detail in the context of 5G Downlink Media Streaming, e.g. assuming DASH content delivery:
-	5-tuple: UE IP address, server IP address, protocol, UE port and server port.
-	Type of Service (ToS) field: The ToS field is an 8-bit field within the IP header, that can be used to convey the 6-bit DSCP value. In IPv6, the Traffic Class field.
-	Packet Flow Description: 3-tuple of Server IP address, protocol and server port.
The use of the Flow Label (IPv6 only), the security parameter index (IPsec) and the domain name (part of the Packet Flow Description) are not studied in detail. It is recommended to study IPsec and the usage of the security parameter index for traffic identification is a subsequent study.
NOTE:	PFDs also support URL-based and domain name traffic detection. However, the URL is increasingly often encrypted (e.g. by the use of TLS or alternative encrypted transport) and therefore not visible to the network and domain name are also getting encrypted as encrypted forms of DNS and ECH are adopted.
Although TS 23.501 [23] defines a rich set of traffic detection schemes within the Packet Filter Set structure, only a subset of the schemes can be dynamically provisioned using NEF APIs calls. Values for the ToS field, the Flow Label (IPv6 only), and the Security Parameter Index (IPsec only) can only be manually provisioned.
The data model of the Dynamic Policy API supports the selection of ToS, FlowLabel or Domain Names within the SdfMethod data type. However, there is no detailed definition on the usage of the feature, including the values for the ToS field. It is recommended to specify the usage of ToS and the configuration of the ToS values within a normative work item.

**** Last Change ****
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