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	The proposed CR aims to clarify an implicit security requirement related to N32-c and N32-f correlation, pointed out by CT4 in CR C4-221541 and agreed in Feb 2022, TSG-CT WG4 Meeting  #108-e:

‘This CR was postponed at the Aug 2021 105e CT4 meeting because we found an issue with N32c and N32f correlation. At that time, the correlation was not possible because the SEPP TLS profile was not defined in the standards. 

Recently, SA3 has agreed on the CR: 'S3-214440 Certificate profile for SCP and SEPP", which defines the SEPP TLS profile. And this TLS SEPP profile may contain a Subject DN as 'PLMN ID'. So this PLMN ID can be used for correlation and the correlation problem will be solved.’

Using the PLMN-ID of the SEPP TLS profile information,  the correlation between a PLMN ID specific N32-c connection and its related N32-f connection can be achieved. .
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************ START OF CHANGES

[bookmark: _Toc26875908][bookmark: _Toc35528675][bookmark: _Toc35533436][bookmark: _Toc45028789][bookmark: _Toc45274454][bookmark: _Toc45275041][bookmark: _Toc51168298][bookmark: _Toc98839046]13.1.2	Protection between SEPPs
TLS shall be used for N32-c connections between the SEPPs.
If there are no IPX providers between the SEPPs, TLS shall be used for N32-f connections between the SEPPs. If there are IPX providers which only offer IP routing service between SEPPs, either TLS or PRINS (application layer security) shall be used for protection of N32-f connections between the SEPPs. PRINS is specified in clause 5.9.3 (requirements) and clause 13.2 (procedures).
[bookmark: _Hlk103676327][bookmark: _Hlk104209006]If TLS is selected, the SEPP shall correlate the N32-f TLS connection with the N32-c connection by comparing the PLMN-IDs contained in the SEPP TLS certificates used to establish the N32-c and N32-f connections.
If there are IPX providers which, in addition to IP routing, offer other services that require modification or observation of the information and/or additions to the information sent between the SEPPs, PRINS shall be used for protection of N32-f connections between the SEPPs. 
NOTE 1a:	The procedure specified in clause 13.5 for security mechanism selection between SEPPs allows SEPPs to negotiate which security mechanism to use for protecting NF service-related signalling over N32, and provides robustness and future-proofness, e.g. in case new algorithms are introduced in the future.
If PRINS is used on the N32-f interface, one of the following additional transport protection methods should be applied between SEPP and IPX provider for confidentiality and integrity protection: 
-	NDS/IP as specified in TS 33.210 [3] and TS 33.310 [5], or
-	TLS VPN with mutual authentication following the profile given in clause 6.2 of TS 33.210 [3] and clause clause 6.1.3a of TS 33.310 [5]. The identities in the end entity certificates shall be used for authentication and policy checks, with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [47].
NOTE 1:	Void
NOTE 2:	Void.

************ END OF CHANGES

