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[bookmark: _Toc74132342][bookmark: _Toc74752724]==========Begin of 1st Change==========
4.7.3.2	Example: Complete self-evaluation
Complete self-evaluation of a 3GPP virtualised network product (e.g. vMME (MME VNF) + virtualised layer from vendor X)
This example below is similar to the SECAM defined Security assurance process in the figure 4.7.3.2-14.6-1 except that the vendor conducts all the phases of evaluation.


Figure 4.7.3.2-1: Complete self-evaluation of a 3GPP virtualised network product
 (e.g. vMME (MME VNF) + virtualised layer from vendor X)
Evaluation results are checked by operators and dispute on evaluation results is resolved by the SECAM Accreditation Body.
==========Next of Change(2nd)===========


[bookmark: _Toc74132353][bookmark: _Toc74752735]5.1	Writing process overview
The steps of a SCAS document (i.e. describing and modelling the network product class, defining the security problem, identifying the security requirements and test cases, verifying the security requirements) in clause 5.1 of TR 33.916 [2] is high level and general. So, these steps can be applied to the process of writing SCAS documents for a given virtualised network product class. However, according to the description of 3GPP virtualised network product class in clause 4.10.1, the components may be decoupled for a virtualised network product class (e.g. type2-implementing 3GPP defined functionalities and Virtualisation layer) and the security requirements on the interfaces between the components are only considered in decoupled scenario. So, when describing and modelling a given virtualised network product class, and when identifying its security requirements and test cases, it should be considered whether its components are decoupled or not. 
[bookmark: _Toc74132354][bookmark: _Toc74752736]5.2	SCAS documents structure and content
[bookmark: _Toc74132355][bookmark: _Toc74752737]5.2.1	General
According to clause 5.1, the SCAS documents contain three parts, i.e. Virtualised Network Product Class Description, Security Problem Definition and Security Requirements (including the test cases) for any specific Network Product Class, to counteract the risks outlined by the threat analysis. Consequently SCAS documents for virtualised network products contain the following parts:
-	Network Product Class Description for virtualised network products (NPCDV): This clause includes the description of the virtualised network product class defined in clause 4.1.01, e.g. the physical and logical interfaces that the product class supports to interact with external entities and the major functionalities of the VNPC. This material will be contained in a 3GPP Technical Report of the 900-series.
-	Security Problem Definition (SPD): This clause defines the security problem that is to be addressed and the security objectives of the virtualised network product class. This material will be contained in a 3GPP Technical Reports of the 900-series.
-	Security Requirements (SR): This clause defines the security requirements, which may include hardening requirements, selected according to the Security Problem Definition and the requirements strictly related to the 3GPP security features implemented by the virtualised network product class, as well as the security requirements of Virtualisation aspect defined in 3GPP and ETSI NFV, etc. Requirements and test cases will be contained in one or more 3GPP Technical Specifications.
In the following clauses, detailed descriptions of NPCDV, SPD and SR for virtualised network products are provided.

==========Next of Change(3rd)===========

[bookmark: _Toc74132419][bookmark: _Toc74752773]5.2.5.1	Introduction
According to the scope of a SECAM SCAS in clause 4.1.2, a SCAS contains security requirements and associated test cases, and may contain environmental assumptions which will be validated during product deployment. So, like GNP in TR 33.916 [2], the countermeasures deemed relevant to threat mitigation will also take the form of either:
-	security requirements on the network product with associated test cases; or
-	operational environment security assumptions for a given product class.
For GVNP, the operational environment security assumptions among different product classes vary greatly, for example some sensitive 3GPP functions may need to be run from special security domain (See clause 5.2.1 of TR 33.848 [9]) or may need to implement hardware (See clause 4.9 in TR 33.916 [2]) with special security requirement that make it difficult, if not impossible to be realized in a GVNP implementation or the protection of certain data may require higher level of protection due to the extreme sensitive nature of the data (e.g. lawful interception target lists). It may also be necessary to consider such assumptions during testing so that stringent security requirements can be met. Any such consideration should be well-documented as part of both the testing environment so that the validation during product deployment can be carried out and duplicated.
The Security Requirements clauses within the pertinent TS contain the security requirements identified according to the threats (see figure 5.2.5.1-1).
[image: ]
[image: ]
Figure 5.2.5.1-1: Process for deriving security requirements in a SCAS document
The security requirements include security functional requirements and hardening requirements (see clause 5.2.1). Since SECAM tasks include Basic Vulnerability Testing, basic vulnerability testing requirements are also included in security requirements of a SCAS. The types of the security requirements are same as in TR 33.916 [2].
The three types of the levels of detail for security requirements in clause 5.2.3.1.1 of TR 33.916 [2] and the relationship between these levels are generic and are also applicable to describe the level of detail of security requirements for a GVNP.


==========Next of Change(4th)===========

5.2.5.5.3.3.5	Virtualised Network product software package integrity
5.2.5.5.3.3.5.0 Overview
All text from TS 33.117 [4], clause 4.2.3.3.5 applies to GVNP of type 1. 
In addition, VNF package and VNF image integrity shall be validated when on board, and VNF image integrity shall be validated when in instantiated. The detailed potential security requirements and related test cases are as following.

[bookmark: _Toc74132471]==========Next of Change(5th)===========

5.2.5.6.7.4	Potential security functional requirements on VM escape
Requirement Name: VM escape protection
Requirement Description:
To defence the attack that an attacker utilizes a vulnerability of a VNF to attack a virtualisation layer and then control the virtualisation layer, the virtualisation layer shall implement the following requirements:
The virtualisation shall reject the abnormal access from the VNF (e.g. the VNF accesses the memory which is not allocated to the VNF) and log the attacks.
Test case: 
Test Name: TC_VM ESCAPE PROTECTION
Purpose:
To test the virtualisation layer rejects the abnormal access from the VNF and logs the attacks from the VNF.
Procedure and execution steps:
Pre-Condition:
There are a virtualisation layer and a VNF on the test environment.
Execution Steps
Execute the following steps:
1. The tester logs the VNF and makes an abnormal access (e.g. the VNF accesses the memory which is not allocated to the VNF) to the virtualisation layer.
2. The tester checks whether the virtualisation layer rejects the abnormal access from the VNF and logs the attacks.
Expected Results:
The virtualisation layer rejects the abnormal access from the VNF and logs the attacks.
Expected format of evidence:
Screenshot contains the log.
NOTE:	The security requirements and related test cases in clause 5.2.5.6y.7.43 only considered in the decoupling scenario.

==========Next of Change(6th)===========

[bookmark: _Toc57022522][bookmark: _Toc57018857][bookmark: _Toc72316722]5.2.5.7.7	Potential security functional requirements deriving from virtualisation and related test cases
[bookmark: _Toc72316723]5.2.5.7.7.1	General
All texts in clause 5.2.5.65.7.1 apply to GVNP of type 3. In addition, GVNP of type 3 has the following security requirements related to hardware resource management, tampering hardware resource management information and trusted platform which are derived from virtualisation and related test cases.

==========Next of Change(7th)===========

[bookmark: _Toc74132535][bookmark: _Toc74752831]8.1	Way forward of SECAM/SCAS for 3GPP virtualised network products
In order to ensure the security of the massive deployed virtualised 5GC network products, SECAM and SCAS for such GVNP should be considered.
It is concluded that there is no significant gap between GNP and GVNP in terms of SECAM/SCAS as identified in clause 4. However there are still some security threats and requirements specific to generic virtualised network products identified in the present document, which can serve as the basis for the SECAM and SCAS of specific virtualised network products. To continue the work, the following way forward is proposed:
-	for methodology part, it is proposed to capture the methodology specific to GVNP in a new 9-series document (to pair with TR 33.916 [2]). 
-	for critical assets and threats: it is proposed to capture the threats and critical assets as described in clauses 5.2.3.2 and /5.2.4.2 for type 1, clauses 5.2.3.3 and /5.2.4.3 for type 2, clauses 5.2.3.4 and /5.2.4.4 for type 3 specific to virtualised network product class in a new 9-series document (to pair with TR 33.926 [3]). 
-	for security requirements and test cases, it is proposed to capture the requirements and corresponding test cases for GVNP as described in clause 5.2.5.5 for type 1, clause 5.2.5.6 for type 2, clause 5.2.5.7 for type 3 and clause 5.4 for general BVT test in a new document (to pair with TS 33.117 [4]). 
NOTE 1: Regarding GVNP type 2, the security requirements and test cases on the interface between virtualisation layer and hardware layer, the interface between 3GPP defined functionalities and VNFM, the interface between virtualisation layer and VIM are considered. Regarding GVNP type 3, only the interface between 3GPP defined functionalities and VNFM, the interface between NFVI and VIM are considered in this present document. 
NOTE 2: When run the test to GVNP type 1 and GVNP type 2, and when a test case cannot be passed, the NFVI for GVNP for type 1, or hardware for GVNP for type 2 maybe involved to find out why the test case cannot be passed. This is because the NFVI for GVNP for type 1, or hardware for GVNP for both type 1 and type 2 may not go through any security assurance testing in the same rigorous manner that is similarly applied to the security assurance testing of GVNP type 1 and GVNP type 2. 3GPP assumes the NFVI for GVNP for type 1, or hardware for GVNP for both type 1 and type 2 can demonstrate secure enough to meet the security requirement specified or will be specified in TS 33.117 [4] or other related SDO, e.g. ETSI NFV, as well as the security requirements identified is in the present document.


============End of Change============
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