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Essential patents 
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This Technical Specification (TS) has been produced by ETSI Technical Committee Intelligent Transportation Systems (ITS).
[bookmark: _Toc451533945][bookmark: _Toc484178380][bookmark: _Toc484178410][bookmark: _Toc487531994][bookmark: _Toc527987192][bookmark: _Toc75621808]Modal verbs terminology
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
[bookmark: _Toc451533947][bookmark: _Toc484178382][bookmark: _Toc484178412][bookmark: _Toc487531996][bookmark: _Toc527987194][bookmark: _Toc75621809]Introduction
The ETSI EN 302 665 [i.1] specifies a general ITS architecture with C-ITS station elements while Release 1 ETSI TR 101 607 [i.2] only defines Cooperative-ITS (C-ITS) applications. 
The present document provides Release 2 C-ITS architecture updates and extensions specific to Multi-Channel Operation (MCO) with reference to the Release 1 architecture as defined in the ETSI EN 302 665 [i.1]. It takes into account Release 1 specifications such as those referenced in the TR 101 607 [i.2] (Release 1) and TS 103 175 [i.5], the Release 2 EN 302 890-1 [i.3], EN 302 890-2 [i.4] as well as other ITS standards as the ISO CALM architecture ISO 21217:2014 [i.10], the IEEE WAVE architecture IEEE 1609.3 [i.12] and the LTE architecture ETSI TS 136 300 [i.11]. 
1 [bookmark: _Toc451533948][bookmark: _Toc484178383][bookmark: _Toc484178413][bookmark: _Toc487531997][bookmark: _Toc527987195][bookmark: _Toc75621810]Scope
The present document specifies Release 2 C-ITS architecture requirements based on Release 1 backward compatibility with a focus on MCO extensions and identifies additional essentials concerning the Release 1 architecture specification.
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2.1 [bookmark: _Toc451533950][bookmark: _Toc484178385][bookmark: _Toc484178415][bookmark: _Toc487531999][bookmark: _Toc527987197][bookmark: _Toc75621812]Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long-term validity.
The following referenced documents are necessary for the application of the present document.
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References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long-term validity.
The following referenced documents are not necessary for the application of the present document, but they assist the user with regard to a particular subject area.
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3 [bookmark: _Toc451532925][bookmark: _Toc527987199][bookmark: _Toc75621814]Definition of terms, symbols, and abbreviations
3.1 [bookmark: _Toc75621815]Terms
For the purposes of the present document, the following terms apply:
Area of Relevance: Geographical zone in which the information transmitted is of relevance.
Cooperative-Intelligent Transport Systems: ITS systems realise applications bringing awareness of road user behaviour by sharing static and dynamic information of its behaviour and recognized behaviour of others based on a wireless communication system. These applications form a subset of ITS applications.
Entities: Singular, identifiable, and separate object realising a function or functions. It refers to individuals, organizations, systems, bits of data, or even distinct system components that are considered significant in and of themselves.
ECO-System (ICT specific): ICT ECO-system encompasses the policies, strategies, processes, information, technologies, applications, and stakeholders that together make up a technology environment for a country, government, or enterprise.
Functions: Self-contained modules that accomplish a specific task. Functions usually "take in" data, process it, and "return" a result.
Intelligent Transport Systems (ITS): Systems which aim to provide innovative services relating to different modes of transport and traffic management and enable users to be better informed and make safer, more coordinated, and “smarter” use of transport networks.
Layering: Organization of functions that interact in some sequential and hierarchical way, with each layer usually providing a service for the layer above. 
Non-reversible countermeasures: Measures that are taken to limit the impact on personal wellbeing and limit the material damage leading to a situation that is different from the intended one.
Plane: In a networking context, it is a logical grouping of functions over different layers. The main planes recognized are the management or control plane, the data plane, and the security plane.

3.2 [bookmark: _Toc451533954][bookmark: _Toc484178389][bookmark: _Toc484178419][bookmark: _Toc487532003][bookmark: _Toc527987201][bookmark: _Toc75621816]Symbols
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

3.3 [bookmark: _Toc451533955][bookmark: _Toc484178390][bookmark: _Toc484178420][bookmark: _Toc487532004][bookmark: _Toc527987202][bookmark: _Toc75621817]Abbreviations
For the purposes of the present document, the following abbreviations apply:
C-ITS	Cooperative Intelligent Transport Systems
C-ITS-S	Cooperative Intelligent Transport Systems Station
C-ITS-U	Cooperative Intelligent Transport Systems User
CAM	Cooperative Awareness Message
CCAM	Connected and Cooperative Automation Mobility
DCC	Decentralized Congestion Control
E-CALL	Emergency-Call
EU	European Union
ICT	Information Communication Technology
ITS	Intelligent Transport Systems
MCO	Multi-Channel Operation
SAP	Service Access Point 
V2I	Vehicle to Infrastructure
V2V	Vehicle to Vehicle
V2X	Vehicle to Everything (All transport equipment used or implemented in or by, Vehicle, Truck, PTW, bike, pedestrian, train, ship, and other transport equipment.)





4 [bookmark: _Ref70003834][bookmark: _Toc75621818]Background
The ETSI EN 302 665 V1.1.1 [i.1] ITS architecture specification was published in 2010 as part of a large set of Release 1 specifications listed in the ETSI TR 101 607 [i.2].  The ETSI EN 302 665 V1.1.1 [i.1] specifies a general ITS station architecture for the benefit of realizing C-ITS applications that improve the efficiency and safely use of the transport infrastructure and transport means (vehicles, trains, planes, and ships).
The ETSI EN 302 665 V1.1.1 [i.1] illustrates the generalized ITS system context and limits itself to only describing an ITS station architecture. It does not identify the difference between ITS and C-ITS, while C-ITS has some specific requirements and should be seen as a specific subgroup of ITS. Release 1 applications, as captured in the ETSI TR 102 638 V1.1.1 [i.8], are C-ITS specific. However, Release 2 applications as identified in the ETSI TR 103 439 [i.7] are C-ITS and CCAM specific. Therefore, a Release 2 update of the ETSI EN 302 665 V1.1.1 [i.1] architecture should support the implementation of C-ITS and CCAM applications and not necessarily all ITS applications as other ITS applications may have other requirements not covered in Release 2 for C-ITS specifications. As the Release 2 specifications only cover C-ITS and CCAM applications, only the C-ITS ECO-System requirements, as identified in ETSI TR 103 439 [i.7], need to be supported by the C-ITS architecture. 
The Release 1 technical specifications cover only the C-ITS applications supporting functionalities required to exchange the C-ITS relevant information via direct communication. A Release 2 C-ITS architecture should recognize also C-ITS and CCAM information exchange via cellular networks as identified in the EU project CODECS [i.6] and EU C-ITS platform workshops [i.14] and report [i.14], as realised in the EU project C-Roads [i.15]. The identified hybrid communication approach should be reflected in an updated Release 2 ETSI EN 302 665 C-ITS architecture. It may not be required to capture all the cellular-related technical specifications in a Release 2 set of specifications as most are realized by other standardisation bodies, but the Release 2 C-ITS architecture should recognise the hybrid communication architecture requirements affecting the end-to-end operation of the system. 
Besides the general and station architecture as defined in ETSI EN 302 665 V1.1.1 [i.1] we need to consider alignment with the C-ITS architectures defined by other standardization bodies such as in the IEEE 1609.3-2016 (WAVE) [i.12], in the ETSI TS 136 300 (LTE) [i.11] and ISO 21217 (CALM) [i.10] standards. Additionally, the use of the terminologies as identified in the ETSI EN 302 665 V1.1.1 [i.1] should be reconsidered based on the general usage of these terms.
ITS information maybe, but not necessarily is, location-based. C-ITS information however is always location-based. Additionally, ITS applications are not all cooperative, they can be logistics oriented for example. The essential aspect of C-ITS is awareness. For instance, Release 1 CAM transmission brings pure awareness. It provides the static and dynamic state of specific transport means (for instance a vehicle) to all other transport mains in the same safety relevance area. 
CCAM [i.14] made a start with the identification of road and vehicle automation applications that require sharing information among the road infrastructure and road users as well as between road users themselves (V2I, V2Vand V2X). Many are expected to be safety-related but many also are not and therefore it can be expected that only a part of the CCAM applications required direct safety-related communication within the C-ITS ECO-System. The required information exchange is identified in the ETSI TR 103 439. This included. for instance, the sharing of HD MAP information and the awareness of where road users are, which cannot be seen by standard sensors such as radars and cameras. Solutions will require different communications as well as cooperative information exchange; CAM is just one of them. Specific for C-ITS application the Release 2 MCO communication requirements are captured in the ETSI TR 103 439 [i.7] to serve both C-ITS and CCAM applications. 
[bookmark: _Ref69725561]Several improvements of the current C-ITS architecture can be recognized. This specification however only addresses the MCO-related aspects and the C-ITS architecture essentials needed to support the MCO aspects. Other aspects identified in this clause are additional suggestions for an update of the originating Release 1 EN 302 665 [i.1] architecture specification. 

5 [bookmark: _Toc75621819]Essentials
5.1 [bookmark: _Toc75621820]Introduction
In the following clauses, essential Release 2 C-ITS architectural C-ITS aspects are addressed, adapting, and extending the ITS architecture as defined in the EN 302 665 [i.1], with a focus on the MCO needs.
5.2 [bookmark: _Ref73881740][bookmark: _Toc75621821]C-ITS Applications
As identified in the EN 302 665 [i.1], ITS are systems that aim to provide user services related to different modes of transport and traffic management in a general sense. The ETSI ITS standards aim to realise conformity and interoperability for C-ITS applications, a subset of ITS, with a focus on safety-related/critical applications and traffic efficiency applications to realise lower carbon emissions. C-ITS has the objective to maximize the awareness of what is happening around the user so that the user is informed and can make better and safer transport-related decisions. This includes a wide range of applications from basic traffic warning and traffic efficiency to advanced automation applications. 
Clause 4.2 of the TR 103 439 [i.7], identifies that all ITS applications operate in one of the four following phases: information, active safety, integral safety, and passive safety. 
Although a C-ITS application may use the information phase and the related technical architectures to set up its operation, its main purpose is to realize the awareness use cases in the active and integral phases where the information exchange can have a direct effect on a situation. C-ITS information shared is therefore in the first place intended to be used locally within the area of relevance for the particular use case. C-ITS information shared may be used beyond the relevant area of relevance but needs to stay within the same ECO-System trust domain. In general, the area of relevance is characterised as an area of 400 meters but may differ use case by use case. For the realisation of C-ITS information exchange at the minimum direct communication shall be used in accordance with Release 1. This is especially required to ensure that equipped users are not depending on the presence of external managed networks as these cannot cover all roads and transport areas.  For passive safety, direct communication may be used to ensure that information may reach its destination but is not the major user of the C-ITS ECO-System. C-ITS applications in active phase may also share their information via other communication systems (see 5.5.2).
In principle, all communication systems support application information exchange on a best effort basis. For cellular communication, improvement of the data exchange is realised in the core and radio access network by allowing packages to follow different routes to avoid possible bottlenecks and maximizing the reception possibilities. Such an approach however requires that the destination is known, and the system is supported by reception confirmation mechanisms. A broadcasting intended action is realised by multicast to many known IP addresses. It allows the core network to dynamically adjust itself to changing data transferring circumstances. 
Ad-Hoc direct communication networks are very simple networks in that respect. They are based on direct communication between source and destination, and there are no intermediary communication systems or network management involved. In C-ITS the information exchange between C-ITS stations (C-ITS-Ss) is broadcast-oriented, although other transmission types are possible (i.e., unicast or groupcast). 
Current C-ITS Release 1 applications and awareness services such as the Cooperative Awareness (CA) Service, operational in SCH0 may not be interfered. If other applications or awareness services that are not part of Release 1 generate additional messages that are transmitted in the same channel, a harmful functional interference may be created. Although the radios may not interfere the applications still may do so.
Additionally, as C-ITS applications are safety-related and when related to automation can be even safety-critical of nature, applications should predictably know if the underlying C-ITS communication system can support the necessary information exchange as this can drive different decisions depending on the situation. To this aim, congestion control information could be provided by the access layer to the facilities and application layers.
As for Release 1 applications and awareness services, only SCH0 is used and a DCC mechanism is standardised. For all Release 2 applications and awareness services, the same ITS channel allocation method shall be used to realize a stable operation of the applications. For each of the Release 2 applications the minimum set of communication parameters shall be in such a way that consuming stations can know how to have access to the application data source information. 
Therefore C-ITS applications shall define the use of the ITS media both related to media and channel(s), statically as dynamically. MCO channel management shall ensure the proper operation of each C-ITS application identified by specific means e.g., parameters. With that means, C-ITS applications shall enable the channel management services such as MCO to effectively manage the information flows. 
As this is functional management this is a facilities layer functionality and shall be realized technology agnostic. Technology-specific elements can be only present in the underlying C-ITS networking and access layers.
To enable MCO functionality to manage the data flows and inform applications and awareness services about the communication possibilities, the underlying C-ITS networking and access layers shall provide the status of the communication capabilities at any given time to enable the proper operation of the channel management e.g., MCO and the applications and awareness services to allow those to operate predictively.
As information receiving applications beforehand need to know how the data can be interpreted, trusted, and received, and as the communication is specific and not managed as in the IP domain end-to-end interoperability over all layers of the C-ITS architecture shall be realised.
The Release 2 C-ITS architecture shall support all active and integral safety and proximity requirements as required by Release 2 applications. All C-ITS applications and awareness services are location-based.


5.3 [bookmark: _Toc75621822]C-ITS ECO-System
5.3.1 [bookmark: _Toc75621823]Introduction
Part of the C-ITS ECO-System are all elements of C-ITS which are required to realise the C-ITS user services, which may include many other information exchange communication sub-systems, including GNSS (GPS/Galileo/…) as illustrated in Figure 2 taken from EN 302 665 [i.1]
[image: Diagram
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Figure 2: Communication systems illustration (Source: EN 302 665 [i.1])


The TR 103 439 [i.7] identifies that within the ITS system many ITS ECO-systems can be active. The C-ITS ECO-system is just one of them. As with any information exchange, the data needs to be trusted. Depending on the functional and business requirements any ECO-system identifies a specific trust domain and related security mechanisms. As C-ITS is mostly safety-related specific trust requirements are leading to a security approach and certification policies as identified in the ETSI C-ITS security specifications. The C-ITS ECO-system consists of all functions and entities in the C-ITS architecture active in handling the C-ITS data being exchanged.
5.3.2 [bookmark: _Toc75621824]C-ITS Trust
When exchanging information among functional stakeholder’s information exchange trust has to be established. Appropriate security and certification measures and requirements shall be identified and defined in ETSI specifications and certification be regulated to ensure that trust can be accomplished.
5.3.3 [bookmark: _Toc75621825]C-ITS Privacy
C-ITS systems have to comply with privacy laws which may differ by region or country. Within Europe C-ITS shall comply with the regulation on the protection of natural persons with regards to the processing of personal data and the free movement of such data ad regulated in the EU directive 95/46/EC [i.13]. 
C-ITS specifications are encouraged to realise the privacy requirements as much as possible by design. For Release 1 this approach is followed. For Release 2 the same is advised. Further requirements shall be realized in ETSI security specifications.
5.4 [bookmark: _Toc75621826]C-ITS communication
5.4.1 [bookmark: _Toc75621827]Introduction
The C-ITS operation is based on an information-sharing approach without being interested in whether there are any recipients available or whether they are interested in the transmitted information. The C-ITS communication system does not include mechanisms to first inform others that there is information available or to see whether there are others who have the interest to receive safety information. 
Participants in C-ITS ECO-System intend to share their knowledge about their behaviour and about the behaviour of others in their areas of relevance there where it could be of safety benefits to them and others. One of the characteristics of the C-ITS ECO-System is that the usability of the information for applications increases with the increase of the numbers of users active. 
Several mechanisms in the C-ITS ECO-System are of importance.
5.4.2 [bookmark: _Ref74044500][bookmark: _Toc75621828]C-ITS hybrid communication architecture
As Figure 2 shows, information can be shared through many communication solutions. Because systems are not always equipped with the same communication solutions and not everywhere the same communication solutions may work, the access to relevant safety information to transport users can be increased by using more than one means of communication to share the same safety-related information. The use of specific communication depends on the safety use case.
For safety-related applications and awareness services, a C-ITS-S shall use at least one communication solution to share the C-ITS information but may send the same information through additional communication solutions to increase the reception possibilities. For instance, a C-ITS -S may use a direct communication solution such as ITS-G5 or LTE-V2X while also making use of the internet to share it through standard cellular networks. When use is made of more than one communication solution, it must be ensured that the data stays within the same C-ITS ECO-System in which all stakeholders shall comply with the same security and privacy C-ITS requirements as specified in Release 2 security specifications and required by regional regulations. It shall be ensured that the same C-ITS information shared via different communication protocols is consistent and time relevant.
Figure 3 represents the current hybrid communication architecture as being implemented in Europe and specified by C-Roads [i.15]. In this architecture, the standard cellular 3G, 4G networks (which can be extended with 5G and future networks) complements the information exchange realised via direct (short-range) ITS-G5/IEEE 801.11:2020 communication (which can be extended with LTE-V2X, NR-V2X, ITS-G5/IEEE 801.11bd. and future technologies). 
Figure 3 shows that the traffic management centre is the centre of the communication deciding what is communicated in the direct communication (so-called short-range) part of the Hybrid Communication system and what is communicated via the internet and cellular (so-called long-range) communication part of the system. The two communication parts do not form an integral communication system supporting single communication management although both parts can be used within the same C-ITS ECO-System. What is communicated via one of these communication parts is decided by the traffic management (TM) applications and therefore the TM needs to ensure that information coming from other C-ITS-Ss in the C-ITS ECO-System stays within the same ECO-System although communicated via different communication technology. C-ITS MCO requires information about the lower layer capabilities, something not applicable for standard internet cellular-based systems. MCO shall only support systems that have access to lower layer media-dependent parameters and therefore are only applicable in direct communication environments.

[image: ]
[bookmark: _Ref73962489]Figure 3: C-ITS Hybrid Communication architecture as in C-ROADs [i.15]
5.4.3 [bookmark: _Toc75621829]C-ITS time and location in the C-ITS constellations
To allow C-ITS-S to interpret received information correctly in relation to time and location they shall ensure to have a similar notion if time and location required for the operation of the C-ITS applications. This is realized by making use of the same time and location references e.g., GNSS.
The accuracy required depends on the applications to support. As this may be different for each C-ITS-S we would expect that for each C-ITS-S this requirement would be different however as C-ITS is about awareness and information shared is used by others a general accuracy shall be agreed, a requirement which shall be defined Release specific. 
As the C-ITS information exchange is area of relevance specific, the time and location reference only needs to comply with the above-mentioned requirement within a specific area of relevance in which a given C-ITS-S is active. All C-ITS-Ss active in a particular area of relevance are members of a specific constellation. As any C-ITS-S has a different location it may be a member of several to many constellations. In case a high penetration level of C-ITS-Ss is reached, it can be so that one to one other constellation is overlapping and as a chain, all constellation in Europe are related. That results in the requirement that all C-ITS-Ss will then have to have the same time reference for all European constellations. It does however not require having the same reference as in Australia as it unlikely that an ITS-S from Europe is active in the same constellation as one in Australia. See for background EN 302 890-2 [i.4]. 


6 [bookmark: _Ref74550813][bookmark: _Toc75621830]C-ITS station reference architecture
6.1.1 [bookmark: _Toc75621831]Introduction
As identified in clause 4, various interpretations of the ITS architecture and terminologies are in use, whether in ETSI ITS EN 302 665 [i.1], ETSI (3GPP) TS 136 300 [i.11], IEEE (e.g., 1609.3) [i.12], or ISO 21217:2014 [i.10], all use the OSI model as bases. The Release 1 EN 302 665 is not consistent in the use of the terminology as the security and management are identified as entities while one will have a varying amount of management entities where each of the entities may support different functions. In other standards, functional planes are recognized. In 3GPP the management or control plane and the data plane are recognized. IEEE 1609.3 [i.12] also identifies the security plane. Each plane is characterized by a specific type of information flow between the layers. In the management plane, it is management data and in the data plane application data.
6.1.2 [bookmark: _Toc75621832]Functional architecture
The Release 2 basic functional architecture is given in Figure 4. It identifies several basic functions to be expected in an ITS-S. 
 [image: ]
Figure 4: Basic Functional architecture for C-ITS based on an extended OSI model
6.1.3 [bookmark: _Toc75621833][bookmark: _Ref70008291]Basic C-ITS station architecture
The basic C-ITS station architecture with its entity structure is given in Figure 5.

[image: ]
[bookmark: _Ref74551060]Figure 5: Entities in the C-ITS station architecture




7 [bookmark: _Toc75621834]C-ITS MCO architecture
Based on the requirements identified in TR 103 439 [i.7], the architecture model specified in clause 6, and the principles laid out in EN 302 665 [i.1], a reference architecture is specified in Figure 6. The reference architecture consists of all four layers identified in the architecture model and illustrates the three planes management, data, and security. All SAPs between the layers and planes are listed and identified by an elliptic shape. The interfaces inside the layers are identified by a rectangle with rounded angels. Inside the layers four components are identified, which are relevant for MCO. 
Additionally, in Release 1 it is assumed that an SAP represents a single interface as can be recognised by the defined SAP specifications whether or not they are realised. An SAP is defined as a service access point and not as an interface. Conceptually, depending on the functionality to be supported by the system, multiple interfaces go over an SAP. An SAP is an abstraction for the services provided by a layer or system. In principle, an SAP specification should include all interface specifications of all entity interfaces which make use of the SAP. A single SAP specification will have to include all interface requirements of all entities exchanging information over the SAP. Instead of combining these service-specific interfaces with different purposes in a single SAP specification, it is better to keep them apart. The Release 2 C-ITS reference architecture, therefore, does not recognise SAPs.


[image: ]
[bookmark: _Ref70495852]Figure 6: C-ITS MCO reference architecture
The conceptional approach in Figure 6 splits the functionality in each layer between the data flow on the right side and the control flow on the left side. 
Based on Figure 5 and Figure 6 the relevant components in the reference architecture for MCO were identified as shown in Figure 7. The MCO_CROSS entity is a single entity and therefore shall reside in a specific layer. Since the facility layer entity MCO_FAC is the decisive entity in the MCO concept it was decided that it should reside in the facility layer.
[image: ]
[bookmark: _Ref74553379]Figure 7: MCO architecture details
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