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1. Overall Issue:
In order for an UE to succesfully register to a 5G system (5GS), primary authentication is an essential security requirement. TS 33.501 requires mandatory support of two primary authentication methods, namely, 5G AKA and EAP-AKA’.

EAP-AKA’ is specified by IETF in RFC 5448 and RFC 4187. The use of EAP-AKA’ in 5G system is specified in TS 33.501, including 5G profile of EAP-AKA’ in Annex F of TS 33.501.

As specified in RFC 4187, EAP-AKA' requires the use of subscriber identity (“Identity”) as an input to MK (Master Key) key derivation by both the UE and the AUSF (Authenticaiton Server Function) in the home network. The 5G profile of EAP-AKA’ in Annex F.3 of TS 33.501, requires that the SUPI (Subscriber Permanent Identity) is used as the “Identity”  (c.f. highlighted text in the Annex at the end of this document).

However, it is not clearly specified in TS 33.501 (which specifies 3GPP 5GS specific key derivations) how the SUPI is to be encoded by the UE when using it as an input to the MK key derivation. Without clear text on which encoding to use, misinterpretations are possible. Different interpretations by UE vs network vendors leads to failure of authentication of the UE, resulting in UE not being able to register to the 5GS.


2. State of discussion in SA3

The necessary Change Requests to TS 33.501 (CR# 0761 and CR# 0762) to resolve this issue were originally submitted to SA3#98e (2-6, March 2020), but the topic was only discussed in SA3 at SA3#99e (11-15, May 2020) as Rel-15 5GS CRs were not on the agenda of SA3#98e due to COVID-19 related meeting cancellations and the subsequent rescheduling with reduced scope.  

Even though there seemed to be consensus in SA3#99e that this is an essential correction that needs to be resolved for Rel-15, there was no agreement on the CRs as one company sustained their objection while not providing any alternate CRs to resolve the issue.

3. Proposal:

Given the critical nature of the issue and the anticipated timescales for the 5G SA deployments, the sourcing companies of the CRs believe that 3GPP should resolve this issue at the SA#88E meeting itself.

Therefore, it is proposed that SA plenary discuss and approve the CRs to TS 33.501 (CR# 0761 and CR# 0762) to resolve this critical issue for 5G SA deplyoments.
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Annex: Annex F.3 of TS 33.501 (with emphasis of the relevant rext)
[bookmark: _Toc19634993][bookmark: _Toc26876061][bookmark: _Toc35528829][bookmark: _Toc35533590]F.3	Subscriber identity and key derivation 
EAP-AKA' uses the subscriber identity (Identity) as an input to the key derivation when the key derivation function has value 1 ( i.e. MK = PRF'(IK'|CK',"EAP-AKA'"|Identity)). RFC 4187 [21] clause 7 describes that the Identity is taken from the EAP-Response/Identity or EAP-Response/AKA-Identity AT_IDENTITY attribute sent by the peer. This principle is not applied to the 5GS. 
If the AT_KDF_INPUT parameter contains the prefix "5G:", the AT_KDF parameter has the value 1 and the authentication is not related to fast re-authentication, then the UE shall use SUPI as the Identity for key derivation. This principle applies to all full EAP-AKA' authentications, even if the UE sent SUCI in NAS protocol or if the UE sent SUCI in the respose to the EAP identity requests as described in Table F.2-1 or if no identity was sent because the network performed re-authentication. The only exception is fast re-authentication when the UE follows the key derivation as described in RFC 5448 [12] for fast re-authentication.
NOTE 1:	The fast re-authentication is not supported in 5GS. 
NOTE 2: 	The prefix "5G:" is part of serving network name as specified in clause 6.1.1.4.
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