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*************** Start of the Change ****************
[bookmark: _Toc19783251][bookmark: _Toc26887035]D.2.2.7		Key Reuse
-	Threat name: Key Reuse.
-	Threat Category: Information Disclosure.
-	Threat Description: If AS keys are not refreshed by the gNB when PDCP COUNTs is about to be re-used with the same Radio Bearer identity and with the same KgNB, key stream reuse is possible. This can result in information disclosure of AS signalling and user plane data. The threat of key stream reuse occurs under the following conditions: 
-	when the PDCP COUNT wraps around and is reused with the same Radio Bearer (RB) identity and with the same KgNB, e.g. due to the transfer of large volumes of data. 
-	when the PDCP COUNT is reset to 0 but the RB identity and key stay the same (e.g. the successive Radio Bearer establishment uses the same RB identity and keys, or the RB identity is increased after multiple calls and wraps around.
-	Threatened Asset: User plane data, Mobility Management data. 
*************** End of the Change ****************

