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*** First change ***
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core Network

5GS
5G System

ADMF
LI Administration Function

AMF
Access and Mobility Management Function
AS
Application Server
AUSF
Authentication Server Function

BBIFF
Bearer Binding Intercept and Forward Function
BSS
Business Support System

CC
Content of Communication

CP
Control Plane

CSI
Cell Supplemental Information
CSP
Communication Service Provider

CUPS
Control and User Plane Separation

DN
Data Network
E-CSCF
Emergency – Call Session Control Function
GPSI
Generic Public Subscription Identifier
HR
Home Routed

IBCF
Interconnection Border Control Functions
IMS-AGW
IMS Access Gateway
IM-MGW
IM Media Gateway
IP
Interception Product

IRI
Intercept Related Information

LALS
Lawful Access Location Services
LBO
Local Break Out
LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LI
Lawful Interception

LICA
Lawful Interception Certificate Authority

LICF
Lawful Interception Control Function

LI_HI1
Lawful Interception Handover Interface 1

LI_HI2
Lawful Interception Handover Interface 2

LI_HI3
Lawful Interception Handover Interface 3

LI_HI4
Lawful Interception Handover Interface 4

LIID
Lawful Interception Identifier

LIPF
Lawful Interception Provisioning Function

LIR
Location Immediate Request

LI_SI
Lawful Interception System Information Interface
LI_T1
Lawful Interception Internal Triggering Interface 1

LI_T2
Lawful Interception Internal Triggering Interface 2

LI_T3
Lawful Interception Internal Triggering Interface 3

LI_X0

Lawful Interception Internal Interface 0

LI_X1
Lawful Interception Internal Interface 1

LI_X2
Lawful Interception Internal Interface 2

LI_X3
Lawful Interception Internal Interface 3

LI_X3A
Lawful Interception Internal Interface 3 Aggregator
LMF
Location Management Function

LMISF
LI Mirror IMS State Function
LMISF-CC
LMISF for the handling of CC
LMISF-IRI
LMISF for the handling of IRI
LTF
Location Triggering Function

MANO
Management and Orchestration
MDF
Mediation and Delivery Function

MDF2
Mediation and Delivery Function 2

MDF3
Mediation and Delivery Function 3
MRFP
Multimedia Resource Function Processor
N9HR
N9 Home Routed
N3IWF
Non 3GPP Inter Working Function

NFV
Network Function Virtualisation
NPLI
Network Provided Location Information

NR
New Radio

NRF
Network Repository Function

NSSF
Network Slice Selection Function

OSS
Operations Support System
PAG
POI Aggregator

PCF
Policy Control Function
P-CSCF
Proxy - Call Session Control Function
PEI
Permanent Equipment Identifier
PGW
PDN Gateway
PGW-U
PDN Gateway User Plane
POI
Point Of Interception
PLMN
Public Land Mobile Network

PTC
Push to Talk over Cellular
S8HR
S8 Home Routed

SIRF
System Information Retrieval Function
S-CSCF
Serving - Call Session Control Function

SMF
Session Management Function

SMSF
SMS-Function

SUCI
Subscriber Concealed Identifier

SUPI
Subscriber Permanent Identifier

TF
Triggering Function
TrGW
Transit Gateway
UDM
Unified Data Management

UDR
Unified Data Repository

UDSF
Unstructured Data Storage Function

UPF
User Plane Function
VNF
Virtual Network Function
xCC
LI_X3 Communications Content

xIRI
LI_X2 Intercept Related Information

*** Next change ***
7.4.7.4.2
LI architecture

To provide the lawful interception of voice services in the VPLMN with home-routed roaming architecture, new LI-specific functions are introduced to examine the packets that flow through the VPLMN packet core network functions in order to generate IRI and CC when the communication involves an inbound roaming target.

Figure 7.4.7.4-1 shown below illustrates a generic LI architecture for home-routed roaming architecture in the VPLMN.




[image: image2.emf]LEMF

MDF2

MDF3

LIPF

LICF

LEA

LI_HI3

LI_X1 LI_X1

LI-HI1

LI_MDF

LI_ADMF

MDF

ADMF

LI_HI2

LI_X3

LI_X1

LI_T3

BBIFF-

C

LI_X2

BBIFF-C

LI_T1

LI_X1 

LI_X1 

(management)

BBIFF

LMISF

LMISF-IRI

LMISF-CC

LI_X2_LITE

LI_X3_LITE_S

LI_X3_LITE_M

BBIFF-U


Figure 7.4.7.4-1: VPLMN generic LI architecture for home-routed roaming
NOTE:
See clause 7.4.7.4.x1 for brief descriptions of the LI functions and interfaces depicted in figure 7.4.7.4-1. 

*** Next change ***
7.4.7.4.7
CC intercept trigger

The LMISF-IRI instructs the BBIFF-C (over the LI_T1 interface) to deliver the IMS media packets when it determines that an IMS session is associated with a target and requires CC interception. The BBIFF-C forwards the instruction to BBIFF-U over the LI_T3 interface.
*** Next change ***
7.4.7.4.9
Correlation of xCC and xIRI

The LMISF assigns the correlation number for an IMS session and uses the same correlation number in the associated xIRI and xCC. The interaction between the LMISF-IRI that generates the xIRI and LMISF-CC that generates the xCC is an internal function of LMISF. 
*** Next change ***
7.4.7.4.x1
LI specific functions and interfaces

The additional LI specific functions and interfaces introduced to support the LI with home-routed roaming architecture shown in figure 7.4.7.4-1 are listed below:

· LMISF (LI Mirror IMS State Function): A logical LI specific function that provides the IMS state function for LI purposes.  The LMISF provides the IRI-POI and CC-POI functions. The LMISF also initiates the required trigger for IMS media interception. The LMISF may be viewed as consisting of two embedded functions: 1) LMISF-IRI (handling the IMS signalling related LI functions, i.e. IRI-POI), 2) LMISF-CC (handling the IMS media related LI functions, i.e. CC-POI).  The interface between the two embedded functions is not defined. 
NOTE 1:
The present document assumes one LMISF per VPLMN for a given roaming agreement.   
NOTE 2:
The term LMISF is used when a description applies to LMISF-IRI or LMISF-CC. 
· BBIFF (Bearer Binding Intercept and Forward Function): Binds the IMS signalling and media to the LMISF for interception purpose. The BBIFF may be split into two BBIFF-C and BBIFF-U, with the former present in the NF that provides the control plane related functions and the latter present in the NF that provides the user plane related functions associated with the inbound roaming UEs.  

· LI_X2_LITE: Used to carry the control plane information (e.g. packet data connection related notifications, UE location) from BBIFF-C to LMISF-IRI. 

· LI_X3_LITE_S: Used to forward the IMS signalling related user plane packets of inbound roaming UEs from  BBIFF-U to the LMISF-IRI.  
· LI_X3_LITE_M: Used to forward the IMS media related user plane packets of inbound roaming UEs from BBIFF-U to the LMISF-CC. 

· LI_T1: Used to instruct the BBIFF-C that user plane packets of the associated IMS media need to be captured and delivered to the LMISF-CC. 

· LI_T3: Used to instruct the BBIFF-U to capture and deliver the selective user plane packets of inbound roaming UEs to the LMISF. 
The user plane packets reported by BBIFF-U include the IMS signalling related packets and IMS media related packets. A condition required for this LI architecture is that LMISF shall have access to the IMS signalling messages and the IMS media packets in an unencrypted form. 

NOTE 3:
The LI functions available within the VPLMN network functions that have access to the packet data connections that carry the IMS signalling and IMS media may be used to provide the BBIFF-C, BBIFF-U functions. 

*** Next change ***
7.4.7.4.x2
LI Process

The following steps happen for all home-routed inbound roaming UEs irrespective of whether those UEs are associated with a target. 

· The LIPF configures the BBIFF-C (over LI_X1 interface) to notify the LMISF-IRI whenever home-routed inbound roaming UEs establish, modify or delete the IMS signalling and the IMS media channels. The UE exchanges the IMS signalling messages with the P-CSCF residing in the HPLMN over the IMS signalling channel and IMS media with the IMS-AGW residing in the HPLMN over the IMS media channel.  The LIPF also provides the same information to LMISF-IRI (over LI_X1 interface) so as to let it know the to-be-expected notifications from the BBIFF-C. 

NOTE 1:
The term “channel” is a generic term used in this description to represent IMS signalling or media related  packet data connection within a PDN (Packet Data Network) connection. 

· The BBIFF-C notifies the LMISF-IRI (over LI_X2_LITE interface) whenever the IMS signalling channel or the IMS media channel is established, modified or deleted for home-routed inbound roaming UEs. The UE location information is included in such notifications. The BBIFF-C instructs the BBIFF-U (over LI_T3 interface) to deliver the appropriate IMS signalling related user plane packets to the LMISF-IRI. 

· The BBIFF-U delivers the IMS signalling related user plane packets to the LMISF-IRI (over the LI_X3_LITE_S interface). 

The following steps are performed for the target UEs: 

· The LIPF provisions the LMISF-IRI, MDF2 and MDF3 (over LI_X1 interface) with the IMS target information.   
· When the received user plane packets from the BBIFF-U represent IMS signalling messages associated with a target, the LMISF-IRI generates the xIRI and delivers them to the MDF2 over the LI_X2 interface. 

· Upon identifying that IMS signalling messages are associated with a target that requires CC interception, the LMISF-IRI instructs the BBIFF-C (over LI_T1 interface) that the user plane packets that represent associated IMS media (i.e. from the IMS media channel associated with the IMS signalling channel) are to be delivered to LMISF-CC. 

· The BBIFF-C instructs the BBIFF-U (over LI_T3 interface) to deliver user plane packets that represent the associated IMS media  to the LMISF-CC. 

· The BBIFF-U delivers the indicated user plane packets that represent the IMS media to the LMISF-CC (over LI_X3_LITE_M interface). The LMISF-CC generates xCC from the received IMS media related user plane packets and delivers them to the MDF3 over LI_X3 interface along with the information that correlates the xCC with the xIRI. 
NOTE 2:
LMISF-CC interacts with the LMISF-IRI to correlate the xCC with the xIRI.
· When all IMS sessions for a target UE have ended, LMISF-IRI instructs the BBIFF-C (over LI_T1 interface) to stop the delivery of IMS media related user plane packets. Upon receiving such a notification, the BBIFF-C instructs the BBIFF-U (over LI_T3 interface) to stop the delivery of the IMS media related user plane packets to the LMISF-CC. 
NOTE 3:
In the above steps, BBIFF-C and BBIFF-U functions are not aware of any IMS target information (i.e. SIP URI or TEL URI). 

NOTE 4:
The LMISF-IRI includes the target UE location (when required) in the xIRI based on the UE location that it receives from the BBIFF-C.

The LMISF-IRI stores the IMS signalling messages received from the BBIFF-U for a potential future LI activation (i.e. mid-call interception). Furthermore, the xCC generated from the IMS media related user plane packets may be associated with different session-legs, and hence may have different correlation numbers. 
When the inbound roaming UE deregisters for the IMS signalling (i.e. with HPLMN), the LMISIF shall ensure that deregistration is mirrored in its own maintained state for that UE.

** Next change ***
7.4.7.4.x3
Target UE Mobility 

During a session that involves the target UE, the network function associated with the BBIFF-C, or the BBIFF U can change. The lawful interception of IMS sessions involving a target shall continue when such a relocation happens. The xIRI and xCC delivered before and after the relocation shall be correlated. 

To support the continued interception of IMS sessions, the BBIFF-C in the new network function notifies the LMISF-IRI (over LI_X2_LITE interface) that a BBIFF relocation has occurred. 

The LMISF-IRI provides the following functions to support the continued and correlated interception of CC. 

-
When a notification is received from the BBIFF-C that a BBIFF relocation has occurred, examine to see whether any IMS session is setup for the UE and is being intercepted. 

-
If an intercepted IMS session is setup, examine to see whether a CC interception for that IMS session is required. 

· If the intercepted IMS session requires CC interception, inform the new BBIFF-C (over the LI_T1 interface) with an instruction that the user plane packets that represent associated IMS media are to be delivered to LMISF-CC.
Further handling of CC interception is as defined in 7.4.7.4.x2.

** End of all changes ***
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