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[bookmark: _Toc3886091]-------Start of Changes--------
[bookmark: _Toc3886159]5.8	Key management from MC server to MC client (Key download)
[bookmark: _Toc3886160]5.8.1	General
The 'key download' procedure is used to send keys from the MCX server to the MC client. It is used to distribute Multicast Signalling Keys (MuSiKs) to the MC clients, and it is used to update both the CSKs and MuSiKs. 
Within the 'key download' procedure, keys (CSK or MuSiKs) are encrypted specifically to the MC user and signed using an identity representing the MC Server. Prior to group key distribution, each MC client shall be provisioned by the KMS with time-limited key material associated with the MC User as described clause 5.3. The MC Server shall also be provisioned by the MC KMS with key material for an identity which is authorised to act as an MCX Server.
The key (CSK or MuSiK) is distributed from the MCX Server to a MC client using the security mechanism described in clause 5.2.2, transported over the SIP bearer. End-point diversity is not required as end-points do not encrypt data, hence the extension in clause 5.2.3 is not applied. Additional parameters may be included as defined in clause 5.2.4. The SAKKE-to-self extension may be included as defined in clause 5.2.5. Identity hiding may be supported as defined in clause 5.2.6.
The initiating entity shall be the initiating MCX Server and the receiving entity shall be the terminating MC user. The initiating entity URI shall be the FQDN of the MCX Server (e.g. MDSI of the MC Domain) and the receiving entity URI shall be the MC Service ID of the terminating user.  The distributed key, K, shall be the CSK or MuSiK and the key identifier K-ID shall be the CSK-ID or MuSiK-ID (respectively).
As a result of this 'key download' mechanism, the MC clients receive a new signalling key, CSK or MuSiK, identified by the 4 most significant bits of the key ID. 
The MCData Service server may use the Key Download procedure to indicate or modify the algorithm used to protect the MCData signalling fields (i.e. MCData signaling parameters, Data signaling payload and End to end security parameters) by including a ‘signalling algorithm’ parameter.  The ‘signalling algorithm’ parameter is described in clause 8.5.4.1.  The available algorithms shall be as defined in clause 8.5.4.2.
-------Next Change--------
8.5.4.1	Format of protected payloads
All protected payloads shall have the format defined in table 8.5.4.1-1:
Table 8.5.4.1-1: MCData Protected Payload message content
	Information Element
	Type/Reference
	Presence
	Format
	Length

	Message Type
	Message type
	M
	V
	1

	Date and Time
	Date and Time of creation of protected payload message.
	M
	V
	5

	Payload ID
	The identifier for the payload.
	M
	V
	4

	Payload sequence number
	The sequence number of the protected payload.
	M
	V
	1

	Payload aAlgorithm
	See 8.5.4.2
	M (NOTE 5)
	V
	1

	Signalling algorithm
	See 8.5.4.2
	O (NOTE 6)
	V
	1

	IV
	Initialisation vector (or nonce) for message
	M
	V
	16

	DPPK-ID
	Key identifier
	M
	V
	4

	Payload
	Protected Payload (Ciphertext)
	M
	TLV-E
	x

	MIKEY_SAKKE I-MESSAGE 
	DPPK(PCK) encapsulated within MIKEY_SAKKE I-MESSAGE
	O (NOTE 4)
	TLV-E
	x



Where ‘Payload' will be the encrypted and integrity-protected payload encoded in a binary format.
NOTE 1:	Date and Time is included as plaintext to allow the MCData server to order end-to-end protected messages and assess whether end-to-end protected messages may have expired.
NOTE 2:	Payload ID and Payload sequence number allow protected payloads to be split over multiple SIP messages.
NOTE 3:	When file is distributed using HTTP, MCData Protected Payload message is distributed as part of protected FD Signalling Payload and the protected binary data representing the file is uploaded using HTTP.
NOTE 4	This information element applies only to off-network communications. It is optionally included, for example, when the originating client does not have an active PCK for the terminating client.
NOTE 5	This field applies to the protection of the data payload field.
NOTE 6	This field applies to the protection of the MCData signalling parameters field, Data signalling payload field, and End to end security parameters fields.  This field defaults to DP_AES_128_GCM (as defined in clause 8.5.4.2) if not present.

-------Next Change--------

[bookmark: _Toc3886448]F.1.5	Calculation of keys for MCData payload protection
The following parameters shall be used to form the input S to the KDF that is specified in annex B of 3GPP TS 33.220 [27]. The key used by the KDF shall be the DPPK:
-	FC = 0x53, (for MCData Payload Protection), 
-	P0 = DPPK-ID.
-	L0 = length of above, expressed in number of bytes (i.e. 0x00 0x17).
The DPPK-ID follow the encoding also specified in annex B of 3GPP TS 33.220 [17].
Where the DPPK is 128-bits, the DPCK shall be 128-bits and hence the 128 least significant bits of the 256 bits of the KDF output shall be used as the signalling protection key. Where the DPPK is 256-bits, the output DPCK shall be 256-bits and hence the entire output of the KDF shall be used.
For MCData signalling parameters, Data signaling payload, and End to end security parameter protection between the MCData client and MCData server, the CSK is used as the DPPK.  When the selected algorithm is DP_AES_128_GCM, the DPCK shall be 128-bits and hence the 128 least significant bits of the 256 bits of the KDF output shall be used as the signalling protection key. When the selected algorithm is DP_AES_256_GCM, the output DPCK shall be 256-bits and hence the entire output of the KDF shall be used.

-------End of Changes--------
[bookmark: _GoBack]
