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5.1
3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
User Plane Gateway Function for Inter-PLMN Security
Acronym: UPGF 
Unique identifier: 860013 
Potential target Release: Rel-16
1
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	X

	Don't know
	
	
	
	
	


2
Classification of the Work Item and Linked Work Items
2.1
Primary Classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other Related Work Items and Dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	FS_SBA_Sec
	Study on Security Aspects of the 5G Service Based Architecture
	Study that this work item is based upon

	
	
	


3
Justification

Security for inter-PLMN control plane signaling was a major part of the SBA security work for Rel-15. Subsequently, the security of inter-PLMN user plane traffic was also identified, for example to protect a network from invalid incoming traffic over the N9 interface.  SA3 studied the topic in the FS_SBA_Sec study and documented it in TR33.855.  The study’s conclusion recommends a new function, the User Plane Gateway Function (UPGF), to be introduced to filter GTP-U traffic on the inter-PLMN N9 interface. 

This WID initiates the corresponding normative work. 
4
Objective

The objective of this work item is:

-
To provide security related normative specification for supporting an inter-PLMN UP Gateway Function, based on the conclusion of the study TR 33.855.
-
To specify binding of SBA signalling sessions to N9 sessions and to develop the necessary N9 security function.
5
Expected Output and Time Scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	33.501
	Updates to amend the 5G system security architecture and procedures to support security of the inter-PLMN N9 interface.
	SA#87 (March 2020)
	


6
Work Item Rapporteur(s)
Steve Kohalmi, Juniper Networks, skohalmi@juniper.net 
7
Work Item Leadership
SA3 
8
Aspects That Involve Other WGs
None identified yet.
9
Supporting Individual Members
	Supporting IM name

	Juniper Networks

	NTT DOCOMO

	Deutsche Telecom

	Ericsson

	Nokia

	Huawei

	BT

	Vodafone

	


