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*********** Begin of 1st Change ************
4.2.4.1.1.2
Handling of ICMP
Requirement Name: Processing of ICMPv4 and ICMPv6 packets

Requirement Description: 

Processing of ICMPv4 and ICMPv6 packets which are not required for operation shall be disabled on the network product. In particular, there are certain types of ICMP4 and ICMPv6 that are not used in most networks, but represent a risk. 

ICMP message types which on receipt lead to responses or to configuration changes are not mentioned in this requirement, but they may be necessary to support relevant and specified networking features. Those must be documented.

Certain ICMP types are generally permitted and do not need to be specifically documented. Those are marked as "Permitted" in below table. 

The network product shall not send certain ICMP types by default, but it may support the option to enable utilization of these types (e.g. for debugging). This is marked as "Optional" in below table.

	Type (IPv4)
	Type (IPv6)
	Description
	Send
	Respond to

	0 
	128
	Echo Reply
	Optional

(i.e. as automatic reply to "Echo Request")
	N/A

	3
	1
	Destination Unreachable
	Permitted
	N/A

	8
	129
	Echo Request
	Permitted
	Optional

	11
	3
	Time Exceeded
	Optional
	N/A

	12
	4
	Parameter Problem
	Permitted
	N/A

	N/A
	2
	Packet Too Big
	Permitted
	N/A

	N/A
	135
	Neigbor Solicitation
	Permitted
	Permitted

	N/A
	136
	Neighbor Advertisement
	Permitted
	N/A


The network product shall not respond to, or process (i.e. do changes to configuration), under any circumstances certain ICMP message types as marked in below table.

	Type (IPv4)
	Type (IPv6)
	Description
	Send
	Respond to
	Process (i.e. do changes to configuration)

	5
	137
	Redirect
	N/A
	N/A
	Not Permitted

	13
	N/A
	Timestamp
	N/A
	Not Permitted
	N/A

	14
	N/A
	Timestamp Reply
	Not Permitted 

(i.e. as automatic reply to "Timestamp")
	N/A
	N/A

	N/A
	133
	Router Solicitation
	N/A
	Not Permitted
	Not Permitted

	N/A
	134
	Router Advertisement
	N/A
	N/A
	Not Permitted


Test Case: 

The test for this requirement can be carried out using a suitable tool or manually by performing the steps described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below. 

Test Name: TC_HANDLING_OF_ICMP

Purpose: 

To verify that the network product does not reply to certain ICMP types in accordance with the requirement. To verify that the network product does not send 'Time Exceeded'.

To verify that the network product does not process, the following ICMPv4 and ICMPv6 types: 

-
"Redirect (5)"

-
Router Solicitation

-
Router Advertisement

Procedure and execution steps:

Pre-Conditions:

-
The tester knows whether the network product supports IPv4 and/or IPv6: 

-
If applicable, the tester has the needed system privileges for confirming that the ICMP messages with types "Not Permitted" to process are indeed not leading to configuration changes..

-
If applicable, the tester has the needed system privileges for confirming that certain ICMP message types are dropped by the network product on receipt.

-
A tester machine is available and equipped with a suitable ICMP packets generator tool. 

Execution Steps

The following needs to be done for all IP protocol versions (IPv4 and/or IPv6) supported by the network element.

For verifying that the network product does not reply to ICMP messages with types where this is not permitted: The tester sends samples of the applicable ICMP messages from the tester machine to the network product and verifies by appropriate means that

-
the messages are dropped on receipt by the network product (e.g. by means of appropriate firewall rules),

-
or no response is sent out towards the test machine,

-
or there are other means ensuring that the ICMP messages cannot trigger a response.

For verifying that the network product does not change its configuration due to receiving ICMP messages with types where this is not permitted: The tester sends samples of the applicable ICMP messages from the tester machine to the network product and verifies by appropriate means that

-
the messages are dropped on receipt by the network product (e.g. by means of appropriate firewall rules),

-
or the network product's applicable system configuration remains unchanged upon receipt of the messages,

-
or there are other means ensuring that the ICMP messages cannot lead to configuration changes.

The tester utilizes appropriate means to verify consistency between the documentation in regard to ICMP and the network product.

Expected Results:

The ICMP messages which are "Not Permitted" or "Optional" to generate a response from the network product do not generate a response.

The ICMP messages which are "Not Permitted" to change the configuration of the network element do not change the configuration.

ICMP message types which lead to responses or to configuration changes on receipt, if neither mentioned in the requirement nor in the documentation are not enabled.

Expected format of evidence:

The following information needs to be retained and included into the report as appropriate:

-
Tools used and their configuration

-
Tool output

-
Test result (Passed or not)

*********** End of 1st Change ************
*********** Begin of 2nd Change ************
4.2.4.1.1.3
Handling of IP options and extensions
Requirement Name: IP packets with unnecessary options or extension headers shall not be processed.

Requirement Description: 

IP packets with unnecessary options or extension headers shall not be processed. IP options and extension headers (e.g. source routing) are only required in exceptional cases. So, all packets with enabled IP options or extension headers shall be filtered.

Test Case: 

The test for this requirement can be carried out using a suitable tool or manually by performing the steps described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below. 

Test Name: TC_HANDLING-IP-OPTIONS-AND-EXTENSIONS

Purpose: To verify that the network product provides functionality to filter out IP packets with unnecessary options or extension headers.

Procedure and execution steps:

Pre-Conditions:

-
The manufacturer declares in the documentation accompanying the network product at least the following information: 

-
The support of filtering capability for IP packets with unnecessary options or extensions headers.

-
The actions performed by the network product when an IP packet with unnecessary options or extensions headers is received (e.g. the packet is dropped, the options or extensions are ignored and the packet is treated as if it has no IP options, etc.) .

-
Guidelines on how to enable and configure this filtering capability.

-
The network product has at least one physical interface named if1 supporting both IPv4 and IPv6. If the network product does not support IPv6 then IPv6 related steps and checks may be skipped.
-
A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product is available .

-
The tester has administrative privileges.

-
A tester machine is available with a tool able to send IPv4 packets with the IP Options and IPv6 packets (if supported by the network product) with Extension Header set (e.g. Scapy).

Execution Steps

1.
The tester logs in the network product.

2.
The tester configures on the network product a filtering rule to drop all IP packets containing an IP Option set

a)
The tester establishes an O&M session on if1 interface

b)
Using the tool (e.g. Scapy) the tester sends from the tester machine an IPv4 TCP SYN packet with an appropriate destination portto if1 interface without setting any IP Options

c)
Using the network traffic analyser, the tester verifies that the IP packet is received by the network product and the tester verifies that the corresponding ACK message is sent back.

d)
Using the tool (e.g. Scapy) the tester sends an IPv4 TCP SYN packet with an appropriate destination port  and an IP Option set to the if1 interface 

e)
Using the network traffic analyser, the tester verifies that the IP packet is received by the network product but no ACK message is sent back. This confirm the packet is dropped as expected from the filtering rule.

3.
The tester configures on the network product a filtering rule to drop all incoming packets based on specific Extension Header Types, e.g. packets with the Routing Header extension. Step 3 may be skipped if the network product does not support IPv6. 

a)
Using the tool (e.g. Scapy) the tester sends from the tester machine an IPv6 TCP SYN packet with an appropriate destination port  to if1 interface without setting any extension header

b)
Using the network traffic analyser, the tester verifies that the IP packet is received by the network product and the tester verifies that the corresponding ACK message is sent back.

c)
Using the tool (e.g. Scapy) the tester sends an IPv6 TCP SYN packet with an appropriate destination port  and an extension header set to the if1 interface 

d)
Using the network traffic analyser, the tester verifies that the IP packet is received by the network product but no ACK message is sent back. This confirm the packet is dropped as expected from the filtering rule.

Expected Results:

The network product discards IPv4 packets with unnecessary options or IPv6 packets (assuming the network product supports IPv6) with extension header.

Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
Used tools and their configurations

-
Settings and configurations used

-
Pcap trace

-
Screenshot

-
Test result (Passed or not)

*********** End of  Change ************
