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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	 


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	 


3
Justification

3GPP Release 15 introduces a service based representation of the 5G core network for the very first time. This so-called Service Based Architecture (SBA) has fundamental impacts on the way new services are created and how the individual Network Functions (NF) cooperate – not only is the core network decomposed into smaller functional elements, the communication between these elements is also expected to be more flexible, routed via a common service bus. A more open and adaptable system design necessitates different approaches to enforce the security requirements of 3GPP systems, whilst not impeding flexible service creation and future innovations.
Along with the abovementioned architectural changes, SBA further introduces changes to the protocol stack and serialization format of the 5G core network. These as well will have to be studied by SA3 and may result in additional requirements for further Stage 3 work concerned with the design of Service Based Interfaces (SBI).
4
Objective

The objective of this study item is to investigate the following security aspects related to SBA in 3GPP Rel-15:
-
NF-NRF Authentication during NF registration and service discovery
-
NF-NRF Authorization during NF registration and service discovery
-
NF-NF Authentication during service access

-
NF-NF Authorization during service access

-
Security for inter-PLMN signalling (N32 reference point), taking into account intermediaries in the form of IPX providers in between different PLMNs
-
SEPP security policies that determine the application layer protection to be applied

-
Confidentiality as well as integrity and replay protection for messages exchanged between NFs
No additional Rel-15 normative work is expected to come out of this study item.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.xxx
	Internal TR
	Rudolph, Hans Christian, Deutsche Telekom AG, hans-christian.rudolph@telekom.de
	TSG#80
06/2018
	TSG#81
09/2018
	


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
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Work item Rapporteur(s)
Hans Christian Rudolph, Deutsche Telekom AG, hans-christian.rudolph@telekom.de

7
Work item leadership

SA3
8
Aspects that involve other WGs
None
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