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*** Start of Change 1 ***
4.9.2
Common Parameters

This clause defines parameters which are required on T8 interface:

T8 Transaction Reference ID (TTRI) is a parameter which refers to transactions (e.g. Set Chargeable Party Request followed by Set Chargeable Party Response, NIDD Submit, etc.) between the SCEF and the SCS/AS when using T8 interface. The transactions consist of one request message followed by one or more response messages. It is created by the originator of the transaction, and is unique through the duration of the transaction. It is stored on both the SCEF and the SCS/AS for the duration of the transaction.

T8 Long Term Transaction Reference ID (TLTRI) is a parameter which refers to long term transaction (e.g. NIDD Configuration, Group Message Request, Monitoring Event configuration) between the SCEF and the SCS/AS when using T8 interface. Long term transactions consist of one or more request messages which may have one or more response messages i.e. one or more transactions represented by TTRI. It is created by the originator of the transaction, and is unique through the duration of the transaction. It is stored on both the SCEF and the SCS/AS for the duration of the transaction.

T8 Destination Address is a parameter that is included by the SCS/AS in T8 messages where the SCS/AS can request response to a specific address.

Accuracy is an optional parameter which indicates the desired level of accuracy of the requested location information. It could be at cell level (CGI/ECGI) for GPRS/UTRAN/E-UTRAN, or (eNodeB-ID) eNodeB level, or (TAI/RAI) TA/RA level, or (PLMN-ID) PLMN-level, or TWAN identifier in TWAN access, or other formats e.g. shapes (e.g. polygons, circles etc.) or civic addresses (e.g. streets, districts etc.) or geographic co-ordinate (latitude, longitude) etc.

NOTE:
The exact definition of other formats such as shapes or civic addresses or geographic coordinate is left up to Stage 3.

Idle Status Indication is an optional parameter indicating the need for an SCS/AS to be notified of when a UE, for which PSM or extended idle mode DRX is enabled, transitions into idle mode.

TLTRI for Deletion identifies the TLTRI of the long-term transaction being requested for deletion.

*** Start of Change 2 ***
5.6.3.1
Reporting Procedure

The following figure illustrates the common procedure flow of reporting Monitoring Events that are detected by the MME/SGSN or HSS. The steps specific to different Monitoring Event types are detailed in clauses 5.6.3.2 to 5.6.3.8.
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Figure 5.6.3.1-1: Monitoring event reporting procedure

1a.
A Monitoring Event is detected by the MME/SGSN at which the Monitoring Event is configured.

1b. Either a Monitoring Event is detected by the HSS, or the HSS needs to inform the SCEF about the change of status (suspend/resume/cancel) of an ongoing monitoring if an event related with the change of monitoring support at the serving node, (e.g. lack of monitoring support in MME/SGSN or revocation of monitoring authorization) is detected in the HSS.

2a.
The MME/SGSN sends a Monitoring Indication (SCEF Reference ID(s), Monitoring Event Report, User Identity) message to the SCEF. If the Monitoring Event configuration was triggered by a One-time Monitoring Request, then the Monitoring Event configuration is deleted by the MME/SGSN upon completion of this step. If the MME/SGSN has a Maximum Number of Reports stored for this monitoring task, the MME/SGSN shall decrease its value by one. If the Monitoring Event configuration includes User Identity, the MME/SGSN sends the Monitoring Indication message including the User Identity. So that the SCEF can determine what groups the report pertains to, multiple SCEF Reference IDs can be included if the UE is part of multiple groups that require the same monitoring indication.
2b.
When reporting for an individual UE or individual Group Member UE, the HSS sends a Monitoring Indication (SCEF Reference ID(s), External ID or MSISDN, Monitoring Event Report) message to the SCEF. External ID or MSISDN are only included if the indication is associated with an individual Group Member UE. If the Monitoring Event configuration was triggered by a One-time Monitoring Request, then the Monitoring Event configuration for the individual UE and for the individual group member UE is deleted by the HSS upon completion of this step. If the HSS has a Maximum Number of Reports stored for this monitoring task, the HSS shall decrease its value by one. So that the SCEF can determine what groups the report pertains to, multiple SCEF Reference IDs can be included if the UE is part of multiple groups that require the same monitoring indication. If Group Reporting Guard Time was provided during the Monitoring Event configuration procedure, the HSS accumulates a Monitoring Event for the UEs of the group within the Group Reporting Guard Time. After the Group Reporting Guard Time expiration, the HSS send a Monitoring Indication (SCEF Reference ID, Monitoring Event Report Set, External Group ID, External ID(s) or MSISDN(s)) message to the SCEF. The External Group ID may be included in the message to indicate that the event has been detected for all group members. When the External Group ID is included in the indication, External ID(s) and MSISDN(s) are optional.
NOTE:
For the group-basis Monitoring Event configuration, the HSS may divide the accumulated Monitoring Event Reports into multiple Monitoring indication messages due to the limitation of the message size.

3a.
Using the SCEF Reference ID, the SCEF retrieves the associated TLTRI along with the T8 Destination Address.

If the TLTRI refers to a Monitoring Event Configuration for a single UE, the SCEF sends a Monitoring Indication (TTRI, TLTRI, Cause, Monitoring Event Report) message to the identified destination. If the TLTRI refers to a group-based Monitoring Event configuration, and if no Group Reporting Guard Time was set, then the SCEF sends a Monitoring Indication (TTRI, TLTRI(s), Cause, Monitoring Event Report) message to the identified destination. So that the SCEF can determine what groups the report pertains to, multiple SCEF Reference IDs can be included if the UE is part of multiple groups that require the same monitoring indication. If the TLTRI refers to a group-based Monitoring Event Configuration, and if Group Reporting Guard Time was provided during the Monitoring Event configuration procedure, then the SCEF accumulates Monitoring Event for the UEs of the group until the Group Reporting Guard Time expiry. Upon expiration of which, the SCEF sends a Monitoring Indication (TTRI, TLTRI, Cause, list of (External Identifier or MSISDN, Monitoring Event Report)) message to the identified destination. A list of accumulated Monitoring Event Report for each UE identified by either External Identifier or MSISDN is also included.


When the maximum number of reports is reached for a Continuous Monitoring Request for an individual UE, the SCEF requests the HSS (for monitoring events configured via HSS) or MME(s)/SGSN(s) (for monitoring events configured directly with the MME/SGSN) to delete the related monitoring event and deletes also its associated Monitoring Event configuration according to the procedure of clause 5.6.1 step 3-8.


In the case of a One time Monitoring Request configured via HSS for which a report is received from the MME/SGSN (step 2a), the SCEF requests the HSS to delete the related monitoring event and deletes also its associated Monitoring Event configuration per the procedure of clause 5.6.1 step 3-8.


When the Monitoring Duration expires for a continuous Monitoring Request for an individual UE in the HSS, the MME or the SGSN, then each of these nodes shall locally delete the related monitoring event and the Monitoring Event configuration associated with it.

3b.
For each Monitoring Indication message received in step 3a, the SCS/AS sends a Monitoring Indication Response (TTRI, Cause) message to the SCEF. Cause value reflects successful or unsuccessful acknowledgement of Monitoring Indication message.

*** Start of Change 3 ***
5.6.9
Network-initiated Explicit Monitoring Event Deletion Procedure

The procedure is used by the SCEF towards the SCS/AS to delete a previously configured Monitoring Event.
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Figure 6.5.9-1: Network-initiated Explicit Monitoring Event Deletion Procedure

0.
A Monitoring Event configuration procedure according to clause 5.6.1 or clause 5.6.6 has already executed successfully.

1.
Due to certain conditions (e.g. for a single UE processing, a previously set subscribed periodic RAU/TAU Timer from one SCS/AS is being overwritten by another SCS/AS, or for group based processing, if a given External Group ID for which a previous group request was accepted is now no longer valid) HSS triggers a Monitoring Response message or Monitoring Indication message towards the SCEF and includes SCEF Reference ID of a previously accepted Monitoring Event which needs cancellation.

1b.
The HSS also deletes the previously configured Monitoring Event in the MME/SGSN, if applicable, e.g. at deletion of an External Group ID in the HSS.

2.
Based on the SCEF Reference ID for cancellation included in step 1a or local context lookup in step 1b, the SCEF determines TLTRI of the configured Monitoring Event which needs cancellation.

3. The SCEF sends a Cancel Monitoring Event Request (TTRI, TLTRI, Cause) message to the T8 Destination Address. Cause value indicates the reason for cancellation of the previously configured Monitoring Event.

4.
The SCS/AS sends a Cancel Monitoring Event Response (TTRI, Cause) message to the SCEF. The SCS/AS deletes T8 context associated with the TLTRI received in step 3. Cause indicates the result of the procedure.

5.
The SCEF deletes T8 context and the SCEF EPS Bearer context associated with the TLTRI sent in step 3.

*** Start of Change 4 ***
5.13.2
NIDD Configuration

Figure 5.13.2-1 illustrates the procedure of configuring necessary information at the SCEF and HSS. The procedure can also be used for replacing and deleting configuration information.

NOTE 1:
In order to avoid MO NIDD failure, the NIDD configuration procedure should be performed by the SCS/AS prior to the UE establishing a PDN Connection that is served by the SCEF. MT non-IP data from the SCS/AS can be contained in the NIDD Configuration Request message.
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Figure 5.13.2-1: Configuration for NIDD procedure

1.
The SCS/AS sends an NIDD Configuration Request (External Identifier or MSISDN, SCS/AS Identifier, TTRI, NIDD Duration, T8 Destination Address, TLTRI, Requested Action, PDN Connection Establishment Option, Reliable Data Service Configuration) message to the SCEF. PDN Connection Establishment Option an optional field that is used to indicate what the SCEF should do if the UE has not established the PDN connection and MT non-IP data needs to be sent (wait for the UE to establish the PDN connection, respond with an error cause, or send a device trigger; see step 2 of the MT NIDD Procedure in clause 5.13.3). When PDN Connection Establishment Option is included in the Configuration of NIDD procedure, the SCEF will use the value as the default preference from the SCS/AS when handling all MT non-IP packets associated with the NIDD connection. Reliable Data Service Configuration is an optional parameter that is used to configure the Reliable Data Service (as defined in clause 4.5.14.3) including port numbers for originator application(s) and receiver application(s).

When MT non-IP data is included in the NIDD Configuration request message, the SCEF can send the MT non-IP data to the UE only after a PDN connection to the SCEF is established as defined in clause 5.13.1.2. In such cases, upon successful completion of step 6 of the NIDD Configuration procedure, steps 2-9 from clause 5.13.3 are executed. When MT non-IP data is included in the request, the SCS/AS should also provide the parameters in step 1 of clause 5.13.3 so that the SCEF can properly execute steps 2-9 from clause 5.13.3.

NOTE 2:
It is up to the SCS/AS to determine whether and if NIDD Duration can be set to never expire.

NOTE 3:
The SCS/AS is expected to be configured to use the same SCEF as the one selected by the MME/SGSN during the UE's attachment to the network.

NOTE 4:
A relative priority scheme for the treatment of multiple SCS/AS NIDD Configuration Requests, e.g. for deciding which requests to serve under overload condition, can be applied. This priority scheme is an implementation option that is used locally by the SCEF, i.e. it is neither used nor translated in procedures towards other functions.

NOTE 5:
When more than one SCS/AS is associated with a PDN connection, the parameters that are provided in step 1 can be provisioned in the SCEF based on operator policy or configuration. In which case, any parameters that are provided in step 1 that conflict with the provisioned values are ignored.

2.
If the Requested Action is set to "Cancel" it indicates the purpose of the request is to cancel the transaction identified by TLTRI and the flow proceeds to step 6. If the Requested Action is set to "Update", the purpose of the transaction is to update the parameters associated with the configuration (i.e. Reliable Data Service, PDN Connection Establishment Option). Otherwise, the request is for a new NIDD configuration and the SCEF stores the External Identifier or MSISDN, TLTRI, SCS/AS Identifier, T8 Destination Address, PDN Connection Establishment Option, and NIDD Duration. If either the SCS/AS is not authorized to perform this request (e.g. based on policies, if the SLA does not allow for it) or the NIDD Configuration Request is malformed, the SCEF performs step 6 and provides a Cause value appropriately indicating the error. Depending on the configuration, the SCEF may change the NIDD Duration.

3.
The SCEF sends an NIDD Authorization Request (External Identifier or MSISDN, APN) message to the HSS to authorize the NIDD configuration request for the received External Identifier or MSISDN, and to receive necessary information for NIDD, if required.

NOTE 6:
The SCEF uses the SCS/AS Identifier and External Identifier or MSISDN that was obtained in step 1 to determine what APN will be used to enable transfer of non-IP data between the UE and the SCS/AS. This determination is based on local policies.

4. The HSS examines the NIDD Authorization Request message, e.g. with regard to the existence of External Identifier or MSISDN, maps the external identifier to IMSI and/or MSISDN and updates the SCEF ID field of the PDN subscription context for the provided APN with the requesting SCEF's ID. If this check fails, the HSS follows step 5 and provides a result indicating the reason for the failure condition to the SCEF.

5.
The HSS sends an NIDD Authorization Response (IMSI and MSISDN or External Identifier, Result) message to the SCEF to acknowledge acceptance of the NIDD Authorization Request. The IMSI and, if available, the MSISDN (when NIDD Configuration Request contains an External Identifier) or if available, External Identifier(s) (when NIDD Configuration Request contains an MSISDN) are returned by the HSS in this message. This allows the SCEF to correlate the SCS/AS request received in step 1 of this procedure to the T6a/T6b Connection established (see clause 5.13.1.2) for this user.

6.
The SCEF sends an NIDD Configuration Response (TTRI, Maximum Packet Size, Reliable Data Service Indication, and Cause) message to the SCS/AS to acknowledge acceptance of the NIDD Configuration Request and the deletion of the identified NIDD configuration, if it was requested. If the NIDD Configuration was accepted, the SCEF will create an association between the TLTRI, External Identifier or MSISDN, IMSI, and EBI of the non-IP PDN Connection. In the MT NIDD procedure, the SCEF will use TLTRI and External Identifier or MSISDN to determine the IMSI and EBI of the non-IP PDN Connection. In the MO NIDD procedure, the SCEF will use the IMSI and EBI to obtain the TLTRI, External Identifier or MSISDN. The Reliable Data Service Indication indicates if the Reliable Data Service is enabled in the APN configuration. The Maximum Packet Size is the maximum NIDD packet size that was transferred to the UE by the SCEF in the PCO, see clause 4.5.14.1. If no maximum packet size was provided to the UE by the SCEF, the SCEF sends a default configured max packet size to SCS/AS.
*** Start of Change 5 ***
5.13.4
Mobile Originated NIDD procedure
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Figure 5.13.4-1: Mobile Originated NIDD procedure

1.
The UE sends a NAS message with EPS bearer ID and non-IP data, the Reliable Data Service header is included if the Reliable data service is enabled, to the MME as per the procedure described in clause 5.3.4B.2 of TS 23.401 [7] (steps 0 - 2) or the UE sends data to the SGSN (see clause 9.3 and 9.6 of TS 23.060 [6]) on a PDP Context of PDN type Non-IP associated with a T6b interface.

2.
The MME/SGSN sends NIDD Submit Request (User Identity, EBI, SCEF ID, non-IP data, MO Exception data counter) message to the SCEF. In the roaming case, the MME/SGSN sends the message to the IWK-SCEF which forwards the message to the SCEF over T7. The MME only includes the MO Exception data counter if the RRC establishment cause is set to "MO exception data" and the UE is accessing via the NB-IoT RAT. The MME maintains the MO Exception Data Counter and sends it to the SCEF as described in TS 29.128 [37].


For E-UTRAN, if there is a Service Gap timer running in the MME for the UE and the MME is not waiting for a MT paging response from the UE, the MME does not send a NIDD Submit Request but instead rejects the request by discarding the NAS data PDU received from the UE and sends a Service Reject message to the UE with an appropriate cause. The MME may also provide UE with a Mobility Management Back-off timer set to the remaining value of Service Gap timer (see TS 23.401 [7], clause 4.3.17.9).

NOTE 1:
The above Service Gap enforcement is for UEs that do not support Service Gap Control. UEs that do support Service Gap Control will not invoke this procedure when the Service Gap timer is running in the UE.

3.
When the SCEF receives the non-IP data on the T6a/T6b (or T7) interface, and finds an SCEF EPS bearer context and the related T8 Destination Address, then it sends the non-IP data to the SCS/AS that is identified by the T8 Destination address in a MO NIDD Indication (External Identifier or MSISDN, non-IP data, TTRI, TLTRI, Reliable Data Service Configuration). The Reliable Data Service Configuration is used to provide the SCS/AS with additional information when the Reliable Data Service (as defined in clause 4.5.14.3) is enabled (e.g. indicate if an acknowledgement was requested and port numbers for originator application and receiver application). If no T8 Destination address is associated with the UE's PDN connection, the data is discarded, MO NIDD Indication is not sent, and the flow continues at step 5.

NOTE 2:
It is left to stage 3 whether or not the SCEF aggregates MO NIDD Indication messages to the SCS/AS.

4.
The SCS/AS responds to the SCEF with a MO NIDD Acknowledgement (TTRI, Cause).

5.
The SCEF sends NIDD Submit Response to MME/SGSN. In the roaming case, the SCEF sends the message to the IWK-SCEF over T7 and the IWK-SCEF forwards the message to the MME/SGSN over T6a/T6b. If the SCEF cannot deliver the data, e.g. due to missing SCS/AS configuration, the SCEF sends an appropriate error code to the MME/SGSN. If the Reliable Data Service is enabled in the APN configuration and the non-IP packet indicates that an acknowledgment is requested, then the SCEF follows the Mobile Terminated NIDD Procedure in clause 5.13.3, steps 3-9.
NOTE 3:
If the SCS/AS has Downlink data to send (e.g. an application level acknowledgement for the NIDD delivery), it follows the Mobile Terminated NIDD Procedure in clause 5.13.3.
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