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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	760044
	Study on the Wireless and Wireline Convergence for the 5G system architecture
	 Antecedent study item


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	780004
	Study on user centric identifiers and authentication
	SA1 TR 22.904. The scope of this SA1 Study includes the following:

- identifying users of devices behind a gateway with a 3GPP subscription, but without the devices having a dedicated 3GPP subscription 
- using a user identifier being linked to a subscription to access 3GPP services via non-3GPP access


3
Justification

Wireless and Wireline Convergence for the 5G system architecture is an on-going study in SA2 WG (SID FS_5WWC). This study aims to natively support wireline access networks in the 5G system. In addition, the SA2 study takes Trusted Non-3GPP Access into account. 

The integration of wireline access networks will also have an impact on security. For example, the SA2 study introduces a number of new network elements, such as 5G-RG and FN RG, in order to allow a 5G UE to access the 5GCN. 
A relevant question is how to deal with the security (e.g., authentication, authorization, accounting, key agreement, key distribution and management, security at handovers) for 5G UEs in Wireless and Wireline Convergence scenarios. 
In addition, SA2 (see SID in SP-180115) will study how to support end user device without a UICC which connect to the convergent 5G CN from behind a Residential Gateway. Current Stage 1 5GS security does not account for such devices. New security architecture and, possibly, new security/trust models allowing such UICC-less end-user devices to connect to the 5G CN have to be studied because the SA2 SID (SP-180115) will study how to support end user device without a UICC which connects to the convergent 5G CN from behind a Residential Gateway (RG).  Furthermore, SA2 will also study ways to support legacy RGs based on output from the Broadband Forum (BBF). The legacy RGs are UICC-less devices which also do not terminate NAS (N1). However, 5G services may be provided to these devices.
It is therefore necessary to study whether there is a need for new or enhanced security signalling/procedures to authenticate UEs accessing 5GC via 5G-RG, protection of (new) signalling between the 5GC and the newly introduced network functions, dealing with privacy issue that the convergence architecture will meet, ensure that a 3GPP UE or a user device behind RGs can securely connect to the converged 5GCN etc. The security aspect is one of the critical features of this work.
4
Objective

The objective of this study item is to investigate the following Wireless and Wireline Convergence for the 5G aspects:
· Security between a 5G-RG and 5GC, such as the authentication method, and how to protect the user data and signalling

· Security between a FN RG and 5GC, such as the authentication method, and how to protect the user data and signalling
· Access independent security for User Plane traffic.
· Security for a 3GPP UE behind a 5G-RG or a FN RG, such as where is the placement of a security termination point, and the role of a 5G-RG or a FN RG
· Security for a user device without a UICC device behind a 5G-RG or a FN RG, such as where is the placement of a security termination point, and the role of a 5G-RG or a FN RG, Security of trusted and untrusted non-3GPP access aiming to re-use the traditional trusted access part of non-3GPP access
· Secure storage and processing of subscription credentials, and identifiers of a 5G-RG, a FN RG and a UE behind a 5G-RG or a FN RG
· Identity Management aspects of Wireless and Wireline Convergence, including identities and access management for RGs, 3GPP UEs behind a RG, and devices without a UICC behind a RG, users and applications on the UEs and devices.

· Address the privacy issues in the convergence architecture, if any
· If security terminates at the 5G RG, there is a need to ensure privacy between different members of the household e.g.  more than one  Wi-Fi security association.     
· Security for supporting legacy RG, i.e., a RG without UICC support, which also does not terminate NAS(N1), The scope is limited based on the conclusion of the study in SA2.
The study shall be based on SA2’s work, such as the potential architecture impact and signalling procedures. The security-relevant consideration from the BBF will be studied when such considerations are relevant to the scope of the SA2 Study. 
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.XXX


	Internal TR

	He Li, Huawei Technologies 
lihe2@huawei.com
	TSG#81
(September 2018)
	TSG#83
(March 2019)
	


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
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Work item Rapporteur(s)
He Li, Huawei Technologies, LIHE2@HUAWEI.COM
7
Work item leadership

SA3
8
Aspects that involve other WGs
SA2 defines stage 2 architecture.
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Supporting Individual Members 
	Supporting IM name

	Huawei

	Hisilicon

	KPN

	DT

	Interdigital

	Broadcom

	Lenovo

	Motorola Mobility

	ZTE

	China Mobile

	CATT

	China Unicom

	Nokia

	Ericsson

	NEC

	Intel Corporation

	BT

	

	

	

	

	

	

	


