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1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	X
	
	
	
	

	No
	
	
	
	
	

	Don't know
	
	X
	X
	X
	


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	-
	-
	-


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	-
	-
	-


3
Justification

The current mobile security architectures – GSM / GPRS, UMTS and LTE – rely almost entirely on the secrecy of the long term secret key (called Ki in GSM / GPRS, or K in UMTS/LTE – we will call it Ki here). 

The fundamental security assumption is that the attacker does not know Ki.  But if this security assumption fails, the loss of security is catastrophic.  

Long Term Key(s) Ki might massively or individually leak to an attacker or attackers for a number of reasons, e.g.:

a. compromise at the factory (SIM vendor or subscription manager) where Ki is generated

b. compromise of the communication channel over which Ki is transported from SIM vendor or subscription manager to mobile operator

c. compromise of the mobile operators’ equipment or software
d. insider attack at a mobile operator or SIM vendor

e. local attack (e.g. side channel) on the SIM card in the supply chain

f. local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer

g. by accident due to misconfiguration in the mobile operator network
Operators and vendors should of course try to prevent any of (a) – (g) from happening.  But the risks could be significantly reduced by a mechanism to recover from a compromise of the long term key Ki.

Currently, there is no standardized mechanism within 3GPP that enables the secure and expedited recovery from Ki compromise and update of the 3GPP specified long term keys in both the USIM and HLR/HSS either in bulk or for an individual subscriber.  
This means that currently, if long term keys are exposed (through accidental exposure or other compromise), the only existing method of recovering from the compromise and re-establishing the same level of security is replacement/re-issuance of the USIM/UICC(s) (or USIM profile in eUICC(s)) and updating the HLR/HSS key(s). This study will consider existing and new solutions.
This study will not include the management of subscriptions.

4
Objective

This study item will:

· Identify which Long Term Keys should be updatable within this proposed feature.
· Identify the 3GPP/non 3GPP elements that would be affected by the update of these keys.

· Identify the Key Issues relating to the updating of long term keys.

· Identify potential requirements for the updating of long term keys.

· Identify its applicability to GSM, UMTS, LTE and 5G and how the requirements may change across these technologies. 

· Identify solutions for the updating of long term keys.

· Evaluate the solutions for the updating of long term keys.

· Conclude on the best solutions(s) for the updating of long term keys.

· Make recommendations for further work.
Potential solutions may also come from, ETSI SCP or GSMA
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	Series
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	Internal TR

	33.xxx

	3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Study on Long Term Key Update Procedures
	SA#77
	SA#78
	rapporteur:    

Evans, Tim, Vodafone, tim.evans1@vodafone.com


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	-
	-
	-
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Work item Rapporteur(s)
Evans, Tim, Vodafone, tim.evans1@vodafone.com
7
Work item leadership

3GPP TSG SA WG3 (Security)
8
Aspects that involve other WGs
None
9
Supporting Individual Members
	Supporting IM name

	Vodafone

	BT PLC

	Deutsche Telekom

	KPN

	China Mobile

	Interdigital

	360 Technology

	Sprint

	AT&T

	G&D

	Oberthur Technologies


