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*****************START OF FIRST CHANGE**********************

8
Evaluation of solutions


8.1
Signaling protection and IMS authentication

8.1.0
Introduction

Signalling protection applies to both the signalling layer and application layer.
At the signalling layer, solution #1 in clause 7.1 reuses existing IMS security mechanisms for MCPTT UE authentication and also to protect signaling messages. Hence, no evaluation needs to be performed, as this solution have no system impacts.
At the application layer, solution #12 to #17 require evaluation.

8.1.1
Potential requirements relating to application layer security
The security analysis conducted in clause 6 established a number of requirements which impact application layer security. The relevant requirements are listed below:

-
The MCPTT Service shall provide a means to ensure integrity of all MCPTT user signalling at the application layer.

-
The MCPTT Service shall protect the administrative and security management parameters from manipulation by individuals who are not explicitly authorized by the Mission Critical Organization.

-
The MCPTT service shall provide a means to support confidentiality of MCPTT user identities from all entities outside the MCPTT service.

-
The MCPTT service shall provide a means to support confidentiality of MCPTT signalling from all entities outside the MCPTT service.

-
The MCPTT Service shall provide a means to support the confidentiality and integrity protection of location information transmitted from the MCPTT UE to the MCPTT application server.

-
The MCPTT identities of each plane shall be used within the corresponding plane and concealed to other planes.
-
When required by the MCPTT Service provider, MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in 3GPP TS 23.179 [2], clause 8.1), shall be contained within the application plane and shall provide a means to support confidentiality and integrity of the application plane from the SIP signaling plane.
8.1.2
S/MIME CEK Key management

There are two solutions that provide adequate and secure key management of the Content Encryption Key used to protect SIP MIME contents on the SIP-1 and SIP-2 interfaces. One is Solution #14 "Identity Based Cryptography Managed Content Encryption Key for S/MIME" and the second is Solution #13 "KMS Managed Content Encryption Key for S/MIME".

Solution #14 leverages the proposed media protection method of Identity Based Cryptography where only the endpoints (the MCPTT client and the MCPTT application server) have knowledge of the content encryption key and there is no reliance on the KMS for key generation and distribution. This solution does however require special message processing by the server during the initial transfer of the CEK to the server where decryption of the CEK needs to be performed before message authentication is validated.

Solution #13 provides straight forward key distribution from the KMS to the MCPTT client and from the KMS to the MCPTT application server. The KMS controls the creation and key management of the CEK which may defend against spoofing attempts to distribute a false CEK. The KMS already controls the creation and management of other keys (group keys for media protection, for instance). This solution does not require special processing of key management messages as in Solution #14 (i.e. decryption before message authentication), however additional key management operations may be needed (UPDATE, PUSH, PULL) to maintain concurrency and synchronization of the CEK with the client and server endpoints.

While Solution #14 does maintain secrecy of the CEK between SIP endpoints, solution #13 is a more straight-forward key management design and does not require special processing of any SIP messages. The KMS is designed for key distribution and already provides for group media key distribution. Therefore it is recommended that solution #13 be chosen for S/MIME CEK key management.
8.1.3
Evaluation of sensitive application signalling

Solution #12, #13, #15, #16 and #17 are the proposed methods for protecting sensitive application signalling sent in XML between the MCPTT UE and MCPTT Server. To summarise the proposals:

- 
Solution #12 defines how to use S/MIME to protect sensitive application signalling.

- 
Solution #13 defines how perform key management to support solution #12 as discussed in clause 8.1.2.

- 
Solution #15 defines how to use content indirection to protect sensitive identities.

- 
Solution #16 defines how to use Content Message Syntax (CMS) to protect locations in support of solution #15.

- 
Solution #17 defines how to use xmlsec to protect sensitive application signalling.

Solution #12 provides a standard method for protecting the entire XML body. However, it is not straightforward to apply S/MIME to protect individual XML fields.

Solution #15 does not require complex key management, but may require MCPTT UEs to perform HTTP requests as part of signalling flows. Solution #16 is also required for protecting locations.

Solution #17 provides a flexible method for application signalling protection, allowing the entire XML body to be protected or individual XML element content. Content indirection is also supported by xmlsec should this be required. As a result, all requirements in clause 8.1.1 can be met.
All solutions need to ensure that SIP core operators are able to meet regulatory obligations. To this end, protection of application layer signalling has been restricted to public safety use only and to individual element content. 

As solution #17 is able to meet all requirements to protect sensitive application signalling, and is able to protect individual XML element content, this solution is agreed to be the method for protecting sensitive application signalling within MCPTT.
*****************END OF FIRST CHANGE**********************
*****************START OF SECOND CHANGE**********************

9.1
Signaling protection and IMS authentication

9.1.0
Introduction

For IMS authentication (step B) and signaling protection, solution 1 in clause 7.1 is adopted as the basis for the normative work, which is in line with the conclusions in TS 23.179 [10].
9.1.1
S/MIME CEK key management

If S/MIME is chosen, then for S/MIME CEK key management based on the evaluation in clause 8.1.2, solution #13 is chosen as the key management method for the S/MIME Content Encryption Key used to protect the SIP MIME contents.

9.1.2
Sensitive Application Signalling Protection
Based on the analysis in clause 8.1, xmlsec as defined in solution #17, is chosen to provide protection for sensitive application plane signalling.
*****************END OF SECOND CHANGE**********************
