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*****************************************Start of change*****************************************
Annex F (Informative):
Network options for PC3 security

F.1
General 

The present annex describes the network options for securing PC3 and PC8 interfaces.

F.2
Prose Function using standalone BSF

The network option for Prose Function using standalone BSF is described below:
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Figure F.2-1: Prose Function using standalone BSF.

This architecture follows the GBA architecture, where the ProSe Function and the ProSe Key Management Function are acting as a NAF.

F.3
BSF - Prose Function/NAF colocation 

The network option for Prose Function using standalone BSF is described below: 
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Figure F.3-1: BSF – Prose Function colocation

In this architecture the BSF is colocated with the ProSe Function and the ProSe Key Management Function acting as a NAF. Zn interface is present between BSF and ProSe Function and also between BSF and ProSe Key Management Function. 
F.4
Prose Function with bootstrapping entity

The network option for Prose Function with bootstrapping entity is described below:
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Figure F.4-1: Prose Function with bootstrapping entity 
In this architecture the ProSe Function and the ProSe Key Management Function are enhanced in the way that the subset of BSF and NAF functionality towards the UE is reused, specifically the protocols defined for Ub and Ua reference points. Interfaces Zn and Zh are not used. Functionality of retrieving the authentication vector in order to support the mutually authenticated key exchange is the responsibility of the PC4a interface between the ProSe Function and the HSS, or the PC4a* interface between ProSe Key Management Function and HSS.
********************************************* End of change ************************
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