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17.2
ProSe One To Many Communications 
17.2.1
General

Proximity Service (ProSe) are specified in TS 23.303 [54]. This includes one to many communications among Public Safety ProSe UEs with such communication occuring while the UEs are in proximity. There are several procedures that takes place with network elements as part of a typical one-to-many commuication. The UE needs to be authorised by the ProSe Function, and receive keys from the ProSe Key Management Function (PKMF - see TS 33.303[aa]). After such a communication, the UE reports the relevant usage information to the ProSe Function. This subclause details the interception at the ProSe Function and ProSe Key Management Function. 
NOTE: The present document does not provide a solution for the interception of content of communication.
Editor’s note: Interception of ProSe one-to-many communication with the group as the target is FFS.
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Figure 17.2-1: ProSe One To Many Communications Intercept configuration

Figure 17.2-1 shows the IRI interception configuration for ProSe one to many communications. The HI2 interface represents the interface between the LEMF and the delivery function. The delivery function is used to distribute the Intercept Related Information (IRI) to the relevant LEMF(s) via HI2. See clause 4 for more information on the ADMF and other interfaces.


The target identity for interception is  the IMSI. The activation, deactivation, and interrogation of interception regarding the ProSe Function shall follow the requirements of clause 5.
17.2.2
Provision of Intercept Product – One-To-Many Communications 

17.2.2.1
General

Figure 17.2.2.1-1 shows the transfer of IRI relating to the one to many communications from the ProSe Function and ProSe Key Management Function to the DF2 and to the LEMF.  If a target UE interacts with the ProSe Function or ProSe Key Management Function relating to one-to-many communications, a One-To-Many IRI event, is generated and sent via the Delivery Function 2 to the LEMF. 
If an event involving an intercepted subscriber occurs, the ProSe Function or ProSe Key Management Function  shall send the relevant data to the DF2 for formatting and delivery to the LEMF.  
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Figure 17.2.2.1-1: Provision of Intercept Product for Public Safety One-To-Many Communications
NOTE: There is signalling between the non-target ProSe UEs and the ProSe Function and PKMF, which is not shown in figure 17.2.2.1-1. This signalling is not relevant to the interception of the target UE.
17.2.2.2
X2-interface

The following information needs to be transferred from the ProSe Function or ProSe Key Management Function to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI);

-
events and associated parameters, as defined in section 17.2.2.3; 

-
the target location (if available) or the IAs in case of location dependent interception;
-
Quality of Service (QoS) identifier;
-
Encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The IRI should be sent to DF2 using a reliable transport mechanism.

17.2.2.3
ProSe LI One-To-Many Events and Event Information

17.2.2.3.1
Overview of ProSe LI One-To-Many Events

The following event are applicable to the interception of one to many communications:

-
ProSe Function sends authorisation to perform one-To-many communications to the target UE.
-
ProSe Key Management Function sends keys to use in one-to-may commuications to the target UE.

-
ProSe Function receives a one-to-many communications usage information report from the target UE.
Interception of these events is mandatory. .

17.2.3.3.2
Structure of ProSe LI One-To-Many Event Information

A set of possible elements as shown below is used to generate the events.

Table 17.2.3.3.2-1: Information Elements for Event Records relating to one-to-many communications
	Element

	Observed IMSI

IMSI of the target

	


	


	Event date

Date of the event generation.

	Event time

Time of the event generation. Timestamp shall be generated relative to the intercepting node’s internal clock.

	PLMN Identity

The PLMN that the UE is being authorised to perform one-to-many communication in.

	Sender ID

Identifies the sender of the One-To-Many Communications – also known as the ProSe UE ID or the Group member identity.

	ProSe Layer-2 Group ID
Identifies the group of the One-To-Many Communications – also known as the destination ID.

	


	


	Network Identifier

Operator ID plus unique identifier for the element reporting the ICE.

	IP address type

The type of IP address, i.e IPv4 or IPv6, used for this one-to-many communication.

	IP multicast address

The IP address to be used when doing one-to-many communication 

	PKMF address
The IP address of the ProSe Key Management Function that will provides keys for this one-to-may communication

	Source IP address
The IP source address to be used by the UE as a source address

	Communication Authorisation Validity timer

Indicates in minutes how long the authoristaion is valid for

	Confidentiality algorithm
The confidentiality algorithm used with this group 

	PGK

ProSe Group Key that can be used to protect data for this group 

	PGK ID

The identity of the PGK within this group

	PGK lifetime

The lifetime of the PGK

	


	


	Location list
List of locations of the UE when in coverage and the corresponding timestamps

	E-UTRAN coverage timestamps
List of timestamsp when the UE goes in/out of E-UTRAN coverage

	First communication timestamp
Timestamp of the first one-to-may communication transmission/reception

	Transmitter identities
Identities of the transmitters in the one-to-many communication session

	Data transmitted in coverage
List of amount of data transmitted by UE when in E-UTRAN coverage at each location, with ECGI and the corresponding timestamps 

	Data transmitted out of coverage
List of amount of data transmitted by UE for each E-UTRAN out of coverage and the corresponding timestamps

	Data received in coverage

List of amount of data received by UE when in E-UTRAN coverage at each location, with ECGI and the corresponding timestamps

	Data received out of coverage
List of amount of data received by UE for each out of E-UTRAN coverage period and the corresponding timestamps


17.2.2.3.3
ProSe LI One-To-Many Events

If ProSe Function sends authorisation to use ProSe one-to-many communication to the target UE, a One-To-Many-Auth Event shall be generated. These elements if available will be delivered to the DF2 (see TS 24.333 [bb] for more information on the elements):
Table 17.2.2.3.3-1 One-To-Many-Auth Event

	Observed IMSI

	Event type

	Event Time

	Event Date

	Network Identifier (including network element identifier)

	PLMN Identity

	Communication Authorisation Validity timer

	ProSe Layer-2 Group ID

	IP address type

	IP multicast address

	PKMF address (if applicable)

	Source IP address (if applicable)


If a ProSe Key Management Function sends keys for one-to-many communication to a target UE, a One-To-Many-Keys Event shall be generated. These elements if available will be delivered to the DF2 (see TS 33.303 [aa] for more information on the elements):
Table 17.2.2.3.3-2 One-To-Many-Keys Event

	Observed IMSI

	Event type

	Event Time

	Event Date

	Network Identifier (including network element identifier)

	ProSe Layer-2 Group ID

	Sender ID

	Confidentiality algorithm

	PGK

	PGK ID

	PGK lifetime




	

	

	

	

	

	

	

	

	

	

	



If a ProSe Function receives a usage information report for ProSe one-to-many communication to a ProSe Function from a target UE, a One-To-Many-Usage Event shall be generated. These elements if available will be delivered to the DF2 (see TS 32.277 [cc] for more information on the elements):

Table 17.2.2.3.3-3 One-To-Many-Usage Event

	Observed IMSI

	Event type

	Event Time

	Event Date

	Network Identifier (including network element identifier)

	Location list

	E-UTRAN coverage timestamps

	Sender ID

	ProSe Layer-2 Group ID

	IP address type

	IP multicast address

	Source IP address (if applicable)

	First communication timestamp

	Transmitter identities

	Data transmitted in coverage

	Data transmitted out of coverage

	Data received in coverage

	Data received out of coverage


NOTE: The UE periodically generates usage event reports for charging purposes from which this event is generated. Therefore there may be a significantly delay between the generation of this event and the communications for which the usage report is generated by the UE.
Editor’s note: The above table is based on the stage 2 of the PC3ch interface as decribed in TS 32.277[cc]. Some of the above information may need to be changed once the stage 3 for PC3ch is complete. 
Editor’s Note: The application of LI requirements in 33.106 to the CTF (TS 32.277[cc]) within the ProSe function when it is physically separated from the ProSe Function is FFS.
***** END OF CHANGES *****

_1483436658.vsd
ProSe Function or ProSe Key Management Function 



_1483441339.vsd
ProSe UE A


ProSe UE B


ProSe UE C


ProSe Function or PKMF


HI2


Signalling


Communication


DF2


LEMF


X2 interface


Target



