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*** FIRST MODIFICATION ***
[bookmark: _Toc406147952][bookmark: _Toc406148022]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:
3GMS	3rd Generation Mobile Communications System
3G GGSN	3rd Generation Gateway GPRS Support Node
3G GSN	3rd Generation GPRS Support Node (GGSN/SGSN)
3G MSC	3rd Generation Mobile Switching Center
3G SGSN	3rd Generation Serving GPRS Support Node
3G UMSC	3rd Generation Unified Mobile Switching Centre
AAA	Authentication, Authorization, and Accounting
ADMF	Administration Function
AGW	Access Gateway
AN	Access Network
AP	Access Provider
AS	Application Server
BM-SC	Broadcast-Multicast Service Centre
BSF	Bootstrapping Serving Function 
B-TID	Bootstrapping Transaction Identifier 
CC	Content of Communication
CS	Circuit Switched
CSCF	Call Session Control Function 
CSG	Closed Subscriber Group
DF	Delivery Function
[bookmark: _GoBack]DSMIP	Dual Stack Mobile IP
ECT	Explicit Call Transfer
EPC	Evolved Packet Core
ePDG	Evolved PDG
EPS	Evolved Packet System
E-UTRAN	Evolved UTRAN
FTP	File Transfer Protocol
GBA	Generic Bootstrapping Architecture
GGSN	Gateway GPRS Support Node
GPRS	General Packet Radio Service
GSM	Global System for Mobile communications
GSN	GPRS Support Node (SGSN or GGSN)
HA	Home Agent 
HeMS	HeNB Management System
HeNB	Home enhanced NodeB
HeNB GW	HeNB Gateway
H(e)NB	Home and Home enhanced NodeB
HI	Handover Interface 
HMS	HNB Management System
HNB	Home NodeB
HNB GW	HNB Gateway
HRPD	High Rate Packet Data
HSS	Home Subscriber Server
IA	Interception Area
IBCF	Interconnecting Border Control Function
ICEs	Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)
IETF	Internet Engineering Task Force
IM-MGW	IMS Media Gateway
IMEI	International Mobile station Equipment Identity
IMS	IP Multimedia Core Network Subsystem
IMS-AGW	IMS Access Gateway
IMSI	International Mobile Subscriber Identity
INEs	Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)
IP	Internet Protocol
IRI	Intercept Related Information
I-WLAN	Interworking WLAN (3GPP WLAN interworking subnetwork)
LAN	Local Area Network
LDI	Location Dependent Interception
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility 
LIPA	Local IP Access
LTE	Long Term Evolution
MBMS	Multimedia Broadcast/Multicast Service
MGCF	Media Gateway Control Function
MGW	Media Gateway
ME	Mobile Entity
MIP	Mobile IP
MME	Mobility Management Entity
MN	Mobile Node
MRF	Media Resource Function
MSISDN	Mobile Subscriber ISDN Number
NAF	Network Application Function
NAI	Network Access Identifier
NO	Network Operator
PCRF	Policy and Charging Rules Function
P-CSCF	Proxy CSCF
PDG	Packet Data Gateway
PDN 	Packet Data Network
PDN-GW	PDN Gateway
PMIP	Proxy Mobile IP
PoC	Push to talk over Cellular
PS	Packet Switched
RA	Routing Area
RAI	Routing Area Identity
SAI	Service Area Identity 
S-CSCF	Serving CSCF
SeGW	Security Gateway
SGSN	Serving GPRS Support Node
SIP	Session Initiation Protocol
SMS	Short Message Service
S-GW	Serving Gateway 
SR-VCC	Single Radio Voice Call Continuity
TEL URI	"tel" URI, as defined in RFC 3966  [ 36]
TLS	Transport Layer Security
TrGW	Transit Gateway
UE	User Equipment
UMTS	Universal Mobile Telecommunication System
URI	Universal Resource Identifier
URL	Universal Resource Locator
VoIP	Voice over IP
VoLTE	Voice over LTE
WLAN	Wireless LAN
WAF	WebRTC Authorisation Function
WebRTC	Web Real Time Communications
WIC	WebRTC IMS Client
WWSF	WebRTC Web Server Function



*** NEXT MODIFICATION ***
7A.2.1	Provision of IRI with SIP messaging
SIP messaging is reported as Intercept Related Information for the interception of multi-media service. As shown in figure 22 below, all SIP messages executed on behalf of a target are subject to intercept at the S-CSCF and Optionally P-CSCF. Based upon network configuration, the ADMF shall provision P-CSCFs, or S-CSCFs, or both P-CSCFs and S-CSCFs with SIP URI,  TEL URI, or IMEI target identifiers. These resulting intercepted SIP messages shall be sent to DF2 for mediation prior to transmittal across the HI2 interface.  The enhanced P-CSCF (eP-CSCF) shall adhere to all LI requirements pertaining to the P-CSCF. Any additional LI requirements pertaining to the support of WebRTC Interworking, as specified in TS 23.228 [43], that only apply to the eP-CSCF are described distinctly.  
WebRTC Web Server Function (WWSF), if provided by the CSP, is an ICE that is used to copy and transmit via the DF to the LEMF the IP address and port used by the target as viewed by the WWSF.  This IP address may be a public or private address depending on how the target accesses the WWSF. 
WebRTC Authorisation Function (WAF), if provided by the CSP, is an ICE that creates a time-stamped authentication event associated with the target including relevant information such as the user’s identity provided to the WAF.   
Further details of the WWSF and WAF are FFS.
Editor’s Note:  The text in this clause related to the WWSF and WAF need to be moved to a more appropriate part of this specification.
For roaming scenarios, interception at the P-CSCF shall be Mandatory, in order to provide IRI Interception in the visited network, where the P-CSCF is located in the Visited Network. Where the P-CSCF is located in the Home Network, interception at the P-CSCF shall be Optional, subject to national regulation.
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Figure 22: Provision of Intercept Related Information for multi-media


*** NEXT MODIFICATION ***
[bookmark: _Toc406148236]15.2	Provision of Content of Communications 
As the interception of CC needs to be done at a network node that has access to the voice media, and that interception of CC is required for all targeted calls, including forwarded calls and transferred calls, the CSP needs to support the capability to dynamically trigger CC interception for a call at a network node that has access to the voice media. Depending on the CSP’s network configuration and the call scenario, different network elements will intercept the CC. The eP-CSCF and eIMS-AGW shall adhere to all LI requirements pertaining to the P-CSCF and the IMS-AWG, respectively. Any additional LI requirements pertaining to the support of WebRTC Interworking, as specified in TS 23.228 [43], that only apply to the eP-CSCF or eIMS-AGW are described distinctly.  
The interception and delivery of CC for VoIP may be done at the following functional element: 
1)	PDN-GW/GGSN;
2)	IMS-AGW;
3)	TrGW;
4)	IM-MGW;
5)	MRF. 
Note 2:  Other functional elements may also be applicable in specific deployment scenarios. 
Note 3:  The redirection of target communications to a specific network element purely for LI purposes is undesirable.
The functional elements that provide the signalling to generate the trigger for the CC interception may be any of the following functional elements:  
-	P-CSCF, for PDN-GW/GGSN and IMS-AGW;
-	IBCF for TrGW;
-	MGCF for IM-MGW
-	S-CSCF or AS for MRF. 
At any given time, for a specific target and for any given call, only one functional element is required to provide the CC interception. The functional element that provides the CC interception may vary, primarily, based on the call scenario. 
Annex E shows scenarios where the use of the above functional elements listed above are applicable. 

*** NEXT MODIFICATION ***
[bookmark: _Toc406148324]E.2	Background
One of the use-cases of IMS-based VoIP service is VoLTE.  The term "VoLTE" is used to refer to an IMS-based VoIP service when EPS (see 3GPP TS 23.401 [22]) happens to be the access network. When EPS is not the access network, the lawful interception capabilities defined in this informative annex applies for any IMS-based VoIP service with the presumption that in those cases the media on the target’s access goes through an IMS-AGW (see 3GPP TS 29.334 [42]) or a PDN-GW (see 3GPP TS 23.401 [22] and 3GPP TS 402 [23]) or a GGSN (UMTS network).  The eP-CSCF and eIMS-AGW shall adhere to all LI requirements pertaining to the P-CSCF and the IMS-AWG, respectively. Any additional LI requirements pertaining to the support of WebRTC Interworking, as specified in TS 23.228 [43], that only apply to the eP-CSCF or eIMS-AGW are described distinctly.

Note 1: Even with the EPS-based access network, the media may still go through the IMS-AGW. And, in this case, a VoLTE shall be treated very similar to any other VoIP service. 
Furthermore, it is presumed that an inter-CSP call enters or leaves an IMS network via an IBCF/TrGW or an MGCF/IM-MGW depending on whether the inter-working CSP network is an IMS-based network or a CS-based network (see 3GPP TS 23.228 [43]). Also, for an IMS roaming scenario, it is presumed that the signalling and media enters or leaves the home CSP through the IBCF/TrGW. 
The figure E.1 illustrates the VoIP configuration considered for the lawful interception capabilities defined in this clause: 
 
Figure E.1: IMS-based VoIP Configuration
Note 2: The configuration scenario where the media does not go through the GGSN, or PDN-GW or the IMS-AGW is outside the scope of this document. 
Note 3: In the remaining part of this informative annex, the PDN-GW/GGSN are shown in one box and should read as either the GGSN (UMTS) or the PDN-GW (EPS). 
In figure E.1, the term "media node" is used to denote the network node present on media path and the term "signalling node" is used to denote the network node present on the signalling path.  
The general concepts of VoIP LI is shown in figure E.2
 
Figure E.2: General Principles of VoIP Interception
In clause 15, the SIP signalling nodes provide signalling information to the CC Interception Triggering Function.  The CC Interception Triggering Function triggers the CC interception at a media node that implements the CC Intercept Function.
The following functional elements provide the CC Intercept Function in the example call scenarios:
-	PDN-GW/GGSN;
-	IMS-AGW;
-	TrGW;
-	IM-MGW
-	MRF. 
The following functional elements provide the signalling to the CC Intercept Triggering Function:
-	P-CSCF, for PDN-GW/GGSN and IMS-AGW ;
-	IBCF for TrGW;
-	MGCF for IM-MGW
-	S-CSCF for MRF.
At any given time, for a specific target and for any given call, only one functional element is required to provide the CC interception. The functional element that provides the CC interception may vary, primarily, based on the CSP network implementation and the call scenario. 

*** END OF MODIFICATIONS ***
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