Page 1



3GPP TSG-SA3 (Security)
S3-111213
SA3#65, November 7 – 11, 2011, San Diego, USA
revision of S3-1111080
	CR-Form-v9.7

	CHANGE REQUEST

	

	(

	33.310
	CR
	0056
	(

rev
	1
	(

Current version:
	10.4.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	X
	Core Network
	X


	

	Title:
(

	CMPv2 profile

	
	

	Source to WG:
(

	Huawei, HiSilicon

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	NDS_Backhaul
	
	Date: (

	20/10/2011

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-10

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	Incorrect interpretation of RFC 4211 as to the conditions under which the poposkInput field within POPOSigningKeyInput is mandatory in the Initialization Request message. NOTE2 in 9.5.4.2 suggests that the only time poposkInput is mandatory is when the subject field of CertTemplate field is omitted. However, RFC 4211 requires poposkInput to be mandatory even when the subject field is not omitted in the case that the publicKey field of the CertTemplate field is omitted.  Additionally, references in 9.5.4.2 are fixed as per 3GPP rules.

	
	

	Summary of change:
(

	Clarify as the conditions when poposkInput is mandatory.

	
	

	Consequences if 
(

not approved:
	May lead to misinterpretation in the specification.

	
	

	Clauses affected:
(

	9.5.4.2

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


*****************Begin of changes****************************
9.5.4.2
Initialization Request

The Initialization Request as specified in IETF RFC 4210 [4] shall contain exactly one CertReqMessages as specified in IETF RFC 4210 [4] and IETF RFC 4211 [19], i.e. the size of the sequence for CertReqMessages shall be 1 in all cases.

The following profile shall be applied to the CertReqMessage field and its sub-fields:

-
The subject field of the CertTemplate shall contain the suggested name of the base station if the base station has knowledge of it. Otherwise it shall be omitted.

-
The publicKey field of the CertTemplate shall be mandatory and shall contain the public key of the base station to be certified by the RA/CA. The private/public key pair may be pre-provisioned to the base station, or generated inside the base station for the CMPv2 protocol run. The format of this field shall follow IETF RFC 5280 [14].

NOTE 1:
IETF RFC 3280 as referenced by IETF RFC 4211 [19] for the format of the publicKey field is obsolete. The present document generally references the follow-up IETF RFC 5280 [14].

-
The CertReqMessage shall contain a POP field of type ProofOfPossession. The POP field shall contain a signature field of type POPOSigningKey. The algorithmIdentifier field of the POPOSigningKey field shall contain the signing algorithm which is used by the base station to produce the Proof-of-Possession value, i.e. the signature within POPOSigningKey field.

-
If the poposkInput field of type POPOSigningKeyInput within POPOSigningKey field is used, the sender field within POPOSigningKeyInput shall be mandatory and shall contain the identity of the base station as given by the vendor of the base station and contained in the vendor-provided base station certificate.
NOTE 2:
According to IETF RFC 4211 [19], the poposkInput field is mandatory if either the subject field or the publicKey field of the CertTemplate field is omitted.

NOTE 3:
According to IETF RFC 4211 [19], the sender field of POPOSigningKeyInput is used only if an authenticated identity has been established by the sender. The present document assumes that the sender (i.e. base station) has a valid pre-provisioned vendor-signed certificate and therefore the sender’s identity is considered authenticated and established.
The PKIMessage sent by the base station shall be signed by the vendor provided private key.

The extraCerts field of the PKIMessage carrying the initialization request shall be mandatory and shall contain the base station certificate provided by the vendor. If the base station certificate is not signed by the vendor root CA, also the intermediate certificates for the chain up to the vendor root certificate shall be included in the extraCerts field.

*****************End of changes******************************
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