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	1st Modified Section


5.1
Discovery procedures (Mandatory)

When the HNB is initially powered up, it shall contact with HMS (initial) to discover HNB-GW for the first step. HMS (initial) assigns the HNB corresponding local access information of Security Gateway (serving), HMS (serving) and optionally HNB-GW according to the HNB’s location information. The HNB-GW information shall be provided either by the HMS (initial) or the HMS (serving). The HNB is pre-configured with the address information of HMS (initial) and Security Gateway (initial) and with an operator trusted root CA certificate allowing the validation of the certificate presented by HMS (as TLS server) or Security Gateway (as IKEv2 responder), while HMS (serving) may be physically different from HMS (initial). The address information of Security Gateway (initial) should be consistent with that in the certificate presented by Security Gateway (intitial). When authentication between HNB and HMS (initial) is needed, the address information of HMS (initial) should be consistent with that in the certificate presented by HMS (initial).
There are two scenarios that need to be distinguished for the HNB-GW discovery:

· HMS (initial) is accessible via IPSec to the Security Gateway (initial) on the MNO Intranet.

· HMS (initial) is accessible on the public Internet.

5.1.1 
Discovery procedures via HMS (initial) accessible on the MNO Intranet (Mandatory)
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Figure 5.1.1-1: HNB-GW discovery via HMS (initial) accessible on the MNO Intranet 
1. The HNB establishes a LAN connectivity to the Internet when it is initially powered up.
2. The HNB initiates a process to get IP address of Security Gateway (initial).

2.1 The HNB requests outer DNS (Domain Name Server) server for the address of Security Gateway (initial)’s URL.
2.2.DNS responds to the HNB with the IP addresses of Security Gateway (initial) URL.
2.3 An IPSEC Tunnel is established between the HNB and Security Gateway (initial).2.3 The secure connection is established between the HNB and Security Gateway (initial).

2.4 The HNB requests DNS (inner) via IPSec tunnel secure connection for the address of HMS (initial) URL.
2.5 DNS (inner) responses to the HNB with the IP addresses of HMS (initial).
3. The CWMP Session is established between the HNB and HMS (initial). 
4. The HNB sends to HMS (initial) an Inform Request containing location parameters and HNB Identity etc.
5. HMS (initial) returns an Inform response to accept the HNB location information.
6. HMS (initial) then prepares for the local access information (including serving Security Gateway and serving HMS) and sets the values on the HNB using the SetParameterValues message. The Initial HMS may also optionally provide the HNB-GW information to the HNB. 

Note: If the Initial HMS does not provide HNB-GW then the serving HMS shall provide it during the HNB registration procedure.
7. The HNB acknowledges the updation by returning a SetParameterValues Response message. If HMS (serving) is the same physical entity as HMS (initial), then go to step 10. 
8. The HNB releases the CWMP Session between the HNB and HMS (initial).

9. The IP secure tunnel connection may be destroyed between the HNB and Security Gateway (initial). 
10. Next to execute HNB registration process.

5.1.2 
Discovery procedures via HMS (initial) accessible on the public Internet (Mandatory)
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Figure 5.1.2-1: HNB-GW discovery via HMS (initial) accessible on the public Internet
In this case the HNB is factory programmed with the initial TR-069 manager URL. The MNO needs to publish the initial TR-069 manager domain name in the outer DNS. At the initial switch-on, the HNB performs the following steps:

1. The HNB establishes a LAN connectivity to the Internet when it is initially powered up.
2. The HNB resolves the host name of the HMS (initial) through going to the outer DNS

3. TR-069 session establishment with the HMS (initial) that is accessible on the public Internet using TLS/SSL security.

4. The HNB sends to HMS (initial) an Inform Request containing location parameters and HNB Identity etc.
5. HMS (initial) returns an Inform response to accept the HNB location information.
6. HMS (initial) then prepares for the local access information (including serving Security Gateway and serving HMS) and sets the values on the HNB using the SetParameterValues message. The Initial HMS may also optionally provide the HNB-GW information to the HNB. 

Note: If the Initial HMS does not provide HNB-GW then the serving HMS shall provide it during the HNB registration procedure.
7. The HNB acknowledges the update by returning a SetParameterValuesResponse message. 
8. The HNB releases the CWMP Session between the HNB and HMS (initial).

9. Next to execute HNB registration process.
	End of modifications
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