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D.x
Secure channel profiles

D.x.1
General

The clause D.x profiles the algorithms to be used on the APDU secure channel, cf. ETSI TS 102 484 [29]. In addition it specifies the profiles for the different key agreement methods.

For the case when certificates are used for key agreement, the profiles are given for the TLS handshake used to provide key material for the Master SA of the secure channel between USIM-RN and RN, and for the certificates used in UICC and RN for mutual authentication during TLS handshake. For the psk case requirements on the key agreement with pre-shared keys are given.

D.x.2
APDU secure channel profile

For communication between the USIM-RN and the RN a secure channel according to the APDU secure channel as specified in ETSI TS 102 484 [29] shall be used. Further detailing of the secure channel is given in TS 31.102 [13].

For encryption, AES-CBC as specified in ETSI TS 102 484 [29] shall be mandatory to support. Other encryption algorithms specified in ETSI TS 102 484 [29] may be supported. The algorithm "3DES - outer CBC using 2 keys" shall not be used.

NOTE 1:
The algorithm "3DES - outer CBC using 2 keys" is outdated.

For integrity protection, AES-CMAC as specified in ETSI TS 102 484 [29] shall be mandatory to support. Other integrity protection algorithms specified in ETSI TS 102 484 [29] shall not be used.

NOTE 2:
The algorithm CRC32 is for redundancy check only, and not a cryptographic checksum. The algorithm "ANSI Retail MAC" is not fit for long-term usage in the scope of the present document.

D.x.3
Key agreement based on certificate exchange

D.x.3.1
TLS profile

The key agreement for the certificate exchange case shall follow the mechanism "Certificate exchange" as specified in ETSI TS 102 484 [29].

During key agreement based on certificate exchange a TLS handshake is used to provide key material for the Master SA of the APDU secure channel between USIM-RN and RN.

The TLS profile shall follow the profile given in Annex E of TS 33.310 [6] with the following restrictions and extensions:

-
the support of the ciphersuite mandatory for TLS 1.1 as described in TS 33.310 [6] is not required;

-
the support of fallback to TLS 1.0 as described in TS 33.310 [6] is not required;

-
neither UICC nor RN shall use TLS session resumption.

D.x.3.2
Common profile for RN and UICC certificate

The certificate profile for both RN and UICC certificates shall follow the TLS entity certificate profile given in clause 6.1.3a of TS 33.310 [6] with the following restrictions and extensions:

-
the support of the SHA-1 algorithm for use before signing the certificate as described in TS  33.310 [6] is not required;

-
the support of public key length of 1024-bit is not required;

-
only the subject name format with "(C=<country>), O=<Organization Name>, CN=<Some distinguishing name>" is mandatory to support.

D.x.3.3
RN certificate profile

The RN certificate is used as client certificate in the TLS handshake between RN and UICC.

The certificate profile for the RN certificate shall follow clause D.x.3.2 of the present document with the following restrictions and extensions:

-
the subject name shall be unique within all subject names issued by CAs under the same root CA;

-
the subject name may additionally contain the attribute "serialNumber=<serial number>";

-
the support of the countryName (C) and serialNumber attributes in the subject name is mandatory;

NOTE 1:
The usage of the countryName (C) and serialNumber attributes can support the operator in generating a unique identity for an RN.

-
the CRL distribution point is not used if the RN certificate is only used in the setup of the secure channel with the UICC. Therefore the CRL distribution point is optional in this case.
NOTE 2:
It may be desired to deploy the same RN certificate also for RN platform authentication to other network elements of the operator, e.g. if TLS with mutual authentication is used for an OAM connection. The profile given above is intended to allow such usage. Regarding the implementation of certificate handling in the UICC it should be noted that for this additional usage of the RN certificate the existence of additional fields in the certificate is possible, e.g. of the subjectAltName and/or the CRL distribution point, which are not relevant for the secure channel between RN and UICC.

D.x.3.4
UICC certificate profile

The UICC certificate is used as server certificate in the TLS handshake between RN and UICC.

Editor’s Note: The profile of the UICC certificate is ffs. The result of this study may require also changes to clause D.x.3.2 above and to other clauses of Annex D.

D.x.4
Key agreement for pre-shared key (psk) case

The key agreement for the psk case shall follow the mechanism "Strong Pre-shared Keys - Proprietary Pre-agreed keys" as specified in ETSI TS 102 484 [29]. The pre-shared key shall be used directly to derive a Master secret for the Master SA.

NOTE:
The above requirement includes that the pre-shared key fulfills the requirements for WeakKey=0 as specified in clause 7.2 of ETSI TS 102 484 [29].

D.x.5
Identities used in key agreement

The key agreement mechanisms specified in ETSI TS 102 484 [29] produce a value Ks_Local_Ref, which is a reference to Ks_local. It is transferred from the RN to the UICC during the Master SA setup and is used as input to the derivation of the 256 bit Master secret (MS) of the Master SA in the certificate exchange case.

Ks_Local_Ref is specified in ETSI TS 102 484 [29] as the concatenation of identities as follows:

Ks_Local_Ref = Terminal_ID || Terminal_appli_ID || UICC_ID || UICC_appli_ID.

The identities used in the scope of the present document for Ks_Local_Ref are specified as follows:

-
UICC_ID: This unique identifier for the UICC shall be the ICCID for the UICC as specified in ETSI TS 102 221 [x7].

NOTE:
The UICC_ID may be read by the RN from the UICC before establishment of the secure channel.

-
UICC_appli_ID: This unique identifier for the UICC application that hosts the UICC endpoint shall be the USIM-RN AID as specified in TS 31.102 [13].

-
Terminal_ID: This unique identifier for the RN shall be the subject name of the RN certificate as specified in clause D.x.3.3. In the psk case, where no certificate is used, the same definition as for the certificate exchange case shall apply.

-
Terminal_appli_ID: This unique identifier for the application that hosts the RN side endpoint shall be set to the UTF-8 encoded string "Relay_Node_appli".
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