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*** BEGIN CHANGES ***
15.2.3
Void

15.2.x
Key generation procedures for unauthenticated emergency calls
15.2.x.1
General
An unauthenticated UE in LSM does not share a complete EPS NAS security context with the network. Since there has been no successful EPS AKA run, the UE and the MME does not share a KASME. When the UE and the MME does not share a KASME the only possibility for an MME that allows unauthenticated emergency calls is to run with the NULL integrity algorithm EIA0 and the NULL ciphering algorithm EEA0. These algorithms are not affected by the choice of key. Therefore the UE and the MME independently generate a KASME in an implementation defined way and populate the EPS NAS security context with this KASME to be used when activating an EPS NAS security context for which no successful EPS AKA run has been made. After this EPS NAS security context is activated all key derivations proceed as if they were based on a KASME generated from an EPS AKA run.
Even if no confidentiality or integrity protection is provided by EIA0 and EEA0, the UE and network treat the EPS security context with the independently generated KASME as if it contained a normally generated KASME and hence share an EPS security context (see TS 24.301[9]). 
15.2.x.2
Handover
When UE attempts to make X2/S1 handover, UE and eNB derive and transfer the keys as normal to re-use the normal handover mechanism. Since the derived keys have no ability to affect the output of the NULL algorithms it is irrelevant that the network and the UE derive different keys.  Furthermore, section 7.2.4a describes how the algorithm selection is handled for unauthenticated emergency call. This implies that source eNB will forward UE EPS security capability which contains EIA0 and EEA0 only to target eNB. So the target eNB can only select EIA0 for integrity protection and EEA0 for confidential protection. 
Note: If the target eNB is a Rel-8 eNB, it can’t support EIA0 and EEA0. The handover will be rejected because of the failure of algorithm negotiation. 
*** END OF CHANGES ***
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