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* * * Start of changes * * * *

6.2.1.3 
Functional extension of the Iq interface for e2ae protection

For each session set-up, the P-CSCF (IMS ALG) shall send the parameters contained in two specific SDES crypto attributes, cf. RFC 4568 [13], over the Iq interface to the IMS Access GW. On the originating side of the session, these are the SDES crypto attribute selected by the P-CSCF (IMS ALG) from the ones received from the IMS UE in the SDP Offer and the SDES crypto attribute generated and inserted by the P-CSCF (IMS ALG) in the SDP Answer sent to IMS UE, cf. clause 7.2.1. On the terminating side of the session, these are the SDES crypto attribute selected by the UE from the ones generated and inserted by the P-CSCF (IMS ALG) in the SDP Offer sent to IMS UE and the SDES crypto attribute received from the IMS UE in the SDP Answer, cf. clause 7.3.1. The P-CSCF (IMS ALG) shall send the parameters contained in an SDES crypto attribute over Iq in such a way that the IMS Access GW is able to uniquely associate the SDES crypto attribute with a media stream. 
The IMS Access GW shall, upon reception of an SDES crypto attribute, establish an SRTP security context (as described in RFC 4568 [13] and RFC 3711 [9]) and be prepared to convert RTP packets to SRTP packets and vice versa, using the corresponding SRTP security contexts, and send the packets to the UE or receive them from the UE, as described in clause 7.
The Iq interface shall be protected by NDS/IP [5].
NOTE: 
If the P-CSCF (IMS-ALG) and IMS Access GW are located in the same security domain then cryptographic protection is not mandated by NDS/IP. From TS 33.210 [5]: "The Zb-interface is located between SEGs and NEs and between NEs within the same security domain. The Zb-interface is optional for implementation." Note further that TS 33.210 [5] recommends encryption but does not mandate it, even over Za interface, but the confidentiality of the keys sent over the Iq interface is required. Encryption may need to be used to ensure this.


* * * End of changes * * * *
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