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*** BEGIN CHANGE ***
5.2
Device Mutual Authentication

The device mutual authentication is mandatory for H(e)NB. 
Device mutual authentication shall be performed using certificates. The H(e)NB’s credentials and critical security functions for device authentication shall be protected inside a TrE.

The device mutual authentication shall be securely bound to device integrity validation. This procedure, when successful, leads to mutual authentication between the H(e)NB and the SeGW.
The certificate-based device authentication shall have the following parts:

-
The H(e)NB shall be provisioned with a device certificate. This device certificate allows the authentication of the H(e)NB by the SeGW (and thus the operator network). The device certificate shall be provided by the operator, manufacturer, vendor of the H(e)NB, or by another party trusted by the operator. 
-
The SeGW shall be configured with a certificate. This certificate allows the authentication of the SeGW by H(e)NB. The certificate shall be provided by an operator trusted CA. 
-
A Fully Qualified Domain Name (FQDN) formatted identifier shall be used for certificate based authentication of the H(e)NB and of the SeGW. For the H(e)NB this FQDN shall be globally unique. If no DNS is available for resolution of the FQDN of the SeGW, then the IP address of SeGW shall be used as identifier. 
-
The H(e)NB may check the revocation status of certificates using OCSP.

-
The SeGW may check the revocation status of certificates using CRLs or OCSP.
*** END OF CHANGE***
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