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This document specifies the security architecture, i.e., the security features and the security mechanisms for the Home NodeB/eNodeB and the security procedures associated with the operations of such.
Changes since last presentation (SA#45):

· Optional use of IPsec is specified.
· Upon HPM removal, H(e)NB is required to shut down air interface and disconnect from CN.

· OCSP may be used by H(e)NB to check revocation status of certificate.

· OCSP or CRL may be used by SeGW to check revocation status of certificate.

· H(e)NB shall support receiving synchronization messages over IPsec when the time server is inside MNO’s network and may support secure time server that is not inside MNO’s network.

· Removal of editor’s note about certificate handling and management which resulted in addition of procedures for certificate handling and management based on OCSP or CRL for the case of H(e)NB certificates and/or SeGW and H(e)MS certificates.

· The optional use of AAA for device authorization based on authenticated device identities is added.

· Emergency call handling is added.

· Various editor’s notes were resolved.

· Various edits and format changes were incorporated. 
Outstanding Issues:

The following issues are outstanding:

· Consistency about the optional use of IPsec for backhaul must be checked.

· Replay protection within the Notify Payload is FFS..

· The H(e)NB identity should be specified by CT4 as “HNB unique identity” in a new sub-clause of clause 4 in TS 23.003.

· CSG handling may need to be coordinated with work being done in SA2 and/or RAN3.
· Use of the more current CMS (Cryptographic Message Syntax) in RFC 3852 and other enhancements to PKCS#7 is for FFS.

· Requirements for reporting failures to an external entity or entities and/or performing internal logging are FFS.

· RAN2 and SA1 emergency call handling alignment verification is still needed
· In case the integrity information payload carries security information, the security issues have to be studied.
Contentious Issues:

None.
