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	1st Modified Section


PGW Trace Record Content

The following table shows the trace record content for PGW. 

The trace record is the same for management based activation and for signalling based activation. 

. 
PGW shall support at least one of the following trace depth levels – Maximum, Medium or Minimum.

Table 4.11.1 : PGW Trace Record Content

	Interface (specific messages)
	Format
	Level of details
	Description

	
	
	Min
	Med
	Max
	

	S2a/S2b
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	SGSNID of connected SGSN
PGW ID of the traced PGW

	
	
	M
	M
	X
	Dedicated IE extracted from S2a/S2b messages between the traced PGW and the SGSN. A subset of IEs as given in the table 4.11.2. is provided.

	
	Encoded*
	X
	X
	M
	Raw Messages: S2a/S2b messages between the traced PGW and the SGSN. The encoded content of the message is provided.

	S5/S8
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	SGW ID of the connected SGW
PGW of the traced PGW

	
	
	M
	M
	X
	IE extracted from S5/S8 messages between the traced PGW and SGW. A subset of IEs as given in the table 4.11.2. is provided.

	
	Encoded*
	X
	X
	M
	Raw S5/S8 Messages: messages between the traced PGW and SGW. The encoded content of the message is provided

	S6b
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	PGWID of the traced PGW

	
	
	M
	M
	X
	Dedicated IE extracted from S6b messages between the traced PGW and the AAA. A subset of IEs as given in the table 4.11.2.is provided

	
	Encoded*
	X
	X
	M
	Raw S6b messages between the traced PGW and the AAA. The encoded content of the message is provided

	Gx
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	PCRF ID of the connected PCRF
PGW ID of the traced PGW

	
	
	M
	M
	X
	Dedicated IE extracted from Gx messages between the traced PGW and another  PCRF. A subset of IEs as given in the table 4.11.2.is provided

	
	Encoded*
	X
	X
	M
	Raw Gx messages between the traced PGW and another PCRF. The encoded content of the message is provided


Encoded* - the messages are left encoded in the format it was received.
Table 4.11.2 : PGW  trace record description for minimum and medium trace depth

	Interface name
	Prot.

name
	IE name
	Message name(s)
	Trace depth
	Notes

	
	
	
	
	Min
	Med
	

	S2a/S2b
	PMIP
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	S5/S8
	GTPv2C
	IMSI
	Create Session Request
Update Bearer Request
	M
	M
	TS 29.274

	
	
	MSISDN
	Create Session Request
Modify Bearer Response
	M
	M
	TS 29.274

	
	
	Serving Network
	Create Session Request
Modify Bearer Request
	M
	M
	TS 29.274

	
	
	Access Point Name (APN)
	Create Session Request
	M
	M
	TS 29.274

	
	
	PDN Type
	Create Session Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts
	Create Session Request
Create Bearer Request
Create Bearer Response
Delete Bearer Request
Delete Bearer Response
Modify Bearer Command
Modify Bearer Failure Indication
Update Bearer Request
Update Bearer Response
Delete Bearer Command
Delete Bearer Failure Indication
	M
	M
	TS 29.274

	
	
	Cause
	Create Session Response
Create Bearer Response
Bearer Resource Failure Indication
Modify Bearer Response
Delete Session Response
Delete Bearer Response
Modify Bearer Failure Indication
Update Bearer Response
Delete Bearer Failure Indication
	M
	M
	TS 29.274

	
	
	Bearer Contexts created
	Create Session Response
	M
	M
	TS 29.274

	
	
	Bearer Contexts marked for removal
	Create Session Response
	M
	M
	TS 29.274

	
	
	APN Restriction
	Create Session Response
	M
	M
	TS 29.274

	
	
	Linked Bearer Identity (LBI)
	Create Bearer Request
Bearer Resource Command
Delete Bearer Response
	M
	M
	TS 29.274

	
	
	Traffic Aggregate Description (TAD)
	Bearer Resource Command
	M
	M
	TS 29.274

	
	
	Linked EPS Bearer ID
	Bearer Resource Failure Indication
Delete Session Request
Delete Bearer Request
	M
	M
	TS 29.274

	
	
	RAT Type
	Create Session Request
Modify Bearer Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts to be modified
	Modify Bearer Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts to be removed
	Modify Bearer Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts modified
	
	M
	M
	TS 29.274

	
	
	Bearer Contexts marked for removal
	
	M
	M
	TS 29.274

	S6b
	Diameter
	MIP Subscriber Profile
	AAR

AAA
	M
	M
	TS 29.273

	
	
	APN
	AAR
	M
	M
	TS 29.273

	
	
	QoS capabilities
	AAR
	M
	M
	TS 29.273

	
	
	Result Code
	AAA
	M
	M
	TS 29.273

	
	
	QoS resources
	AAA
	M
	M
	TS 29.273

	
	
	3GPP AAA Server Name
	AAA
	M
	M
	TS 29.273

	S2c
	DSMIP
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Gx
	Diameter
	Bearer-Identifier
	CCR
	M
	M
	TS 29.212

	
	
	Bearer-Operation
	CCR
	M
	M
	TS 29.212

	
	
	IP-CAN-Type
	CCR
	M
	M
	TS 29.212

	
	
	RAT-Type
	CCR
	M
	M
	TS 29.212

	
	
	QoS-Information
	CCR

CCA

RAR
	M
	M
	TS 29.212

	
	
	QoS-Negotiation
	CCR
	M
	M
	TS 29.212

	
	
	QoS-Upgrade
	CCR
	M
	M
	TS 29.212

	
	
	Default-EPS-Bearer-QoS
	CCR

CCA

RAR
	M
	M
	TS 29.212

	
	
	Supported-Features
	CCR

CCA

RAR

RAA
	M
	M
	TS 29.212

	
	
	Event-Trigger
	CCR

CCA

RAR


	M
	M
	TS 29.212

	
	
	Result Code
	RAA
	M
	M
	TS 29.212

	
	
	Origin-Realm
	CCR

CCA

RAR

RAA
	M
	M
	TS 29.212

	
	
	Destination-Realm
	CCR

RAR
	M
	M
	TS 29.212

	
	
	
	
	
	
	

	SGi
	
	
	
	
	
	


4.12
MME Trace Record Content

The following table shows the trace record content for MME. 

The trace record is the same for management based activation and for signalling based activation. 

.
MME shall support at least one of the following trace depth levels – Maximum, Medium or Minimum.

Table 4.12.1 : MME Trace Record Content

	Interface (specific messages)
	Format
	Level of details
	Description

	
	
	Min
	Med
	Max
	

	S1
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	eNBID of connected eNB
MME ID of the traced MME

	
	
	M
	M
	X
	Dedicated IE extracted from S1 messages between the traced eNB and the MME. A subset of IEs as given in the table 4.12.2. is provided.

	
	ASN.1
	X
	X
	M
	Raw Messages: S1 messages between the traced eNB and the MME. The encoded content of the message is provided.

	S1 NAS PDU IE
	3GPP TS 24.301, sections 8 and 9
	X
	X
	M
	Hexdata dump of the decrypted NAS message formatted according to 3GPP TS 24.301, sections 8 and 9, recorded as a separate message entry in the call trace file

	S3
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	SGSN ID of the connected SGSN
MME ID of the traced MME

	
	
	M
	M
	X
	IE extracted from S3 messages between the traced MME and SGSN. A subset of IEs as given in the table 4.12.2. is provided.

	
	Encoded *
	X
	X
	M
	Raw S3 Messages: messages between the traced MME and SGSN. The encoded content of the message is provided

	S11
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	SGW ID of the connected SGW
MME ID of the traced MME

	
	
	M
	M
	X
	Dedicated IE extracted from S11 messages between the traced SGW and the MME. A subset of IEs as given in the table 4.12.2.is provided

	
	Encoded *
	X
	X
	M
	Raw S11 messages between the traced SGW and the MME. The encoded content of the message is provided

	S6a
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	HSS ID of the connected HSS
MME ID of the traced MME

	
	
	M
	M
	X
	Dedicated IE extracted from S6a messages between the traced HSS and the MME. A subset of IEs as given in the table 4.12.2.is provided

	
	Encoded *
	X
	X
	M
	Raw S6a messages between the traced HSS and the MME. The encoded content of the message is provided

	S10
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	MME ID of the connected MME
MME ID of the traced MME

	
	
	M
	M
	X
	Dedicated IE extracted from S10 messages between the traced MME and another MME. A subset of IEs as given in the table 4.12.2.is provided

	
	Encoded *
	X
	X
	M
	Raw S10 messages between the traced MME and another MME. The encoded content of the message is provided


Encoded* - the messages are left encoded in the format it was received.
Table 4.12.2 : MME  trace record description for minimum and medium trace depth

	Interface name
	Prot.

name
	IE name
	Message name(s)
	Trace depth
	Notes

	
	
	
	
	Min
	Med
	

	S1
	MM
	EPS attach type
	ATTACH REQUEST
	M
	M
	TS 24.301

	
	
	GUTI
	ATTACH REQUEST

ATTACH ACCEPT

TRACKING AREA UPDATE REQUEST

TRACKING AREA UPDATE ACCEPT

DETACH REQUEST

GUTI REALLOCATION COMMAND
	M
	M
	TS 24.301

	
	
	IMSI
	ATTACH REQUEST

DETACH REQUEST
	M
	M
	TS 24.301

	
	
	Old P-TMSI
	ATTACH REQUEST

TRACKING AREA UPDATE REQUEST
	M
	M
	TS 24.301

	
	
	M-TMSI
	
	M
	M
	TS 24.301

	
	
	Last visisted registered TAI
	ATTACH REQUEST

TRACKING AREA UPDATE REQUEST
	M
	M
	TS 24.301

	
	
	UE network capability
	ATTACH REQUEST

TRACKING AREA UPDATE REQUEST
	M
	M
	TS 24.301

	
	
	MS network capability
	ATTACH REQUEST
	M
	M
	TS 24.301

	
	
	LAI
	ATTACH REQUEST
ATTACH ACCEPT

TRACKING AREA UPDATE REQUEST

TRACKING AREA UPDATE ACCEPT
	M
	M
	TS 24.301

	
	
	EPS attach result
	ATTACH ACCEPT
	M
	M
	TS 24.301

	
	
	EMM cause
	ATTACH ACCEPT

ATTACH REJECT

TRACKING AREA UPDATE ACCEPT

TRACKING AREA UPDATE REJECT

DETACH REQUEST

AUTHENTICATION FAILURE

SERVICE REJECT

SECURITY MODE REJECT

EMM STATUS
	M
	M
	TS 24.301

	
	
	EPS bearer context status
	TRACKING AREA UPDATE REQUEST

TRACKING AREA UPDATE ACCEPT
	M
	M
	TS 24.301

	
	
	Detach type
	DETACH REQUEST
	M
	M
	TS 24.301

	
	
	EPS update type
	TRACKING AREA UPDATE REQUEST
	M
	M
	TS 24.301

	
	
	EPS update result
	TRACKING AREA UPDATE ACCEPT
	M
	M
	TS 24.301

	
	
	Identity type
	IDENTITY REQUEST
	M
	M
	TS 24.301

	
	
	Mobile identity
	IDENTITY RESPONSE
	M
	M
	TS 24.301

	
	
	IMEISV request
	SECURITY MODE COMMAND
	M
	M
	TS 24.301

	
	
	IMEISV
	SECURITY MODE COMPLETE
	M
	M
	TS 24.301

	
	
	Selected NAS security algorithms
	SECURITY MODE COMMAND
	M
	M
	TS 24.301

	
	
	UE security capability
	SECURITY MODE COMMAND
	M
	M
	TS 24.301

	
	
	Equivalent PLMNs list
	ATTACH ACCEPT

TRACKING AREA UPDATE ACCEPT
	M
	M
	TS 24.301

	
	
	TAI list
	ATTACH ACCEPT

TRACKING AREA UPDATE ACCEPT

GUTI REALLOCATION COMMAND
	M
	M
	TS 24.301

	S1
	SM
	EPS bearer identity
	PDN CONNECTIVITY REQUEST

PDN CONNECTIVITY REJECT

PDN DISCONNECT REQUEST

PDN DISCONNECT REJECT

ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT

ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT

ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST

ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT

ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT

ESM STATUS

DEACTIVATE EPS BEARER CONTEXT REQUEST

DEACTIVATE EPS BEARER CONTEXT ACCEPT

MODIFY EPS BEARER CONTEXT REQUEST

MODIFY EPS BEARER CONTEXT ACCEPT

MODIFY EPS BEARER CONTEXT REJECT

BEARER RESOURCE ALLOCATION REQUEST

BEARER RESOURCE ALLOCATION REJECT

BEARER RESOURCE MODIFICATION REQUEST

BEARER RESOURCE MODIFICATION REJECT
	M
	M
	TS 24.301

	
	
	Linked EPS bearer identity
	PDN DISCONNECT REQUEST

ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST

BEARER RESOURCE ALLOCATION REQUEST

BEARER RESOURCE MODIFICATION REQUEST
	M
	M
	TS 24.301

	
	
	Procedure Transaction Identity
	PDN CONNECTIVITY REQUEST

PDN CONNECTIVITY REJECT

PDN DISCONNECT REQUEST

PDN DISCONNECT REJECT

ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT

ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT

ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST

ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT

ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT

ESM STATUS

DEACTIVATE EPS BEARER CONTEXT REQUEST

DEACTIVATE EPS BEARER CONTEXT ACCEPT

MODIFY EPS BEARER CONTEXT REQUEST

MODIFY EPS BEARER CONTEXT ACCEPT

MODIFY EPS BEARER CONTEXT REJECT

BEARER RESOURCE ALLOCATION REQUEST

BEARER RESOURCE ALLOCATION REJECT

BEARER RESOURCE MODIFICATION REQUEST

BEARER RESOURCE MODIFICATION REJECT
	M
	M
	TS 24.301

	
	
	Request type
	PDN CONNECTIVITY REQUEST
	M
	M
	TS 24.301

	
	
	APN
	PDN CONNECTIVITY REQUEST

ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
	M
	M
	TS 24.301

	
	
	EPS QoS
	ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST

MODIFY EPS BEARER CONTEXT REQUEST
	M
	M
	TS 24.301

	
	
	Negotiated QoS/New QoS
	ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST

MODIFY EPS BEARER CONTEXT REQUEST
	M
	M
	TS 24.301

	
	
	PDN address
	ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
	M
	M
	TS 24.301

	
	
	APN-AMBR
	ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

MODIFY EPS BEARER CONTEXT REQUEST
	M
	M
	TS 24.301

	
	
	ESM cause
	PDN CONNECTIVITY REJECT

PDN DISCONNECT REJECT

ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT

ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT

ESM STATUS

DEACTIVATE EPS BEARER CONTEXT REQUEST

MODIFY EPS BEARER CONTEXT REJECT

BEARER RESOURCE ALLOCATION REJECT

BEARER RESOURCE MODIFICATION REQUEST

BEARER RESOURCE MODIFICATION REJECT
	M
	M
	TS 24.301

	
	
	Traffic flow template
	ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST

MODIFY EPS BEARER CONTEXT REQUEST
	M
	M
	TS 24.301

	
	
	Traffic flow aggregate
	BEARER RESOURCE ALLOCATION REQUEST

BEARER RESOURCE MODIFICATION REQUEST
	M
	M
	TS 24.301

	
	
	Required traffic flow QoS
	BEARER RESOURCE ALLOCATION REQUEST

BEARER RESOURCE MODIFICATION REQUEST
	M
	M
	TS 24.301

	
	
	PDN type
	PDN CONNECTIVITY REQUEST
	M
	M
	TS 24.301

	S3
	GTPv2-C
	IMSI
	DETACH NOTIFICATION

CS PAGING INDICATON
	M
	M
	TS 29.274

	
	
	TMSI
	CS PAGING INDICATON
	M
	M
	TS 29.274

	
	
	Cause
	DETACH NOTIFICATION

DETACH aCKNOWLEDGE
	M
	M
	TS 29.274

	S3/S10
	GTPv2-C
	IMSI
	RELOCATION CANCEL Request

IDENTIFICATION RESPONSE

CONTEXT RESPONSE

CONTEXT REQUEST

FORWARD RELOCATION REQUEST
	M
	M
	TS 29.274

	
	
	GUTI
	CONTEXT REQUEST
IDENTIFICATION Request
	M
	M
	TS 29.274

	
	
	RAI
	IDENTIFICATION Request

CONTEXT REQUEST
	M
	M
	TS 29.274

	
	
	P-TMSI
	IDENTIFICATION Request

CONTEXT REQUEST
	M
	M
	TS 29.274

	
	
	Indication
	FORWARD RELOCATION COMPLETE NOTIFICATION

FORWARD RELOCATION REQUEST
	M
	M
	TS 29.274

	
	
	BSSGP Cause
	FORWARD RELOCATION RESPONSE

FORWARD RELOCATION REQUEST
	M
	M
	TS 29.274

	
	
	RANAP Cause
	FORWARD RELOCATION RESPONSE

FORWARD RELOCATION REQUEST
	M
	M
	TS 29.274

	
	
	eNodeB Cause
	FORWARD RELOCATION RESPONSE
	M
	M
	TS 29.274

	
	
	RAT Type
	CONTEXT REQUEST
	M
	M
	TS 29.274

	
	
	Target Identification
	FORWARD RELOCATION REQUEST
	M
	M
	TS 29.274

	
	
	Cause
	RELOCATION CANCEL RESPONSE

FORWARD SRNS CONTEXt ACKNOWLEDGE

IDENTIFICATION RESPONSE

CONTEXt ACKNOWLEDGE

CONTEXT RESPONSE

FORWARD RELOCATION COMPLETE ACKNOWLEDGE

FORWARD RELOCATION RESPONSE
	M
	M
	TS 29.274

	
	
	RAN Cause
	FORWARD RELOCATION REQUEST
	M
	M
	TS 29.274

	
	
	Selected PLMN ID
	FORWARD RELOCATION REQUEST
	M
	M
	TS 29.274

	S6a
	Diameter
	User Name
	NOTIFY REQUEST

AUTHENTICATION INFORMATION REQUEST

DELETE SUBSCRIBER DATA REQUEST

INSERT SUBSCRIBER DATA REQUEST

PURGE UE REQUEST

CANCEL LOCATION REQUEST

UPDATE LOCATION REQUEST
	M
	M
	TS 29.272

	
	
	Terminal Infomration
	NOTIFY REQUEST

UPDATE LOCATION REQUEST
	M
	M
	TS 29.272

	
	
	Result
	NOTIFY ANSWER

AUTHENTICATION INFORMATION ANSWER

DELETE SUBSCRIBER DATA ANSWER

INSERT SUBSCRIBER DATA ANSWER

PURGE UE ANSWER

CANCEL LOCATION ANSWER

UPDATE LOCATION ANSWER
	M
	M
	TS 29.272

	
	
	RAT Type
	UPDATE LOCATION REQUEST
	M
	M
	TS 29.272

	
	
	APN
	NOTIFY REQUEST
	
	
	

	
	
	Visited PLMN Id
	AUTHENTICATION INFORMATION REQUEST

UPDATE LOCATION REQUEST
	M
	M
	TS 29.272

	S11
	GTPv2-C
	IMSI
	Create SESSION Request

CHANGE NOTIFICATION REQUEST
CHANGE NOTIFICATION RESPONSE

SUSPEND NOTIFICATION

SUSPEND ACKNOWLEDGE

RESUME NOTIFICATION

RESUME ACKNOWLEDGE


	M
	M
	TS 29.274

	
	
	APN
	Create SESSION Request
	M
	M
	TS 29.274

	
	
	Indication Flags
	MODIFY bEARER Request
DELETE SESSION REQUEST
	M
	M
	TS 29.274

	
	
	EPS Bearer ID
	Create SESSION ReSPONSE
Create Bearer RESPONSE
MODIFY bEARER Request

MODIFY bEARER ReSPONSE
DELETE bEARER Request

DELETE Bearer RESPONSE
UPDATE USER PLANE RESPONSE
MODIFY BEARER COMMAND
MODIFY BEARER FAILURE INDICATION
UPDATE BEARER RESPONSE
DELETE BEARER FAILURE INDICATION

CREATE INDIRECT DATA FOPRWARDING TUNNEL RESPONSE
UPDATE BEARER COMPLETE
	M
	M
	TS 29.274

	
	
	MME-CSID
	Create SESSION Request

Create Bearer RESPONSE
DELETE Bearer RESPONSE
	M
	M
	TS 29.274

	
	
	SGW-CSID
	Create SESSION Request

Create SESSION ReSPONSE
Create Bearer Request

Create Bearer RESPONSE
DELETE bEARER Request

DELETE Bearer RESPONSE
	M
	M
	TS 29.274

	
	
	MSISDN
	Create SESSION Request

MODIFY bEARER ReSPONSE
	M
	M
	TS 29.274

	
	
	Bearer Level QoS
	Create SESSION Request

Create Bearer Request

MODIFY bEARER Request

MODIFY bEARER ReSPONSE
MODIFY BEARER COMMAND

UPDATE BEARER REQUEST
	M
	M
	TS 29.274

	
	
	RAT Type
	Create SESSION Request

MODIFY Bearer Request

CHANGE NOTIFICATION REQUEST
	M
	M
	TS 29.274

	
	
	MEI
	Create SESSION Request
MODIFY Bearer Request
	M
	M
	TS 29.274

	
	
	Cause
	Create SESSION ReSPONSE
Create Bearer RESPONSE
Bearer RESOURCE FAILURE INDICATION

MODIFY bEARER ReSPONSE
DELETE SESSION RESPONSE
DELETE Bearer RESPONSE

DOWNLINK DATA NOTIFICATION ACKNOWLEDGEMENT

DOWNLINK DATA NOTIFICATION INDICATION

UPDATE USER PLANE RESPONSE

MODIFY BEARER FAILURE INDICATION

UPDATE BEARER RESPONSE

DELETE BEARER FAILURE INDICATION
CREATE INDIRECT DATA FOPRWARDING TUNNEL RESPONSE

UPDATE BEARER COMPLETE
CHANGE NOTIFICATION RESPONSE

CREATE FORWARDING TUNNEL RESPONSE
	M
	M
	TS 29.274

	
	
	PGW-CSID
	Create Bearer Request

DELETE bEARER Request
	M
	M
	TS 29.274

	S1
	S1AP
	E-RAB ID
	All messages where it is present
	M
	M
	TS 36.413

	
	
	E-RAB Level QoS Parameters
	E-RAB SETUP REQUEST

E-RAB MODIFY REQUEST

INITIAL CONTEXT SETUP REQUEST
	M
	M
	TS 36.413

	
	
	Cause
	INITIAL CONTEXT SETUP FAILURE

UE CONTEXT RELEASE REQUEST

UE CONTEXT RELEASE COMMAND

UE CONTEXT MODIFICATION FAILURE

HANDOVER REQUIRED

HANDOVER PREPARATION FAILURE

HANDOVER REQUEST

HANDOVER FAILURE

HANDOVER CANCEL

PATH SWITCH REQUEST FAILURE

NAS NON DELIVERY INDICATION
	M
	M
	TS 36.413

	
	
	Handover Type
	HANDOVER REQUIRED

HANDOVER COMMAND
HANDOVER REQUEST
	M
	M
	TS 36.413

	
	
	E-UTRAN CGI
	HANDOVER NOTIFY
PATH SWITCH REQUEST

INITIAL UE MESSAGE

UPLINK NAS TRANSPORT
	M
	M
	TS 36.413

	
	
	TAI
	HANDOVER NOTIFY

PATH SWITCH REQUEST

UPLINK NAS TRANSPORT

PAGING
	M
	M
	TS 36.413

	
	
	Target ID
	HANDOVER REQUIRED
	M
	M
	TS 36.413

	
	
	CDMA2000 HO Status
	DOWNLINK S1 CDMA2000 TUNNELING
	M
	M
	TS 36.413

	
	
	CDMA2000 RAT Type
	DOWNLINK S1 CDMA2000 TUNNELING
UPLINK S1 CDMA2000 TUNNELING
	M
	M
	TS 36.413

	
	
	CDMA2000 Sector ID
	UPLINK S1 CDMA2000 TUNNELING
	M
	M
	TS 36.413

	
	
	CDMA2000 HO Required Indication
	UPLINK S1 CDMA2000 TUNNELING
	M
	M
	TS 36.413


4.14
SGW Trace Record Content

The following table shows the trace record content for SGW. 

The trace record is the same for management based activation and for signalling based activation. 
. 
SGW shall support at least one of the following trace depth levels – Maximum, Medium or Minimum.

Table 4.14.1 : SGW Trace Record Content

	Interface (specific messages)
	Format
	Level of details
	Description

	
	
	Min
	Med
	Max
	

	S11
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	MME ID of the connected MME
SGW ID of the traced SGW

	
	
	M
	M
	X
	Dedicated IE extracted from S11 messages between the traced MME and the SGW. A subset of IEs as given in the table 4.14.2.is provided

	
	Encoded*
	X
	X
	M
	Raw S11 messages between the traced MME and the SGW. The encoded content of the message is provided

	S5/S8
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	PGW ID of the connected PGW
SGW of the traced SGW

	
	
	M
	M
	X
	IE extracted from S5/S8 messages between the traced SGW and PGW. A subset of IEs as given in the table 4.14.2. is provided.

	
	Encoded*
	X
	X
	M
	Raw S5/S8 Messages: messages between the traced SGW and PGW. The encoded content of the message is provided

	S4
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	SGSNID of the connected SGSN

SGWID of the traced SGW

	
	
	M
	M
	X
	Dedicated IE extracted from S4 messages between the traced SGW and the SGSN. A subset of IEs as given in the table 4.14.2.is provided

	
	Encoded*
	X
	X
	M
	Raw S4 messages between the traced PGW and the AAA. The encoded content of the message is provided

	Gxc
	Decoded
	M
	M
	O
	Message name 

	
	
	O
	O
	O
	Record extensions

	
	
	M
	M
	X
	PCRF ID of the connected PCRF
SGW ID of the traced SGW

	
	
	M
	M
	X
	Dedicated IE extracted from Gx messages between the traced SGW and another  PCRF. A subset of IEs as given in the table 4.14.2.is provided

	
	Encoded*
	X
	X
	M
	Raw Gx messages between the traced SGW and another PCRF. The encoded content of the message is provided


Encoded* - the messages are left encoded in the format it was received.
Table 4.11.2 : SGW  trace record description for minimum and medium trace depth
	Interface name
	Prot.

name
	IE name
	Message name(s)
	Trace depth
	Notes

	
	
	
	
	Min
	Med
	

	S11
	GTPv2C
	IMSI
	 Create Session Request
Suspend Notification
Suspend Acknowledge
Resume Notification
Resume Acknowledge
	M
	M
	TS 29.274

	
	
	MSISDN
	Create Session Request
Modify Bearer Response
	M
	M
	TS 29.274

	
	
	RAT type
	Create Session Request
Modify Bearer Request
	M
	M
	TS 29.274

	
	
	 Serving Network
	Create Session Request
Modify Bearer Request
	M
	M
	TS 29.274

	
	
	 Access Point Name (APN)
	Create Session Request
	M
	M
	TS 29.274

	
	
	 PDN Type
	Create Session Request
	M
	M
	TS 29.274

	
	
	 Bearer Contexts
	Create Session Request
Create Bearer Request 
Create Bearer Response
Delete Bearer Request
Delete Bearer Response
Modify Bearer Command
Modify Bearer Failure Indication
Update Bearer Request
Update Bearer Response
Delete Bearer Command
Delete Bearer Failure Indication
Create Indirect Data Forwarding Tunnel Request
Create Indirect Data Forwarding Tunnel Response
Update Bearer Complete
	M
	M
	TS 29.274

	
	
	Cause
	Create Session Response
Create Bearer Response
Bearer Resource Failure Indication
Modify Bearer Response
Delete Session Response
Downlink Data Notification Acknowledgement
Downlink Data Notification Failure Indication
Modify Bearer Failure Indication
Update Bearer Response
Delete Bearer Failure Indication
Create Indirect Data Forwarding Tunnel Response
Update Bearer Complete
	M
	M
	TS 29.274

	
	
	Bearer Contexts created
	Create Session Response
	M
	M
	TS 29.274

	
	
	APN Restriction
	Create Session Response
	M
	M
	TS 29.274

	
	
	Linked Bearer Identity (LBI)
	Create Bearer Request
Bearer Resource Command
Delete Session Request
Delete Bearer Request
Delete Bearer Response
	M
	M
	TS 29.274

	
	
	Traffic Aggregate Description (TAD)
	Bearer Resource Command
	M
	M
	TS 29.274

	
	
	Linked EPS Bearer ID
	Bearer Resource Command
	M
	M
	TS 29.274

	
	
	Bearer Contexts to be removed
	Modify Bearer Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts modified
	Modify Bearer Response
	M
	M
	TS 29.274

	
	
	Bearer Contexts marked for removal
	Modify Bearer Response
Update User Plane Response
	M
	M
	TS 29.274

	
	
	Bearer Contexts to be updated
	Update User Plane Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts to be removed
	Update User Plane Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts updated
	Update User Plane Response
	M
	M
	TS 29.274

	
	
	Bearer Contexts to be modified
	Modify Bearer Request
	M
	M
	TS 29.274

	S4
	GTPv2C
	Traffic Aggregate Description (TAD)
	Bearer Resource Command
	M
	M
	TS 29.274

	
	
	Linked Bearer Identity (LBI)
	Bearer Resource Command
Create Bearer Request
Delete Bearer Response
	M
	M
	TS 29.274

	
	
	Linked EPS Bearer ID
	Bearer Resource Failure Indication
Delete Session Request
Delete Bearer Request
	M
	M
	TS 29.274

	
	
	Cause
	Bearer Resource Failure Indication
Create Session Response
Create Bearer Response
Modify Bearer Response
Delete Session Response
Delete Bearer Response
Downlink Data Notification Acknowledgement
Downlink Data Notification Failure Indication
Update Bearer Response
Create Indirect Data Forwarding Tunnel Response
Update Bearer Complete
	M
	M
	TS 29.274

	
	
	Bearer Contexts to be modified
	Modify Bearer Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts to be removed
	Modify Bearer Request
	M
	M
	TS 29.274

	
	
	IMSI
	Create Session Request
Update Bearer Request
	M
	M
	TS 29.274

	
	
	MSISDN
	Create Session Request
Modify Bearer Response
	M
	M
	TS 29.274

	
	
	Serving Network
	Create Session Request
	M
	M
	TS 29.274

	
	
	Access Point Name (APN)
	Create Session Request
	M
	M
	TS 29.274

	
	
	PDN Type
	Create Session Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts
	Create Session Request
Create Bearer Request
Create Bearer Response
Delete Bearer Request
Delete Bearer Response
Update Bearer Request
Update Bearer Response
Create Indirect Data Forwarding Tunnel Request
Create Indirect Data Forwarding Tunnel Response
Update Bearer Complete
	M
	M
	TS 29.274

	
	
	RAT Type
	Create Session Request
Modify Bearer Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts created
	Create Session Response
	M
	M
	TS 29.274

	
	
	Bearer Contexts marked for removal
	Create Session Response
	M
	M
	TS 29.274

	
	
	Bearer Contexts modified
	Modify Bearer Response
	M
	M
	TS 29.274

	
	
	Bearer Contexts marked for removal
	Modify Bearer Response
	M
	M
	TS 29.274

	S5/S8
	GTPv2C
	IMSI
	Create Session Request
Update Bearer Request
	M
	M
	TS 29.274

	
	
	MSISDN
	Create Session Request
Modify Bearer Response
	M
	M
	TS 29.274

	
	
	Serving Network
	Create Session Request
Modify Bearer Request
	M
	M
	TS 29.274

	
	
	Access Point Name (APN)
	Create Session Request
	M
	M
	TS 29.274

	
	
	PDN Type
	Create Session Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts
	Create Session Request
Create Bearer Request
Create Bearer Response
Delete Bearer Request
Delete Bearer Response
Modify Bearer Command
Modify Bearer Failure Indication
Update Bearer Request
Update Bearer Response
Delete Bearer Command
Delete Bearer Failure Indication
	M
	M
	TS 29.274

	
	
	Cause
	Create Session Response
Create Bearer Response
Bearer Resource Failure Indication
Modify Bearer Response
Delete Session Response
Delete Bearer Response
Modify Bearer Failure Indication
Update Bearer Response
Delete Bearer Failure Indication
	M
	M
	TS 29.274

	
	
	Bearer Contexts created
	Create Session Response
	M
	M
	TS 29.274

	
	
	Bearer Contexts marked for removal
	Create Session Response
	M
	M
	TS 29.274

	
	
	APN Restriction
	Create Session Response
	M
	M
	TS 29.274

	
	
	Linked Bearer Identity (LBI)
	Create Bearer Request
Bearer Resource Command
Delete Bearer Response
	M
	M
	TS 29.274

	
	
	Traffic Aggregate Description (TAD)
	Bearer Resource Command
	M
	M
	TS 29.274

	
	
	Linked EPS Bearer ID
	Bearer Resource Failure Indication
Delete Session Request
Delete Bearer Request
	M
	M
	TS 29.274

	
	
	RAT Type
	Create Session Request
Modify Bearer Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts to be modified
	Modify Bearer Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts to be removed
	Modify Bearer Request
	M
	M
	TS 29.274

	
	
	Bearer Contexts modified
	
	M
	M
	TS 29.274

	
	
	Bearer Contexts marked for removal
	
	M
	M
	TS 29.274

	Gxc
	Diameter
	IP-CAN-Type
	CCR
	M
	M
	TS 29.212

	
	
	RAT-Type
	CCR
	M
	M
	TS 29.212

	
	
	QoS-Information
	CCR

CCA

RAR
	M
	M
	TS 29.212

	
	
	QoS-Negotiation
	CCR
	M
	M
	TS 29.212

	
	
	QoS-Rule-Report
	CCR

RAA
	M
	M
	TS 29.212

	
	
	Default-EPS-Bearer-QoS
	CCR

CCA

RAR
	M
	M
	TS 29.212

	
	
	Supported-Features
	CCR

CCA

RAR

RAA
	M
	M
	TS 29.212

	
	
	Event-Trigger
	CCR

CCA

RAR


	M
	M
	TS 29.212

	
	
	Result Code
	RAA
	M
	M
	TS 29.212

	
	
	Origin-Realm
	CCR

CCA

RAR

RAA
	M
	M
	TS 29.212

	
	
	QoS-Rule-Remove
	RAR

CAA
	M
	M
	TS 29.212

	
	
	QoS-Rule-Install
	RAR

CAA
	M
	M
	TS 29.212

	
	
	Destination-Realm
	CCR

RAR
	M
	M
	TS 29.212


	End of Modifications
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