
3GPP TSG-SA3 (Security)
S3-091448
SA3#56, 06-10 July 2009, Seattle, USA
revision of S3-091368
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.401
	CR
	301
	(

rev
	1
	(

Current version:
	8.4.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Some corrections to the key hierarchy diagrams (Rel-9) 

	
	

	Source to WG:
(

	Qualcomm Europe, China Mobile

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAES
	
	Date: (

	09/07/2009

	
	
	
	
	

	Category:
(

	A
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	The key hierarchy figure contains the ASME which is not a E-UTRAN specific element and hence causes confusion
The key derivation figure have AK and SQN as seperated inputs to K_AME derivation when they are used as SQN xor AK and indeed not separately known to the ME

	
	

	Summary of change:
(

	Merged ASME and MME part of key heirarchy figure
Replaced SQN, AK with SQN xor AK in key derivation figure

Clarified that truncation to and 128 bit is shown in figures

Removed sentence that had nothing to do with the key hierarchy

Shortened the figures titles by moving the text into main body of the clause and note
Moved note clarifying the scope of the figures to before the figures

	
	

	Consequences if 
(

not approved:
	Possible confusion for implementers

	
	

	Clauses affected:
(

	6.2

	
	

	
	Y
	N
	
	

	Other specs
(

	
	N
	 Other core specifications
(

	

	affected:
	
	N
	 Test specifications
	

	
	
	N
	 O&M Specifications
	

	
	

	Other comments:
(

	


6.2
EPS key hierarchy

Requirements on EPC and E-UTRAN related to keys:

a)
The EPC and E-UTRAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 and for future use the network interfaces shall be prepared to support 256 bit keys.

b)
The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.
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Figure 6.2-1: Key hierarchy in E-UTRAN 

The key hierarchy (see Figure 6.2-1) includes following keys: KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
· KeNB is a key derived by UE and MME from KASME when the UE goes to ECM-CONNECTED state or by UE and target eNB during eNB handover. 
Keys for NAS traffic: 

· KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME, as well as an identifier for the integrity algorithm using the KDF as specified in Annex A.

· KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME, as well as an identifier for the encryption algorithm using the KDF as specified in Annex A. 

Keys for UP traffic: 

· KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm using the KDF as specified in Annex A. 

Keys for RRC traffic: 

· KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm. KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm using the KDF as specified in Annex A.

· KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm using the KDF as specified in Annex A.

Intermediate keys: 

· NH is a key derived by UE and MME to provide forward security as described in clause 7.2.8. The NH is sent by the MME to the eNB using S1signalling.  

· KeNB* is a key derived by UE and eNB when performing an horizontal or vertical key derivation as specified in clause 7.2.8 using a KDF as specified in Annex A. 

Figure 6.2-2 shows the dependencies between the different keys, and how they are derived from the network nodes point of view. Figure 6.2-3 shows the corresponding relations and derivations as performed in the ME. Two dashed inputs to a KDF means one of the inputs is used depending on the circumstances of the key derivation.
NOTE: Figures 6.2-2 and 6.2-3 do not include the key handling branches for forward security (see clause 7.2.8 and Figure 7.2.8.1-1) or cover the derivations at IRAT mobility (see clauses 9 and 10).
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Figure 6.2-2: Key distribution and key derivation scheme for EPS (in particular E-UTRAN) for network nodes. 
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Figure 6.2-3: Key derivation scheme for EPS (in particular E-UTRAN) for the ME.

As the figures 6.2-2 and 6.2-3 show, the length of KASME, KeNB and NH is 256 bits. 256-bit NAS, UP and RRC keys are always derived from KASME and KeNB respectively. In case the encryption or integrity algorithm used to protect NAS, UP or RRC requires a 128-bit key as input, the key is truncated and the 128 least significant bits are used. Figures 6.2-2 and 6.2-3 illustrate the truncation to 128 bits keys.

The function Trunc takes as input a 256-bit string, and returns a truncated output as defined in Annex A.7.

256





KeNB








NH








128





256





256











KUPenc





KUPenc





KDF





KeNB*





eNB





eNB





KeNB





256





Physical cell ID, EARFCN-DL








256





256





UP-enc-alg,


Alg-ID








RRC-int-alg,


Alg-ID








RRC-enc-alg,


Alg-ID








256





256





128





128





256





NH





KDF





256





128





256





Trunc





KUPenc





KUPenc





KDF





KeNB*





256





256





Physical cell ID, EARFCN-DL








256





UP-enc-alg,


Alg-ID








RRC-int-alg,


Alg-ID








RRC-enc-alg,


Alg-ID








256





256





128





128





256





256





Trunc





Trunc





KRRCint





KRRCenc





128-bit


keys





KRRCint





KRRCenc





256-bit


keys





KDF





KDF





NAS UPLINK COUNT





NAS-int-alg,


Alg-ID








NAS-enc-alg,


Alg-ID








256





256





256





128





128





256





256





Trunc





Trunc





KNASint





KNASenc





128-bit


keys





KNASint





KNASenc





256-bit


keys





KDF





KDF





KDF





KDF





256








256





KeNB








NH








NH





KDF





256





Trunc





Trunc





256





128





256





Trunc





KUPenc





KUPenc





KDF





KeNB*





256





256





Physical cell ID, EARFCN-DL








256





UP-enc-alg,


Alg-ID








RRC-int-alg,


Alg-ID








RRC-enc-alg,


Alg-ID








256





256





128





128





256





256





Trunc





Trunc





KRRCint





KRRCenc





128-bit


keys





KRRCint





KRRCenc





256-bit


keys





KDF





KDF





NAS UPLINK COUNT





NAS-int-alg,


Alg-ID








NAS-enc-alg,


Alg-ID








256





256





256





KRRCint





KRRCenc





128-bit


keys





KRRCint





KRRCenc





256-bit


keys





KDF





KDF





NAS UPLINK COUNT





NAS-int-alg,


Alg-ID








NAS-enc-alg,


Alg-ID








256





256





256





128





128





256





256





Trunc





Trunc





KNASint





KNASenc





128-bit


keys





KNASint





KNASenc





256-bit


keys





KDF





KDF





KDF





KDF





256





KASME





KeNB











SN id, SQN ( AK





256





256





128





128





256





256





Trunc





Trunc





KNASint





KNASenc





128-bit


keys





KNASint





KNASenc





256-bit


keys





KDF





KDF





KDF





KDF





256





KASME





KeNB





SN id, SQN ( AK








KASME





KeNB





SN id, SQN, AK








256





256





KDF





CK,IK





ME





256





KeNB








256





256





KDF





CK,IK





256





KeNB








NH








NH





KDF





Trunc





NH








NH





KDF





Trunc





128





256





256











KUPenc





KUPenc





KDF





KeNB*





eNB





eNB





KeNB





256





Physical cell ID, EARFCN-DL








256





256





UP-enc-alg,


Alg-ID








RRC-int-alg,


Alg-ID








RRC-enc-alg,


Alg-ID








256





256





128





128





256





256





Trunc





Trunc





KRRCint





KRRCenc





128-bit


keys





KRRCint





KRRCenc





256-bit


keys





KDF





KDF





NAS UPLINK COUNT





NAS-int-alg,


Alg-ID








NAS-enc-alg,


Alg-ID








256





256





256





128





128





256





256





Trunc





Trunc





KNASint





KNASenc





128-bit


keys





KNASint





KNASenc





256-bit


keys





KDF





KDF





KDF





KDF





256





KASME





KDF





CK,IK





HSS





MME





KeNB











SN id, SQN, AK





256





256





KDF





CK,IK





HSS





MME








�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





3GPP


_1274604566.doc

[image: image1]


[image: image2]

















USIM / AuC







UE / MME







UE / ASME







KASME







K







KUPenc







KeNB







KNASint







UE / HSS







UE / eNB







KNASenc







CK, IK







KRRCint







KRRCenc























USIM / AuC







UE / MME







UE / ASME







KASME







K







KUPenc







KeNB







KNASint







UE / HSS







UE / eNB







KNASenc







CK, IK







KRRCint







KRRCenc
















_1307530259.doc

[image: image1]


[image: image2]

















USIM / AuC











UE / MME







KASME







K







KUPenc







KeNB / NH







KNASint







UE / HSS







UE / eNB







KNASenc







CK, IK







KRRCint







KRRCenc























USIM / AuC







UE / MME







UE / ASME







KASME







K







KUPenc







KeNB







KNASint







UE / HSS







UE / eNB







KNASenc







CK, IK







KRRCint







KRRCenc
















