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10.4
MBMS Security procedures

The IMS based MBMS user service security procedures shall fulfil the key management procedures defined in TS 33.246 [5], including MSKprocedures in clause 6.3.2 of TS 33.246 [5], and MTK procedures in clause 6.3.3 of TS 33.246  [5]. The MSK procedure further includes MBMS user service registration procedure, deregistration procedure, MSK request procedure and MSK delivery procedure. 

Clause 10.4.1 describes MBMS security procedures where HTTP is used as described in TS 33.246 [5], and BMSC.UPF acts as NAF to interact with BSF and derives security keys. 

Clause 10.4.2 describes MBMS security procedures where SIP is used and SCF act as a NAF to interact with BSF and derives security keys. 
The procedures according to clause 10.4.1 and clause 10.4.2, respectively, are alternatives for MBMS security procedures. They are equal in terms of security provision. The UE shall support both alternatives for MBMS security procedures.   
10.4.1 HTTP based MBMS security procedure
Clause 10.4.1 describes MSK procedures, and clause 10.4.2 describes MTK procedures.
10.4.1.1
MSK procedures
The IMS based MBMS user service registration procedure,  deregistation procedure, MSK request procedure and MSK delivery procedure are defined in clause 10.4.1 to 10.4.4 respectively. 
10.4.1.1.1
IMS based MBMS user service key registration procedure
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Figure 10.1 Security procedures for IMS based MSMS user service

10.4.1.1.1.1 Procedures at the UE

When the user indicates to view an MBMS user service, the UE shall send a SIP INVITE message to SCF via IM CN Subsystem, The SIP INVITE message shall include MBMS Service ID to indicate which service the user intends to watch, as defined in clause 8.3.3.2, and a P- Intended –Identity header with the value set to the desired user public identity.

After receiving a SIP 200 OK message, the UE shall perform MSK registration procedure as defined in clause 6.3.2.1a of TS 33.246[5]. The HTTP POST message initiated by the UE and addressed to BMSC.UPF shall conform to TS 33.246[5], and include an HTTP X-3GPP- Intended -Identity header as defined in TS 24.109 [22] with the value set to the user’s public identity.

10.4.1.1.1.2 Procedures at the IM CN Subsystem

The IM CN Subsystem handles the SIP dialog as defined in 3GPP TS 23.228 [6].
10.4.1.1.1.3 Procedures at the SCF

Upon receipt of a SIP INVITE request, the SCF shall perform service authorization procedure as defined in clause 8.3.3.4.

After successfully service authorization, the SCF shall send an Authorization Notification HTTP POST message to BMSC.UPF. The HTTP POST message shall be populated as follows:
-
the HTTP version shall be 1.1 which is specified in RFC2616[xxx];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "authorize", i.e. Request-URI takes the form of "/keymanagement?requesttype= authorize";
-
the HTTP X-3GPP-Asserted-Identity header shall be the IMPU of the user retrieved from the SIP INVITE message.
-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-authorize+xml". 

-
the HTTP payload shall contain request including the authorized MBMS Service ID ServiceId carried in the SIP INVITE message;
After receiving an authorization acknowledgement, the SCF shall send a SIP 200 OK message to the UE as defined in clause 8.3.3.4. 

10.4.1.1.1.4 Procedures at the BM-SC.UPF

Upon receiving an Authorization Notification message from SCF, the BMSC.UPF shall store the received message, and respond an Authorization Acknowledgment HTTP 200 OK message.

Upon receiving MSK registration message from a UE, the BMSC.UPF shall act as a NAF and perform GBA usage procedure with BSF to get GBA keys to derive MUK. The MUK is used for BM-SC.UPF to protect the transfer of MSK.

The BMSC.UPF shall authorize the UE according to the stored information. The BMSC.UPF shall send MSKs to the UE corresponding to the service IDs in the received message via MIKEY, as defined in clause 6.3.2.1a of TS 33.246[5].

10.4.1.1.2
IMS based MBMS user service key deregistration procedure

The IMS based MBMS user service MSK request procedure conforms to clasue 6.3.2.1B of TS 33.246[5]. Additionaly, The HTTP POST message initiated by the UE and addressed to BMSC.UPF shall include an HTTP X-3GPP- Intended -Identity header as defined in TS 24.109 [22] with the value set to the user’s public identity.

10.4.1.1.3
IMS based MBMS user service MSK request procedure

The IMS based MBMS user service MSK request procedure conforms to clasue 6.3.2.2 of TS 33.246[5]. Additionaly, The HTTP POST message initiated by the UE and addressed to BMSC.UPF shall include an HTTP X-3GPP- Intended -Identity header as defined in TS 24.109 [22] with the value set to the user’s public identity.

10.4.1.1.4
IMS based MBMS user service MSK delivery procedure

The IMS based MBMS user service MSK delivery procedure conforms to clause 6.3.2.3 of TS 33.246[5].

10.4.1.2
MTK procedure

The IMS based MBMS user service MTK procedure conforms to clause 6.3.3 of TS 33.246[5].
10.4.2 SIP based MBMS security procedure

Clause 10.4.2 describes an alternative to clause 10.4.1 for MBMS security procedures, where the NAF for the MBMS User Services is implemented in the SCF and interacts with BSF. 

10.4.2.1 Session initiation (User Service Registration)

This procedure is used to register a UE with a User Service.
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Figure 10.2 MBMS session initiation with key establishment

The SCF is responsible to provide the Ks_NAF, UE IP address and B-TID to the BM-SC.UPF at session establishement over interface 14. The BM-SC.KF can then use the Ks_NAF as MUK to proceed with MSK and MTK delivery procedure defined in 3GPP TS 33.246 [5]. 

It is assumed that the UE has received the EPG and that the UE has been registered and authenticated to IMS according to 3GPP TS 33.203 [31], and that the UE has run GBA bootstrapping with the BSF as defined in 3GPP TS 33.220 [26]. It is also assumed that the SCF resides in the home network and that network interfaces are protected with Network Domain Security (NDS/IP) as defined in 3GPP TS 33.210 [32].

The procedure is as follows (only relevant information on the security procedures is shown):

· UE sends an INVITE to the SCF via the IM CN subsystem. The INVITE includes the identities of the requested MBMS user services (ServiceID) and B-TID. 

· The SCF performs a check based on stored subscription information whether the UE is authorized to access the requested MBMS user services. If yes, the procedure continues. If not, the procedure is terminated. 

· The SCF runs GBA usage procedure with the BSF to fetch the IMPU and Ks_NAF key corresponding to the UE. 

Editor's Note: A new Ua security protocol needs to be registered in 3GPP TS 33.220 for this purpose.

· SCF sends the MUK (i.e. Ks_NAF) along with ServiceID, IMPU and UE IP address to the BM-SC.UPF. 

· The BM-SC.UPF receives the POST message. As the POST message came from SCF, the BM-SC.UPF does not need to authenticate the UE as the UE has been authenticated by the IMS. Also, the POST message also indicates to the BM-SC.UPF that the SCF has authorized the UE to use the indicated MBMS User Service. 

The BM-SC.UPF stores the received information and it can now start sending MIKEY MSK (protected with MUK) to the UE for the indicated MBMS User Services according to TS 33.246[5].

· SCF indicates success to UE with 200 OK.

In case the UE is not anymore authorized to receive the service in question, e.g. due to end of subscription, the SCF sends a POST message to the BM-SC.UPF indicating that the UE is no more authorized to get key updates (Not shown in figure).

10.4.2.2 MSK refresh (Basic MSK Request)

The UE receives traffic, which is does not have the keys for. Also the “BM-SC solicited pull procedure” triggers the MSK refresh. 
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Figure 10.3 MSK refresh
The procedure for MSK refresh is as follows:

· UE sends an RE-INVITE to the SCF via the IM CN subsystem. The INVITE includes the identities of the requested MSK keys. 

· The SCF performs a check whether the UE is authorized to access the requested MSKs  . If yes, the procedure continues. If not, the procedure is terminated. 

· SCF sends POST message with indication that this is MSK request, IMPU and to the BM-SC.UPF. 

· SCF indicates success to UE with 200 OK.

· The BM-SC.UPF sends the requested MIKEY MSK message to the UE.

10.4.2.3 Ks_NAF refresh

The GBA session (i.e. key Ks) has a limited lifetime. The GBA session may expire during service consumption and the terminal should asap create a new shared secret (Ks). In this case the UE shall run GBA again. The UE shall then run the Session Initiation procedure with RE-INVITE and the new B-TID (see the clause above). The network may use the “BM-SC solicited pull procedure” to trigger the UE to request new MSKs.
**** END NEXT CHANGE ****
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