Page 1



3GPP TSG- WG2 Meeting #68 
(
 S2-086756
Qing Dao, China, 13 - 17 October, 2008

	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	23.216
	CR
	0040
	(

rev
	-
	(

Current version:
	8.1.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Security addition to SRVCC

	
	

	Source to WG:
(

	Ericsson

	Source to TSG:
(

	S2

	
	

	Work item code:
(

	SR-VCC
	
	Date: (

	06/10/2008

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	At SA2 #67 the handling of CS security keys in the SRVCC procedure have been clarified, however, the handling of PS security keys remains unclear.

	
	

	Summary of change:
(

	Statements on how PS security keys are handled are added to the flows.

	
	

	Consequences if 
(

not approved:
	Security aspect for PS security keys remains unclear

	
	

	Clauses affected:
(

	2, 6.2.2.2, 6.3.2.2

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


Begin Change
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.401: "GPRS enhancements for E-UTRAN access".

[3]
3GPP TS 23.402 "Architecture enhancements for non-3GPP accesses".

[4]
3GPP2 X.S0042-0: "Voice Call Continuity between IMS and Circuit Switched System".

[5]
ITU‑T Recommendation I.130: "Method for the characterization of telecommunication services supported by an ISDN and network capabilities of an ISDN".

[6]
ITU‑T Recommendation Q.65: "Methodology - Stage 2 of the method for the characterisation of services supported by an ISDN".

[7]
3GPP TR 36.938: "Improved Network Controlled Mobility between E-UTRAN and 3GPP2/Mobile WiMAX Radio Technologies".

[8]
3GPP2 A.S0008-C: "Interoperability Specification (IOS) for High Rate Packet Data (HRPD) Radio Access Network Interfaces with Session Control in the Access Network".

[9]
3GPP TS 22.278: "Service requirements for the Evolved Packet System (EPS)".

[10]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

[11]
3GPP TS 25.413: "UTRAN Iu interface Radio Access Network Application Part (RANAP) signalling".

[12]
3GPP TS 43.129: "Packet-switched handover for GERAN A/Gb mode; Stage 2".

[13]
3GPP TS 23.292: "IP Multimedia Subsystem (IMS) Centralized Services: Stage 2".

[14]
3GPP TS 23.237: "IP Multimedia Subsystem (IMS) Service Continuity: Stage 2".

[15]
3GPP TS 23.002: "Network Architecture".

[16]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".

[17]
Void.

[18]
3GPP TS 23.009: "Handover procedures".

[19]
3GPP TS 25.331: "Radio Resource Control (RRC) protocol specification".

[20]
3GPP2 A.S0014: "Interoperability Specification (IOS) for cdma2000 Access Network Interfaces".

[21]
3GPP TS 33.210: "3G Security; Network Domain Security; IP network layer security".

[22]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE): Security architecture".

[X]
3GPP TS 33.102: "3G Security; Security architecture".

Next Change
6.2.2.2
SRVCC from E-UTRAN to UTRAN or GERAN with DTM/PSHO support

Depicted in figure 6.2.1.2-1 is a call flow for SRVCC from E‑UTRAN to UTRAN or GERAN with DTM/PSHO support, including the handling of the non‑voice component.
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Figure 6.2.2.2-1: SRVCC from E-UTRAN to UTRAN or GERAN with DTM/PSHO support

1.
Based on UE measurement reports the source E‑UTRAN decides to trigger an SRVCC handover to UTRAN/GERAN.

2.
Source E‑UTRAN sends a Handover Required (Target ID, Source to Target Transparent Container) message to the source MME. E‑UTRAN also indicates to MME that this is SRVCC handover operation.

3.
Based on the QCI associated with the voice bearer (QCI 1) and the SRVCC handover indication, the source MME splits the voice bearer from all other PS bearers and initiates their relocation towards MSC Server and SGSN, respectively.

4a)
Source MME initiates the PS-CS handover procedure for the voice bearer by sending a Forward Relocation Request (STN-SR, MSISDN, Source to Target Transparent Container, MM Context) message to the MSC Server. The MSC server is selected based on the Target ID received in the Handover Required message. The message includes information for the voice component only. MME received STN-SR and MSISDN from the HSS as part of the subscription profile downloaded during the E‑UTRAN attach procedure. MM Context contains security related information. CS security key is derived by the MME from the E‑UTRAN/EPS domain key as defined in TS 33.401 [22]. The CS Security key is sent in the MM Context.

4b)
MSC Server interworks the PS-CS handover request with a CS inter‑MSC handover request by sending a Prepare Handover Request message to the target MSC.

4c)
Target MSC requests resource allocation for the CS relocation by sending the Relocation Request (Source to Target Transparent Container) message to the target RNS.

5.
In parallel to the previous step the source MME initiates relocation of the remaining non‑voice PS bearers. The following steps are performed:

a)
Source MME sends a Forward Relocation Request (Source to Target Transparent Container, MM Context) message to the target SGSN. The message includes information for the non‑voice component only.  The handling of security keys for PS handover of the remaining non-voice PS bearers is specified in TS 33.401 [22].
b)
Target SGSN requests resource allocation for the PS relocation by sending the Relocation Request (Source to Target Transparent Container) message to the target RNS.

6.
Target RNS coordinates the CS relocation request with the PS relocation request and assigns resources. The following steps are performed:

a)
Target RNS acknowledges the prepared PS relocation by sending the Relocation Request Acknowledge (Target to Source Transparent Container) message to the target SGSN.

b)
Target SGSN sends a Forward Relocation Response (Target to Source Transparent Container) message to the source MME.

7.
In parallel to the previous step the following steps are performed:

a)
Target RNS acknowledges the prepared CS relocation by sending the Relocation Request Acknowledge (Target to Source Transparent Container) message to the target MSC.

b)
Target MSC sends a Prepare Handover Response message to the MSC Server.

c)
Establishment of circuit connection between the target MSC and the MGW associated with the MSC Server e.g. using ISUP IAM and ACM messages.

8.
The MSC Server initiates the Session Transfer by using the STN-SR e.g. by sending an ISUP IAM (STN-SR) message towards the IMS. Standard IMS Service Continuity procedures are applied for execution of the Session Transfer, see TS 23.292 [13] and TS 23.237 [14]. During the execution of the Session Transfer procedure the remote end is updated with the SDP of the CS access leg. The downlink flow of VoIP packets is switched towards the CS access leg at this point.

NOTE 1:
If the MSC Server is using an ISUP interface, then the initiation of the session transfer may fail if the subscriber profile including CAMEL triggers is not available prior handover (see clause 7.3.2.1 of TS 23.292 [13]).

9.
The MSC Server sends a Forward Relocation Response (Target to Source Transparent Container) message to the source MME.

10.
Source MME synchronises the two prepared relocations and sends a Handover Command (Target to Source Transparent Container) message to the source E‑UTRAN.

11.
E‑UTRAN sends a Handover from E‑UTRAN Command message to the UE.

12.
Handover Detection at the target RNS.

13.
The CS relocation is complete. The following steps are performed:

a)
Target RNS sends Relocation Complete message to the target MSC.

b)
Target MSC sends an SES (Handover Complete) message to the MSC Server.

c)
Completion of the establishment of the circuit connection between the MSC and the MGW associated with the MSC Server is completed e.g. with target MSC sending ISUP Answer message to the MSC Server.

d)
MSC Server sends a Forward Relocation Complete message to the source MME. Source MME acknowledges the information by sending a Forward Relocation Complete Acknowledge message to the MSC Server.

e)
MSC Server may perform an MAP Update Location to the HSS/HLR if needed. This may be needed for the MSC Server to receive GSM Supplementary Service information and routing of mobile terminating calls properly in certain configuration.

NOTE 2:
This Update Location is not initiated by the UE.

14.
In parallel to the previous step, the PS relocation is complete. The following steps are performed:

a)
Target RNS sends Relocation Complete message to target SGSN.

b)
Target SGSN sends a Forward Relocation Complete message to the source MME. Source MME acknowledges the information by sending a Forward Relocation Complete Acknowledge message to the target SGSN.

c)
Target SGSN updates the bearer with Serving GW or PDN GW.

Next Change
6.3.2.2
SRVCC from UTRAN (HSPA) to UTRAN or GERAN with DTM/PSHO support

Depicted in figure 6.2.1.2-1 is a call flow for SRVCC from UTRAN (HSPA) to UTRAN or GERAN with DTM/PSHO support, including the handling of the non voice component.
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Figure 6.2.2.2-1: SRVCC from UTRAN (HSPA) to UTRAN or GERAN with DTM/PSHO support

1.
Based on UE measurement reports the source UTRAN (HSPA) decides to trigger a handover to UTRAN/GERAN.

2.
Source UTRAN (HSPA) sends a Handover Required (Source to Target Transparent Container) message to the source SGSN. UTRAN (HSPA) also indicates to SGSN that this is SRVCC handover operation.

3.
Based on the Traffic Class associated with conversational and Source Statistic Descriptor = speech, and the SRVCC handover indication, the following steps are performed:

a)
Source SGSN initiates the PS handover procedure for the voice bearer by sending a Forward Relocation Request (VDN, MSISDN, Source to Target Transparent Container, MM Context) message to the MSC Server. The message includes information for the voice component only. SGSN received VDN and MSISDN from the HSS as part of the subscription profile downloaded during the UTRAN (HSPA) attach procedure. MM Context contains security related information. The CS Security key is derived from the UTRAN (HSPA)/EPS domain key contained in the MM Context.

NOTE 1:
Details of how CS security key is derived from UTRAN PS domain key context (e.g. with use of mechanisms similar for security key mapping with PS handover in a 2G/3G SGSN) is under 3GPP SA WG3 responsibility.

b)
MSC Server interworks the PS handover request with a CS inter-MSC handover request by sending a Prepare Handover Request message to the target MSC. 

c)
Target MSC requests resource allocation for the CS relocation by sending the Relocation Request (Source to Target Transparent Container) message to the target RNS.

4.
In parallel to the previous step the source SGSN initiates relocation of the remaining non-voice PS bearers. The following steps are performed:

a)
Source SGSN sends a Forward Relocation Request (Source to Target Transparent Container, MM Context) message to the target SGSN. The message includes information for the non-voice component only. The handling of security keys for PS handover of the remaining non-voice PS bearers is specified in TS 33.102 [X].
b)
Target SGSN requests resource allocation for the PS relocation by sending the Relocation Request (Source to Target Transparent Container) message to the target RNS.

5.
Target RNS coordinates the CS relocation request with the PS relocation request and assigns resources. The following steps are performed:

a)
Target RNS acknowledges the prepared PS relocation by sending the Relocation Request Acknowledge (Target to Source Transparent Container) message to the target SGSN.

b)
Target SGSN sends a Forward Relocation Response (Target to Source Transparent Container) message to the source SGSN.

6.
In parallel to the previous step the following steps are performed:

a)
Target RNS acknowledges the prepared CS relocation by sending the Relocation Request Acknowledge (Target to Source Transparent Container) message to the target MSC.

b)
Target MSC sends a Prepare Handover Response message to the MSC Server.

c)
Establishment of circuit connection between the target MSC and the MGW associated with the MSC Server e.g. using ISUP IAM and ACM messages.

7.
The MSC Server initiates the Session Transfer by using the VDN e.g. by sending an ISUP IAM (VDN) message towards the IMS. Standard IMS Service Continuity procedures are applied for execution of the Session Transfer, see TS 23.292 [13] and TS 23.237 [14]. During the execution of the Session Transfer procedure the remote end is updated with the SDP of the CS access leg. The downlink flow of VoIP packets is switched towards the CS access leg at this point.

NOTE 2:
If the MSC Server is using an ISUP interface, then the initiation of the session transfer may fail if the subscriber profile including CAMEL triggers is not available prior handover (see clause 7.3.2.1 of TS 23.292 [13]).

8.
The MSC Server sends a Forward Relocation Response (Target to Source Transparent Container) message to the source SGSN.

9.
Source SGSN synchronises the two prepared relocations and sends a Handover Command (Target to Source Transparent Container) message to the source UTRAN (HSPA).

10.
UTRAN (HSPA) sends a Handover Command message to the UE.

11.
Handover Detection at the target RNS.

12.
The CS relocation is complete. The following steps are performed:

a)
Target RNS sends Relocation Complete message to the target MSC.

b)
Target MSC sends an SES (Handover Complete) message to the MSC Server.

c)
Completion of the establishment of the circuit connection between the MSC and the MGW associated with the MSC Server is completed e.g. with target MSC sending ISUP Answer message to the MSC Server.

d)
MSC Server sends a Forward Relocation Complete message to the source SGSN. Source SGSN acknowledges the information by sending a Forward Relocation Complete Acknowledge message to the MSC Server.

e)
MSC Server may perform an MAP Update Location to the HSS/HLR if needed. This may be needed for the MSC Server to receive GSM SS information and routing of mobile terminating calls properly in certain configuration.

NOTE 3:
this Update Location is not initiated by the UE.

13.
In parallel to the previous step, the PS relocation is complete. The following steps are performed:

a)
Target RNS sends Relocation Complete message to target SGSN.

b)
Target SGSN sends a Forward Relocation Complete message to the source SGSN. Source SGSN acknowledges the information by sending a Forward Relocation Complete Acknowledge message to the target SGSN.

c)
Target SGSN updates the bearer with GGSN.
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