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*** NEXT CHANGE ***
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Authenticated (re-) registration: A registration i.e. a SIP register is sent towards the Home Network which will trigger a authentication of the IMS subscriber i.e. a challenge is generated and sent to the UE.

Authentication vector: A quintet (as defined in TS 33.102 [1]) or an SD-AV.

Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities or processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity.
Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party.

IM Credentials (IMC): The IMC is a term that indicates the collection of IMS security data and functions for IMS access in cdma2000 systems.

ISIM – IM Subscriber Identity Module: For the purposes of this document the ISIM is a term that indicates the collection of IMS security data and functions on a UICC. The ISIM may be a distinct application on the UICC.
NOTE: 
The distinction between the terms “ISIM” and “ISIM application” is useful for the purpose of describing the IMS security architecture. However, in other 3GPP specifications these terms are used as synonyms, i.e. the term “ISIM” always refers to the ISIM application in the UICC, as defined in [xx]. 
Security Domain: Networks that are managed by a single administrative authority.  Within a security domain the same level of security and usage of security services will be typical.
SIP Digest authentication vector (SD-AV) : Temporary authentication data that enables the IMS network to engage in SIP Digest with a particular user. An SD-AV consists of five elements: a) protection space user hint realm, b) protection space domain, c) the authentication algorithm, d) the quality of protection value qop and e) the hash of IMPI, realm and password H(A1).

Editor's Note: The inclusion of the domain parameter in the SD-AV is ffs.

*** NEXT CHANGE ***

8
ISIM

For the purposes of this document the ISIM is a term that indicates the collection of IMS security data and functions on a UICC. The following implementation options are permitted:

-
Use of a distinct ISIM application on a UICC which does not share security functions with the USIM;

-
Use of a distinct ISIM application on a UICC which does share security functions with the USIM;

-
Use of a USIM application on a UICC.
NOTE:
For later releases other implementations of ISIM are foreseen to be permitted.
NOTEx:
The distinction between the terms “ISIM” and “ISIM application” is useful for the purpose of describing the IMS security architecture. However, in other 3GPP specifications these terms are used as synonyms, i.e. the term “ISIM” always refers to the ISIM application in the UICC, as defined in [xx]. The case of using a USIM application is always handled separately in other specifications.
If there is an ISIM application and a USIM application on a UICC, then the ISIM application shall always be used for IMS authentication.

There shall only be one ISIM for each IMPI. The IMS subscriber shall not be able to modify or enter the IMPI. The IMS subscriber shall not be able to modify or enter the Home Domain Name.

8.1
Requirements on the ISIM application

This clause identifies requirements on the ISIM application to support IMS access security. It does not identify any data or functions that may be required on the ISIM application for non-security purposes.

The ISIM application shall include:

-
The IMPI;

-
At least one IMPU;

-
Home Network Domain Name;

-
Support for sequence number checking in the context of the IMS Domain;

-
The same framework for algorithms as specified for the USIM applies for the ISIM;

-
An authentication Key.

The ISIM shall deliver the CK to the UE although it is not required that SIP signalling is confidentiality protected.
At UE power off the existing SAs in the MT shall be deleted. The session keys and related information in the SA shall never be stored on the ISIM.
8.2
Sharing security functions and data with the USIM

When an ISIM application is used for IMS access, only the following options for sharing security functions and data are permitted:

-
No security functions or data are shared;

-
Only the sequence number checking mechanism is shared;

-
Only the algorithm is shared;

-
Only the algorithm and sequence number checking mechanism are shared;

-
The authentication key, authentication functions and the sequence number checking mechanism are shared.

When a USIM is used for IMS access, only the following option is applicable:

-
The authentication key, authentication functions and the sequence number checking mechanism are shared.

NOTE:
If the authentication keys and functions are shared, the cipher/integrity key sets generated during authentication are used with different cipher/integrity algorithms in CS/PS domain and IMS. Note that the same cipher/integrity key set is never used for both CS/PS domain and IMS because the authentication and key agreement protocol is run independently between CS/PS domain and IMS. Therefore there is no danger that the compromise of the cipher/integrity algorithm in one domain would lead to vulnerabilities in the other domain.

If the mechanism and data for checking sequence numbers are shared then it shall be required for the authentication failure rate due to synchronization failures to be kept sufficiently low. In particular, the mechanism shall be required to support interleaving authentication in three domains (CS, PS and IMS). Example methods to achieve this are described in Annex G.
*** NEXT CHANGE ***
L.2
Application of clause 4

In 3GPP IMS, the ISIM is mandated to be present on UICC which is usually inserted within the MT component of the UE. In NGN-UEs, the ISIM shall be provided on the UICC, which shall be inserted within either :

1)
The TE; or

2)
The IMS Residential Gateway (IRG).

NOTE:
For the exact definition of IRG will be published in ETSI TS 187 003: "TISPAN – NGN security: Security Architecture NGN Release 1".

Where the TE and IRG each contain an UICC with an ISIM, the ISIM should be used in following order of preference TE, IRG.  
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Figure L.1

Figure L.1 redraws figure 1 of the main body of this document replacing the 3GPP specific transport domain by Generic IP transport domain. The following observations support figure L.1.

1)
The IMS is independent of the transport network

2)
Generic Entities (GE) equivalent to the 3GPP transport entities will be present in the Generic IP transport domain.

3)
In the NGN architecture the AuC functionality is performed by the UPSF.

4)
The Security Associations (SA) (referring to the corresponding arrows in Figure X.1) are retained: 

a)
SA-1, SA-3, SA-4 and SA-5 are endorsed by this annex

b)
SA-2 is endorsed by this Annex with the extension to ensure transport across NAT/Firewall boundaries.

There exist other interfaces and reference points in IMS, which have not been addressed above. Those interfaces and reference points reside within the IMS, either within the same security domain or between different security domains (See figure X.2). The protection of all such interfaces and reference points (which may include other subsystems) apart from the Gm reference point are protected as specified in TS 33.210 [5].
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Figure L.2

*** END OF CHANGES ***
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